C. The function of the principle of purpose limitation in light of
Article 8 ECFR and further fundamental rights

As a main part of this thesis, this chapter illustrates the legal framework
surrounding the collection and processing of personal data with respect to
the principle of purpose limitation. Seeking to prove the hypothesis made
in the preceding chapter that values define the contexts in which data is
being processed and, consequently, define the purposes for why the data is
processed, this chapter elaborates on a normative concept for the defini-
tion of purposes and contexts. This concept intends to clarify, which infor-
mational norms govern certain contexts and, consequently, what legal
function the principle of purpose limitation has in our digital society.

In order to elaborate on such a normative concept, the first sub-chapter
examines the constitutional framework that is applicable, in general, to the
processing of personal data in the private sector within the European
Union. On this basis, the second chapter draws the attention to the first
component of the principle of purpose limitation, i.e. the requirement to
specify the purpose, in light of the specific fundamental rights concerned.
The third chapter focuses on the second component, i.e. the requirement to
limit the later processing to the purpose initially specified. Finally, the
fourth chapter treats the question of which regulation instruments come in-
to question for establishing, by means of ordinary law, the principle of
purpose limitation in the private sector.

I. Constitutional framework

Any ordinary law and, consequently, regulation instrument, as well as its
interpretation, must correspond to our current notation of fundamental
rights. Thus, the constitutional framework, such as the European Charter
of Fundamental Rights not only serves as a scale of control for the inter-
pretation of ordinary law by the judiciary and the executive, such as the
(independent) data protection authorities, but it also determines the scope
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of decision making for the legislator.?3> Even if all fundamental rights
regimes treated in this thesis cover, in principle, privacy and/or data pro-
tection, there are essential differences with respect to the respective ob-
jects and concepts of protection. These differences are highly relevant in
determining the function of the principle of purpose limitation with re-
spect to the European Charter of Fundamental Rights. This sub-chapter at-
tempts and starts, hence, to clarify the scope of application of the different
fundamental rights regimes and its legal effects in the private sector. The
analysis continues to examine the object and concept of protection of the
German right to informational self-determination. In light of the extensive
case law provided for, in the last 30 years, on this right, this examination
serves as a starting point for analyzing the different objects and concepts
of protection of the fundamental regimes provided for on a European lev-
el. From this perspective, it may hence serve as a source of inspiration.23¢
In this regard, it must be stressed that the subsequent analysis is not a
complete evaluation of all existing case law regarding data protection
and/or privacy in the European Union. Instead, the analysis concentrates
on those Court decisions that appear to be most suitable in providing guid-
ance in order to answer the main research question of this thesis.

1. Interplay and effects of fundamental rights regimes

Consequently, the following three constitutional frameworks are relevant,
surrounding privacy and/or data protection in the European Union, as well
as in Germany (as one of its Member States): The European Convention
for Human Rights, the European Charter of Fundamental Rights of the
European Union and, as an example for the national level, German Basic
Rights.237 In contrast, in this thesis, international treaties such as the

235 Cf. Britz, Informational Self-Determination between Legal Doctrine and Consti-
tutional Case Law, pp. 562 and 563; Burgkardt, Data Protection between the Ger-
man Basic Law und Union Law, p. 29.

236 Cf. Rouvroy and Poullet, The Right to Informational Self-Determination and the
Value of Self-Development: Reassessing the Importance of Privacy for Democra-
cy, p. 49; Bicker, Constitutional Protection of Information regarding Private Par-
ties, pp. 115 and 116.

237 See Burgkardt, ibid., p. 53 and 81.
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OECD Guidelines play a role, only, so long as the Courts, which interpret
the fundamental rights, explicitly refer to it.238

a) The interplay between European Convention for Human Rights,
European Charter of Fundamental Rights and German Basic Rights

In this triangle, the European Convention for Human Rights affects both
the legal frameworks of the European Union, as well as its Member States,
which also are members of the European Council and, as such, addressees
of the European Convention. The European Convention has the status of
constitutional or, at least, ordinary law in most members of the European
Council.2*? In contrast, the European Union has not yet acceded to the
European Council. Therefore, the European Convention does not directly
bind the European Union.?** However, Article 6 sect. 3 of the Treaty on
European Union and Article 52 sect. 3 ECFR require the European Court
of Justice to interpret the European Charter of Fundamental Rights in light
of the European Convention.?*! Historically, this requirement results from
the fact that the European Convention for Human Rights served as a
source for the establishment of the Charter of Fundamental Rights.?42

The European Charter of Fundamental Rights primarily binds the insti-
tutions, bodies, offices and agencies of the European Union. It also binds
Member States, but only when the respective Member State is implement-
ing Union law, Article 51 sect. 1 sent. 1 ECFR.243 This principle of "pri-
macy of application" seeks to avoid the divergent application of Union law
amongst the EU Member States. If each Member State could interpret
Union law under the light of their national constitutions, Union law would
run the risk of being applied differently within each Member State.?* Giv-
en that there is no legal definition in relation to the question of how each
Member State is implementing Union law, the European Court of Justice

238 See, however, on the general impact of the OECD guidelines, Kirby, The history,
achievement and future of the 1980 OECD guidelines on privacy.

239 Cf. Schweizer, European Convention and Data Protection, pp. 462 and 463.

240 See Burgkardt, ibid., p. 246.

241 See Streinz/Michl in: Streinz, EUV/AEUV, EUV Art. 6 cip. 25, 21 ff.

242 See Niedobitek, Development and General Principles, cip. 95.

243 See Streinz/Michl, ibid., GR-Charta Art. 51 cip. 3.

244 See Streinz/Michl, ibid., EUV Art. 4 cip. 35 (and the following).
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has developed a solution through several types of cases whereby Union
law was considered and deemed to apply.

Firstly, European fundamental rights undoubtedly govern European reg-
ulations that are directly applicable in all Member States.2*> An important
example in this context is the General Data Protection Regulation that will
come into force on 25 May 2018, pursuant to Article 99. Less certain is
the scale of control in relation to the application of European directives
within Member States, such as the Data Protection and ePrivacy Direc-
tives. Directives are not directly applicable within the Member States. In-
stead, they must be transposed into national law through the national legis-
lator. This leads critics to come to various opinions, as summarized by
Burgkardt: While some critics come to the conclusion that the transition
into national law falls under the scope of national constitutional law. In
contrast, the prevailing opinion argues that many directives are so precise
in their wording, which means that the directive can almost be translated
on a literal basis into national law. If the national legislator has no room to
interpret a directive, national fundamental law does, in consequence, not
apply. These critics therefore differentiate between the parts of the direc-
tive that must be identically transposed and the other parts that have to be
interpreted. While European fundamental rights govern the first, national
basic rights principally provide a scale of control for the latter.24¢ Indeed,
the European Court of Justice stresses that this room of interpretation does
not apply to notions being autonomously interpreted in light of European
law.247 Thus, if the ePrivacy Directive authorizes, for example, the pro-
cessing of personal data for “marketing electronic communications ser-
vices or for the provision of value added services”, these terms appear to
leave no room for interpretation by the Member States.?48

245 See Burgkardt, ibid., p. 33.

246 See Burgkardt, ibid, pp. 34, with further references, and who stresses that the
European Court of Justice holds European fundamental rights as binding for na-
tional legislators even in the case that there is a certain scope of transition be-
cause the transition must never contradict the directive that consists, on its part,
of the purposes of European fundamental rights.

247 See Britz, The Fundamental Right to Data Protection in Article 8 ECFR, p. 8 and
9.

248 See Article 6 sect. 3 sent. 1 of the Directive 2002/58/EC of the European Parlia-
ment and of the Council of 12 July 2002 concerning the processing of personal
data and the protection of privacy in the electronic communications sector (Di-
rective on privacy and electronic communications).
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This leads to the situation whereby the scope of the directive defines
whether the European Charter of Fundamental Rights or national constitu-
tional law, such as the German Basic Law, applies. The application of the
European Charter of Fundamental Rights upon Member States depends,
therefore on two prevailing factors. The first factor pertains to the scope of
the directive. The second relates to the room of interpretation that the
European legislator left to the national legislator for transposing the sec-
ondary law.24?

In conclusion, both the European Union, as well as its Member States,
have to respect the European Convention. The European Charter of Fun-
damental Rights binds, in any case, the European Union. Whether the
European Charter of Fundamental Rights also bind the Member States, de-
pends on the fact of whether or not they are implementing Union law. This
will undoubtedly be the case, if Member States execute European regula-
tions such as the General Data Protection Regulation. In contrast, if Mem-
ber States transpose European directives into national law, it will depend
on the scope and room of interpretation of the directive.

b) The effects of fundamental rights on the private sector

The different fundamental rights regimes undoubtedly address the public
bodies, i.e. the legislator, the executive, and the judiciary. Indeed, the sub-
ject-matter of this thesis is not to examine the effects of the principle of
purpose limitation on the collection and processing of personal data by the
State but private companies operating through the private sector. The way
in which fundamental rights affect private parties depends on the concept
of protection provided for by the respective constitutional regimes.2%0

249 Cf. Grimm, Data protection before its refinement, pp. 589 to 592, who stresses
the extreme wide scope of application of the right to data protection under Article
8 ECFR because this right covers, across to normal fundamental rights, all areas
of social life under the only condition that the processing of personal data is at
stake; Burkhardt, ibid., pp. 53 and p. 59.

250 Cf. Britz, ibid., pp. 562 and 563.
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aa) Third-party effect, protection and defensive function

The basic differentiation is whether or not fundamental rights have an in-
direct or direct effect to third-parties. In the latter case, fundamental rights
not only bind the State but also private entities. This leads to the situation
where not only the State, but also private parties have to justify any harm
caused against an individual’s fundamental right. In the former case, in
contrast, it is only the public bodies bound by fundamental rights. In this
case, only the State is bound to justify all infringements, whereas private
parties are principally free, for example, to process personal data even if
this harms another’s fundamental right to privacy and/or data protec-
tion.2>! Another terminological issue shall be stressed in this regard: this
thesis calls a State intrusion into the scope of protection of a fundamental
right an “infringement”; in contrast, if a private party intrudes into the
scope of protection this intrusion is called a “harm” for the fundamental
right.?2 In any case, if a private party harms another party’s fundamental
right(s), the public bodies must balance, through the establishment and ex-
ecution of regulation instruments, the colliding fundamental rights of these
private entities interacting on the private sector.2>3

This duty of balance can also be described by two different functions of
fundamental rights. Firstly, there is a defensive function that enables the
private party to defend him or herself against actions of the State. Sec-
ondly, there is a protection function that obliges the State to protect an in-
dividual’s fundamental right against threats caused by sources other than
that of the State if the individual is not able to protect him or herself
against this threat.25* This can be the case with respect to natural disasters
for example, because a person alone is not able to protect his or her house
against a flood. However, in situations where a threat does not result from
natural sources but from third parties’ behavior, both the protection and

251 See Papier, Third-Party Effect of German Basic Rights, cip. 23/24; cf. Bethge,
Collision of Fundamental Rights, cip. 9 to 11, who apparently refers in his criti-
cism to the direct third-party effect; with particular respect to the processing of
personal data, see Gusy, Informational Self-Determination and Data Protection:
Continuing or New Beginning?, p.60.

252 Cf. Eckhoff, The Infringement of Fundamental Rights, pp. 288 to 290; ; Grimm,
Data protection before its refinement, p. 587.

253 See Papier, ibid., cip. 23/24; cf. Bethge, ibid., cip. 9 to 11.

254 See with regard to German Basic Rights, Dietlein, The Doctrine of Duties of Pro-
tection of Basic Rights, pp. 103 and 104.

114

(e |


https://doi.org/10.5771/9783845290843-109
https://www.nomos-elibrary.de/agb

1. Constitutional framework

defensive functions potentially come into conflict to each other: in these
situations, the same State action intending, on the one side, to protect the
basic rights of individuals against harmful behavior of third parties may
infringe, on the other side, the defensive function of the third parties’ basic
rights. The State hence has to weigh these colliding fundamental rights in
order to make both rights as effective as possible in practice.?%

Amongst the Member States of the European Union, an indirect effect
of fundamental rights on the private sector is widely recognized only with
regard to the laws of torts. However, critics believe that there is a general
tendency amongst countries to transfer the concept to further areas of law.
Germany, Switzerland, the United Kingdom, Italy, France, Spain (and the
USA as well) appear, more or less, to principally acknowledge an indirect
effect of their fundamental rights.2¢ In contrast, the concept of the protec-
tion function of fundamental rights is less acknowledged, in general.
Leading Scholars of Constitutional Law consider that only Germany, Aus-
tria, France, and Ireland recognize the protection function as a basic prin-
ciple within their constitutional regimes.?>” Given the diversity of the doc-
trinal concepts amongst these countries, it is worth illustrating to what ex-
tent the fundamental rights regimes considered in this thesis, generally
provide for an indirect effect or even the protection function, and, in par-
ticular, to what extent, their respective fundamental rights to privacy
and/or data protection do so.

(1) European Convention on Human Rights

While the European Convention on Human Rights does not directly bind
third parties, the European Court of Human Rights recognizes the protec-
tion function by establishing what are called “positive obligations” on the
members of the Council of Europe. The term “positive obligations” means

255 Cf. Callies, regarding to German Basic Rights, Duties of Protection, cip. 3 and 5
as well as 18 and 22; Jaeckel, Duties of Protection in German and European Law,
pp. 63 to 79, who also stresses the frequent difficulties when trying to clearly dif-
ferentiate between both functions.

256 See Papier, ibid., cip. 47 and 48.

257 See Calliess, ibid., cip. 15.
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that the members have to establish protective measures against the harm of
fundamental rights by third parties in the private sector.258

(a) Positive obligations with respect to Article 8 ECHR

Indeed, the extent of such a protection function differs to the correspond-
ing fundamental rights in question. The protection function of Article 2
ECHR only protects against intentional harm or intentional killing. In con-
trast, the protection function of the right to respect for private and family
life under Article 8 ECHR protects not only against intentional but also
non-intentional harms.2% In the case of “Ldpez Ostra vs. Spain”, the Court
considered that “naturally, severe environmental pollution may affect indi-
viduals” well-being and prevent them from enjoying their homes in such a
way as to affect their private and family life adversely, without, however,
seriously endangering their health.”?0 Indeed, the Court appears not to
conceptually differentiate between the protection and the defensive func-
tion in light of the following reasoning: “whether the question is analysed
in terms of a positive duty on the State — to take reasonable and appropri-
ate measures to secure the applicant’s rights under paragraph 1 of Article 8
(...) -, as the applicant wishes in her case, or in terms of an ‘interference by
a public authority’ to be justified in accordance with paragraph 2 (...), the
applicable principles are broadly similar. In both contexts regard must be
had to the fair balance that has to be struck between the competing inter-
ests of the individual and of the community as a whole, and in any case
the State enjoys a certain margin of appreciation.”26! Critics stress that
even if the positive function of Article 8 ECHR is therefore recognized, its
concept of protection with respect to its effects in the private sector is not
comprehensively clear.262

258 See Schweizer in: Handbook of Basic Rights — Europe I, § 138 cip. 64 (and the
following); however, see also Linskey, The Foundations of EU Data Protection
Law, pp. 115-118 (referring to further sources) who also applies the concept of
“mittelbare Drittwirkung” to the ECHR.

259 See Calliess, ibid., cip. 16.

260 See ECtHR “Lopez Ostra vs. Spain® (Application nr 16798/90), cip. 51.

261 See ECtHR, ibid., cip. 51.

262 See Calliess, ibid., cip. 16; ECtHR “Guerra et alt. Vs. Italy” (Application nr.
14967/89), cip. 58 and 60; Jaeckel, ibid., pp. 179 to 181.
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(b) Right to respect for private life under Article 8§ ECHR

Legal scholars stress the importance of the positive duties of protection in
Article 8 ECHR in light of the wording ‘right to respect for private life’
(underlining by the author).263 Thus, regarding the different guarantees
mentioned before, they consider two substantial elements which undoubt-
edly fall under Article 8 ECHR: The right for private life serves, firstly, a
defensive function (also called negative duty of protection) and, secondly,
a protection function (also called positive duty of protection).2¢* With re-
gard to the private sector, for example, in the case of “Craxi vs. Italy”, the
press published information that originally stemmed from private docu-
mented court files. The European Court of Human Rights held, in general,
that the public bodies concerned were obliged, pursuant to Article 8
ECHR, to provide measures that are necessary for the protection of private
life.265 With a particular view to the processing of personal data, the pro-
tection function of the right to respect for private life may also provide, for
instance, for the right to access to personal data, the deletion of personal
data, the correction of inaccurate data, and even the need for a supervisory
authority can result from this right.266

With respect to the balancing of colliding fundamental rights, in the
case of “K. U. vs. Finland”, the European Court of Human Rights had in
particular to balance the right of private life in Article 8 ECHR between
two private parties.

In this case, information about a 12 year old boy, such as his age, physical
data, telephone number, address and his pretended desire for an intimate rela-
tionship with another coeval or older boy, were published, without the boy's
knowledge, on a dating website. The boy subsequently became a victim of an
apparent pedophile. Despite the gravity of the harm caused, the service

263 See Schweizer, DuD 2009, Decisions of the European Court of Human Rights on
the Fundamental Rights to Personality and Data Protection (Die Rechtsprechung
des Europdischen Gerichtshofs fiir Menschenrechte zum Personlichkeits- und
Datenschutz), p. 464.

264 See Burgkardt, ibid., pp. 247.

265 See ECtHR, Case of Craxi vs. Italy from 17 July 2003 (application no.
25337/94), cip. 73.

266 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 7 and 19.
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provider for the website did not provide the dynamic IP address of the person
who published the information.2¢”

The European Court of Human Rights finally weighed the right of confi-
dentiality in favor of the, so far, unknown person who published the data
against the right of physical integrity of the violated boy.2%8 Legal scholars
stress that the Court, at least, indirectly balanced the defensive and the
protection function of the right of private life of Article 8 ECHR, on the
one side, in favor of the person who published the information and, on the
other side, in favor of the violated boy.2%° Thus, even if the concept of pro-
tection regarding the negative and positive duties of a Sate is not compre-
hensively clear, structurally, the Court applies the general principle weigh-
ing the colliding fundamental rights.

(2) European Charter of Fundamental Rights

Amongst legal scholars, it is heavily debated, whether the European Con-
stitution directly applies to the private sector or not. While some critics de-
ny a third-party effect, in general, in relation to the lack of application of
Union Law on private parties, others confirm it, at least, with regard to
market freedoms.270

(a) Market freedoms and fundamental rights

Interestingly, the European Court of Justice affirmed in several decisions a
direct third-party effect of two market freedoms: the freedom to provide
services and the freedom of movement for workers, under Article 49 and
45 of the Treaty on the Functioning of the European Union. In the cases of
“Walrave and Koch vs. Association Union Cycliste Internationale” and
“Gaeton Dona vs. Mario Mantero”, the Court affirmed the third-party ef-
fect for collective agreements on the sector of services and employment.

267 See ECtHR, Case of K.U. vs. Finland from 2 December 2008, (application no.
2872/02), cip. 6 to 14.

268 See ECtHR, Case of K.U. vs. Finland from 2 December 2008, (application no.
2872/02), cip. 48.

269 See Burgkardt, ibid., pp. 280 to 282.

270 See Niedobitek, ibid., cip. 103 with further references.
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In addition, in the case of “Angonese vs. Cassa de Risparmio”, the Court
finally confirmed the third-party effect even for agreements that were con-
cluded on an individual basis.?”!

In contrast, with regard to the principle of free movement of goods, the
European Court of Justice denied the direct third-party effect in the private
sector. In the case of “Dansk Supermarked vs. Imerco”, the Court stated
that the breach of an individual agreement prohibiting the commercial ex-
ploitation of a good in a certain Member State must not be considered as
an infringement of unfair competition law. The decision clearly addressed
the referring court, which had to interpret the national unfair competition
clause, with the result that the principle of free movement of goods had
only an indirect effect on the private sector. In the case of “Bayer vs.
Stillhofer”, the European Court of Justice explicitly denied a direct third-
party effect of the principle of free movement of goods. In the case of
“Commission vs. France”, the Court finally stated that there was an obli-
gation of the Member State to guarantee the free movement of goods on
the single market and that it had to, given that private parties hinder such
free movement, weigh this freedom with the colliding fundamental
rights.2’2 In conclusion, the European Court of Justice affirmed the third-
party effect, however, only in relation to the freedom to provide services
and for the movement of workers. In relation to the principle of free
movement of goods, the Court denied the direct-third party effect and in-
stead appeared to favor the protection function. This means that it is not
the private parties, but the Member States who are bound and must bal-
ance the fundamental freedoms with the fundamental rights of the private
parties concerned.

The decisions described above concerned, primarily, the fundamental
freedoms and not the fundamental rights. Critics conclude that the Euro-
pean Court of Justice will apply, at least, the protection function for the
fundamental rights also.273 Calliess stresses, in particular, the wording and
importance of Article 1 ECFR which states that “Human Dignity is invio-
lable (and/..) must be respected and protected”’ (underlining by the author).
From his point of view, this duty of protection implies, in light of the fact

271 See Papier, ibid., cip. 50 to 54 with references to ECJ C36/74, ECJ 13/76, ECJ
C-415/93, and ECJ C-281/98.

272 See Papier, ibid., cip. 55 to 59 with references to ECJ 58/80, ECJ 65/86, and ECJ
C-295/95.

273 See Jaeckel, ibid., pp. 279 to 281.
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that human dignity is inherent in all fundamental rights,?’* that the protec-
tion function applies, in general, to fundamental rights of the European
Charter.?’> The European Court of Justice did not clearly comment on the
effects of the fundamental rights to private life under Article 7 ECFR and
to data protection provided for by 8 ECFR between private parties, for ex-
ample, in the cases “Lindgvist” and “PROMUSICAE”. Since these and fur-
ther decisions all referred, so far, to the European directives applicable to
both the public and private sector, it is not exactly clear which kind of ef-
fects the European Court of Justice considers for the fundamental rights to
private life and data protection.2’¢ In any case, in order to illustrate, in
more detail, how the European Court of Justice weighs the opposing fun-
damental rights of the private parties involved, the subsequent few deci-
sions of the European Court of Justice shall be discussed.

(b) The right to data protection under Article 8 ECFR and/or the right to
private life under Article 7 ECFR

In these decisions, it becomes clear that the European Court of Justice
does not (yet) clearly differentiate between the right to private life and to
data protection, under Article 7 and 8 ECFR. In the cases “Telekom vs.
Germany”, “SABAM vs. Scarlet” and “SABAM vs. Netlog”, for example,
the Court referred to the right to data protection under Article 8 ECFR, on-

ly.

In the first-mentioned case “Telekom vs. Germany”, a German telecommuni-
cations network provider, Deutsche Telekom AG, published, based on the in-
dividuals’ consent, the names and telephone numbers of its own customers as

274 Cf. Papier, ibid., cip. 23.

275 See Calliess, ibid., cip. 17.

276 See Britz, Europeanisation of Data Protection Provided for by Fundamental
Rights?, p. 8; v. Danwitz, The Fundamental Rights to Private Life and to data
Protection, p. 585; ECJ C-101/01 (Lindqvist); ECJ C-275/06 (PROMUSICAE);
See Kokott and Sobotta, The distinction between privacy and data protection in
the jurisprudence of the CJEU and the ECtHR, p. 225, stressing an only indirect
effect on the private sector; in contrast, De Hert and Gutwirth, Data Protection in
the Case Law of Strasbourg and Luxemburg: Constitutionalisation in Action, pp.
9 and 10, seem to assume a direct effect on the private sector stating that the
“Charter extends the protection of personal data to private relations and to the
private sector.”
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well as those of third parties in the public directory. The claimant's, Go Yel-
low GmbH and Telix AG, operated an Internet inquiry service and a tele-
phone directory enquiry service, offering the said data in return for payment.
The companies demanded, on the grounds of Article 25 section 2 Universal
Service Directive 2002/22/EC, from Deutsche Telekom that it must provide
not only the data of the customers of Deutsche Telekom AG but also of the
third parties. Pursuant to Article 25 section 2 Universal Service Directive
2002/22/EC, “Member States shall ensure that all undertakings which assign
telephone numbers to subscribers meet all reasonable requests to make avail-
able, for the purposes of the provision of publicly available directory enquiry
services and directories, the relevant information in an agreed format on terms
which are fair, objective, cost oriented and non-discriminatory.” The referring
German court asked the European Court of Justice to consider whether Arti-
cle 12 Directive on privacy and electronic communications 2002/58/EG hin-
dered, in light of the fact that the Defendant lacked the explicit consent or ob-
jection from the said third parties or their customers, the transfer of the data
concerned.?’” Article 12 sect. 2 Directive on privacy and electronic communi-
cations 2002/58/EC only obliges the Member States, amongst others, to “en-
sure that subscribers are given the opportunity to determine whether their per-
sonal data are included in a public directory.”

In order to answer this question, the Court stated, referring only to Article
8 ECFR, as: “Article 8(2) of the Charter authorizes the processing of per-
sonal data if certain conditions are satisfied. It provides that personal data
‘must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down
by law’. (...) Moreover, the Directive on privacy and electronic communi-
cations makes it clear that that directive makes the publication, in printed
or electronic directories, of personal data concerning subscribers condi-
tional on the consent of those subscribers.”?’8 The decision appears, in the
first instance, to presume a direct effect of Article 8 section 2 ECFR be-
tween the parties involved. Since it is not public bodies but private com-
panies that collected and transferred the data in question, the Court seems
to presume that Article 8 ECFR addresses these private parties. However,
from a second perspective, such a third-party effect becomes arguable by
focusing on which entity actually caused the transfer of data. Article 25
section 2 Universal Service Directive establishes an obligation for private
undertakings to make the personal data available to third parties. Due to
the fact that the law obliged these private companies to transfer the data,

277 See ECJ C-543/09 cip. 19, 20, and 27.
278 See ECJ C-543/09 cip. 52 and 54.
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they had no choice in the matter of whether or not to transfer the same. It
is hence the legislature establishing the obligation and not the private com-
pany that infringes the right of Article 8 ECFR. The right to data protec-
tion therefore had, so far, no direct effect on the private parties.

In the next case “SABAM vs. Scarlef”’, Scarlet was an Internet Service
provider offering its customers access to the Internet. SABAM was an associ-
ation of authors, composers and publishers representing the interests of its
members in the field of copyright. SABAM had noticed that Internet users
used the service of Scarlet by downloading copyright protected works by
members of SABAM without any authorization or payment of royalties.
SABAM filed an injunction against Scarlet to block any illegal file sharing.
The referring Belgian court asked the European Court of Justice to consider
whether such a filtering system harmed the fundamental right for the protec-
tion of personal data in Article 8 ECFR, since such a filtering system implied
the processing of certain IP addresses.?”® Similarly, in the case of “SABAM vs.
Netlog”, Netlog was a social online community where users were able to set
up a personal profile and communicate to each other sharing all sorts of infor-
mation. SABAM was of the opinion that users on Netlog shared copyright
protected works of its members and filed an injunction against Netlog in order
for it to cease illegally making available the said musical and audiovisual con-
tent of SABAM'’s repertoire by installing a filter system. The Belgian court
also referred this case to the European Court of Justice asking whether,
amongst other matters, the Data Protection Directive and the Directive on pri-
vacy and electronic communication “permit Member States to authorize a na-
tional court (...) to order a hosting service provider to introduce, for all its
customers, in abstracto and as a preventive measure (...) a system for filter-
ing most of the information which is stored on its servers in order to identify”
works of the said repertoire.?80

The European Court of Justice balanced the right to data protection of the
individuals using the Internet service and the social network, respectively,
as well as the rights of the providers with the opposing fundamental rights
of the claimant, i.e. the association of authors, composers, and publishers.
The Court stated, at first, that “such an injunction would result in a serious
infringement of the freedom of the ISP concerned to conduct its business
since it would require that ISP to install a complicated, costly, permanent
computer system at its own expense (...). In those circumstances, it must
be held that the injunction to install the contested filtering system is to be
regarded as not respecting the requirement that a fair balance be struck be-
tween, on the one hand, the protection of the intellectual-property right en-

279 See ECJ C-70/10 cip. 15 to 26.
280 See ECJ C-360/10 cip. 15 to 25.
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joyed by copyright holders, and, on the other hand, that of the freedom to
conduct business enjoyed by operators as ISPs. Moreover, the effects of
that injunction would be limited to the ISP concerned, as the contested fil-
tering system may also infringe that fundamental rights of that ISP’s cus-
tomers, namely their right to protection of their personal data and their
freedom to receive or impart information, which are rights safeguarded by
Articles 8 and 11 of the Charter respectively.” In the case of “SABAM vs.
Netlog”, the Court considered in more detail how such a filtering system
would harm the fundamental right to data protection of users in the social
network in question: “Indeed, the injunction requiring installation of the
contested filtering system would involve the identification, systematic
analysis and processing of information connected with the profiles created
on the social network by its users. The information connected with those
profiles is protected personal data because, in principle, it allows those
users to be identified”. The Court concluded, referring to the preceding
case of “SABAM vs. Scarlet”, that the injunction would not be in line with
the requirement of a fair balance between, on the one side, the copyright
of the SABAM members and, on the other, the right to protection of per-
sonal data of the users of the social network.

While the European Court of Justice referred in the preceding cases to
the right to data protection under Article 8 ECFR, only, it additionally re-
ferred, in the cases of “ASNEF vs. FECEMD” and “Gonzalez vs. Google
Spain”, to the right to private life provided for by Article 7 ECFR. The
first case of “ASNEF vs. FECEMD” is interesting because the Court did
not weigh the opposing rights itself. Instead, the Court decided on the
question of whether or not the Spanish legislator was correct in the way it
has balanced the opposing rights, in light of Articles 7 and 8 ECFR, in ac-
cordance with Article 7 lit. f) of the Data Protection Directive.

Article 7 lit. f) of the directive states that the Member States shall provide,
transposing the directive into national law, that personal data may be pro-
cessed only if the “processing is necessary for the purposes of the legitimate
interests pursued by the controller or by the third party or parties to whom the
data are disclosed, except where such interests are overridden by the interests
for fundamental rights and freedoms of the data subject which require protec-
tion under Article 1 (1)” of the directive. The Spanish legislator transposed
this provision into Spanish law excluding, in general, the processing of per-
sonal data that not has been made publicly available before.28!

281 See ECJ C-468/10 and C-469/10, cip. 22.
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The European Court of Justice stated, at first, that the “Member States
must, when transposing Directive 95/46, take care to rely on an interpreta-
tion of that directive which allows a fair balance to be struck between the
various fundamental rights and freedoms protected by the EU legal order”.
The Court agreed with the national legislator that the fact that the data was
already publically available before might influence the intensity of the
harm of the fundamental rights of the individual concerned. The intensity
of harm for the individual is much higher if the data was not publically
available before its processing. This higher intensity of harm must be tak-
en into account balancing the individual’s rights with the opposing rights
of the third parties. However, the Court stated that the Spanish legislator
interfered with Article 7 lit. f) of the Data Protection Directive by “exclud-
ing, in a categorical and generalized manner, the possibility of processing
certain categories of personal data, without allowing the opposing rights
and interests at issue to be balanced against each other in a particular
case.” The Court added that this might be only different, in accordance
with Article 8 of the Data Protection Directive, with respect to special cat-
egories of data revealing racial or ethnic origin, political opinions, reli-
gious or philosophical beliefs, trade-union membership, and the process-
ing of data concerning health or sex life.

While the European Court of Justice decided this case in favor of the
data controllers,?®? it followed, in the case of “Gonzdlez vs. Google
Spain”, a more restrictive approach in favor of the individual concerned
by the data processing.

In this case, the claimant was involved, in 1998, in a real estate-auction as a
measure for recovering social security debts. A Spanish newspaper had pub-
lished articles about the auction that Internet users could find, until 2012, un-
der the claimant’s name, via Google’s search engine. The claimant requested
not only from the newspaper to delete his name in the articles or, at least, to
use technical tools so that Google’s search engine could not find the articles
but also from Google itself to delete the links to the articles. The case ended
up before the European Court of Justice, which finally denied the first but af-
firmed the second request: Google had to delete the links.?83

The European Court of Justice weighed the fundamental rights to privacy
and data protection of Mr. Gonzélez against the fundamental rights of the
search engine operator linking to the articles, and the Internet users who

282 See the similar case of ECJ C-582/14, cip. 50 to 64.
283 See ECJ C-131/12 cip. 14 to 20.
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could find these articles searching for his name. In doing so, the Court
clearly differentiated not only between the interests of the publishers of
the articles and the operator of the Internet search engine but also between
the effects of the publication of the articles, as such, and the fact that they
can be found by means of the search engine.284 In the Court’s opinion, the
increased possibilities of finding and interconnecting the articles within
the Internet can even have a worse affect on the claimant than the first
publication of the articles within the newspaper itself. The Court conclud-
ed from this that Articles 7 and 8 ECFR “override, as a rule, not only the
economic interest of the operator of the search engine but also the interest
of the general public in having access to that information (...).”28% From
the Court’s point of view that might be only different “if it appeared, for
particular reasons, such as the role played by the data subject in public
life, that the interference with his fundamental rights is justified by the
preponderant interest of the general public in having, on account of its in-
clusion in the list of results, access to the information in question.”286

(3) German Basic Rights

On the German level, finally, constitutional law primarily binds, pursuant
to Article 1 sect. 3 GG, the State and not private parties. However some
critics believe that German Basic rights not only address the State but also
private individuals. They argue that, nowadays, it is not only the State but
also private entities that are able to infringe fundamental rights.287 Simitis,
who also chaired the Expert Group set up by the European Commission in
order to prepare the European Charter of Fundamental Rights, particularly
considers that the personality right, more precisely, the right to informa-
tional self-determination guaranteed in Article 2 sect. 1 and Article 1 sect.
1 GG serves as “classic link for the third-party effect of constitutional
rights”.288 Nevertheless, the prevailing opinion denies such a direct effect
of fundamental rights on the private sector, even if third parties have com-

284 See ECJ C-131/12 cip. 87.

285 See ECJ C-131/12 cip. 97.

286 See ECJ C-131/12 cip. 97.

287 See Papier, ibid., cip. 4 to 6.

288 See Expert Group on Fundamental Rights, p. 27; Simitis, NJW 1984, p. 401;
denying Wente, NJW 1984, 1446.
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prehensive power of control. A direct third-party effect is only recognized
in exceptions explicitly provided for by the German Basic Rights.?8?

Irrespective of the question of the direct third-party effect of German
Basic Rights, it is common ground that these rights have an indirect effect
on third parties. The legal doctrine elaborated several objective and sub-
jective functions of the Basic Law. In light of these functions, the Basic
Rights do not only serve, as illustrated previously, the defensive function
that is at stake if someone seeks to defend him or herself against state
regulation, but also serves a protection function. This function results from
the “objective order of values” provided for by German Basic Law. The
justification of the protection function refers especially to Article 1 sect. 1
sent. 1 GG, which requires, similarly to Article 1 ECFR, that all state au-
thorities must respect and protect human dignity.2%0

(a) Protection function of the right to informational self-determination

In the decision of “Release of Confidentiality” (Schweigepflichtent-
bindung), the German Constitutional Court affirmed this concept of pro-
tection with particular respect to the data processing by private parties.

In this case, the claimant complained about a certain contractual obligation in
her disability insurance contract that contained an authorization for the release
of her confidential information of the insurance policy. The claimant reached
an agreement with the insurance company for a life policy with a supplemen-
tary insurance for occupational disablement.?®! The contract for this supple-
mentary insurance consisted of the claimant's duty to authorize the insurance
company to “retrieve appropriate information from all doctors, hospitals,
nursing homes, where I (the claimant) was or will be treated, as well as from
my (the claimant’s) health insurance company and other personal insurance
companies, social insurance companies, public agencies, current and former
employers.”?2 When an insurance event occurred, the claimant refused to au-
thorize the general release of confidential information and instead offered to
authorize the respective entities to disclose her personal information on a
case-by-case basis. The defendant refused to do this and, consequently, re-
fused to pay out the policy. The claimant brought an action against the insu-
rance company declaring that the specific clauses of the agreement in

289 See Jarass in: Jarass/Pieroth, GG, Art. 1 cip. 50; Jaeckel, ibid., pp. 100/101.
290 See Papier, ibid., cip. 7 to 10.

291 See BVerfG, 1 BvR 2027/02 (Release of Confidentiality), cip. 1 to 11.

292 See BVerfG, ibid., cip. 13.
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question were illegal and demanded that the insurance company pay out ac-
cording to the policy. After the civil courts denied the claim in all instances,
the claimant brought a constitutional complaint about the decisions of the civ-
il courts on the grounds that the decisions would infringe the claimant’s basic
right to informational self-determination.?*3

The Constitutional Court affirmed the claim stating that the decisions of
the civil courts infringed the claimant’s general personality right in its spe-
cific form as the right to informational self-determination. The Court in-
corporates the state duty of protection regarding the right to informational
self-determination with the following reasoning:

“The judgments in question of the Regional Court and Higher Regional Court
must be conform with the duty of the public authorities resulting from Art. 2
sect. 1 in combination with Art. 1 sect. 1 GG to guarantee the individual’s in-
formational self-determination in relation to third parties (...). The general
personality right consists of the right of the individual to determine by him or
herself the disclosure and usage of his or her personal data (...). This right
also affects (...) the private law. If the judge, who decides on a case according
to private law, misunderstands the object of protection of the general person-
ality right, he or she infringes, by means of his or her decision, the protection
function of the citizen’s basic right (...). Indeed, especially on the private sec-
tor, the general personality right does not constitute an absolute control about
certain information. The individual has to be rather considered as a personali-
ty that develops within the social community and depends on communication
(...). This might result in the situation in which the individual has to respect
the interests of communications by others. Principally, it belongs to the indi-
vidual to form his or her communicational relationships and to decide
whether he or she discloses or keeps certain information secret. Also the free-
dom to release information is protected by basic rights. For the individual, it
is generally possible and reasonable to take preventative measures in order to
maintain his or her interests of confidentiality. The general personality right
safeguards that the legal order provides and maintains the legal conditions un-
der which the individual is able to participate in communicational processes
in a self-determined way and to develop his or her personality. In order to ful-
fill this duty, the individual must be reasonably enabled to protect him or her-
self in informational matters. If this is not the case, there is a responsibility of
the State to establish the conditions for a self-determined participation in
communication. In this case, the State cannot deny persons concerned protec-
tion under reference to the only seemingly voluntariness of the disclosure of
certain information. The duty of protection that results from the general per-

293 See BVerfG, ibid., cip. 12 to 23.
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sonality right rather requires from the responsible public agencies to provide
the legal pre-conditions for an efficient informational self-protection.

2294

Thus, the duty of protection resulting from the right to informational self-
determination obliges the State to establish and safeguard mechanisms that
enable the individual concerned to protect him or herself against the
threats resulting from the data processing by third parties.

294

128

See BVerfG, ibid., cip. 27 to 33: “Die angegriffenen Urteile des Landgerichts und
des Oberlandesgerichts sind an der aus Art.2 Abs. 1 in Verbindung mit Art. 1
Abs. 1 GG folgenden Pflicht der staatlichen Gewalt zu messen, dem Einzelnen
seine informationelle Selbstbestimmung im Verhiltnis zu Dritten zu ermdglichen.
Das allgemeine Personlichkeitsrecht umfasst die Befugnis des Einzelnen, iiber
die Preisgabe und Verwendung seiner personlichen Daten selbst zu bestimmen
(...). Dieses Recht entfaltet als Norm des objektiven Rechts seinen Rechtsgehalt
auch im Privatrecht. Verfehlt der Richter, der eine privatrechtliche Streitigkeit
entscheidet, den Schutzgehalt des allgemeinen Personlichkeitsrechts, so verletzt
er durch sein Urteil das Grundrecht des Biirgers in seiner Funktion als
Schutznorm (...). Gerade im Verkehr zwischen Privaten ldsst sich dem allge-
meinen Personlichkeitsrecht allerdings kein dingliches Herrschaftsrecht iiber bes-
timmte Informationen entnehmen. Der Einzelne ist vielmehr eine sich innerhalb
der sozialen Gemeinschaft entfaltende, auf Kommunikation angewiesene
Personlichkeit (...). Dies kann Riicksichtnahmen auf die Kommunikationsinter-
essen anderer bedingen. Grundsitzlich allerdings obliegt es dem Einzelnen selbst,
seine Kommunikationsbeziehungen zu gestalten und in diesem Rahmen dariiber
zu entscheiden, ob er bestimmte Informationen preisgibt oder zuriickhélt. Auch
die Freiheit, personliche Informationen zu offenbaren, ist grundrechtlich
geschiitzt. Dem Einzelnen ist es regelméfig moglich und zumutbar, geeignete
Vorsorgemafinahmen zu treffen, um seine Geheimhaltungsinteressen zu wahren.
Das allgemeine Personlichkeitsrecht gewihrleistet, dass in der Rechtsordnung
gegebenenfalls die Bedingungen geschaffen und erhalten werden, unter denen der
Einzelne selbstbestimmt an Kommunikationsprozessen teilnechmen und so seine
Personlichkeit entfalten kann. Dazu muss dem Einzelnen ein informationeller
Selbstschutz auch tatsdchlich moglich und zumutbar sein. Ist das nicht der Fall,
besteht eine staatliche Verantwortung, die Voraussetzungen selbstbestimmter
Kommunikationsteilhabe zu gewéhrleisten. In einem solchen Fall kann dem Be-
troffenen staatlicher Schutz nicht unter Berufung auf eine nur scheinbare Frei-
willigkeit der Preisgabe bestimmter Informationen versagt werden. Die aus dem
allgemeinen Personlichkeitsrecht folgende Schutzpflicht gebietet den zusténdigen
staatlichen  Stellen vielmehr, die rechtlichen Voraussetzungen eines
wirkungsvollen informationellen Selbstschutzes bereitzustellen.”
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(b) Priority of contractual agreements and the imbalance of powers

Subsequently, the German Court specified under which conditions the de-
cision of an individual, in relation to a contractual agreement, has to be
considered as voluntary or ‘only seemingly voluntary’, which finally lead
to the infringement of the basic right by the deciding courts:

“The contract is the essential instrument in order to develop free and self-re-
sponsible actions in relation to third parties. The contract, which mirrors the
harmonious will of the contracting parties generally, allows the assumption of
a fair balance of their interests and must be principally respected by the State.
However, if it is apparent that one party of the contract is so powerful that he
or she can, in fact, unilaterally determine the contract, the law must safeguard
both constitutional positions in order to avoid that the self-determination of
one party perverts into being completely controlled by the other party. Such
unilateral power of determination can result, amongst others, from the fact
that the service offered by one party for the maintenance of the personal cir-
cumstances of the other is so essential that the latter cannot reasonably refuse
to conclude the contract and, subsequently, to disclose the information de-
manded by the first. If those contract clauses — which concern the right to in-
formational self-determination — are, in fact, not negotiable, the correspond-
ing duty of protection requires the judge to weigh the interests of confidential-
ity of the one party with the other’s interests of disclosure.”?%3

295 See BVerfG, ibid., cip. 34 to 36:“Der Vertrag ist das mafigebliche Instrument zur
Verwirklichung freien und eigenverantwortlichen Handelns in Beziehung zu an-
deren. Der in ihm zum Ausdruck gebrachte libereinstimmende Wille der Ver-
tragsparteien ldsst in der Regel auf einen sachgerechten Interessenausgleich
schliefen, den der Staat grundsétzlich zu respektieren hat (...). Ist jedoch er-
sichtlich, dass in einem Vertragsverhiltnis ein Partner ein solches Gewicht hat,
dass er den Vertragsinhalt faktisch einseitig bestimmen kann, ist es Aufgabe des
Rechts, auf die Wahrung der Grundrechtspositionen beider Vertragspartner
hinzuwirken, um zu verhindern, dass sich fiir einen Vertragsteil die Selbstbestim-
mung in eine Fremdbestimmung verkehrt (...). Eine solche einseitige Bestim-
mungsmacht eines Vertragspartners kann sich auch daraus ergeben, dass die von
dem {iiberlegenen Vertragspartner angebotene Leistung flir den anderen Partner
zur Sicherung seiner personlichen Lebensverhéltnisse von so erheblicher Bedeu-
tung ist, dass die denkbare Alternative, zur Vermeidung einer zu weitgehenden
Preisgabe personlicher Informationen von einem Vertragsschluss ganz abzuse-
hen, fiir ihn unzumutbar ist. Sind in einem solchen Fall die Vertragsbedingungen
in dem Punkt, der fiir die Gewdhrleistung informationellen Selbstschutzes von
Bedeutung ist, zugleich praktisch nicht verhandelbar, so verlangt die aus dem all-
gemeinen Personlichkeitsrecht folgende Schutzpflicht eine gerichtliche
Uberpriifung, ob das Geheimhaltungsinteresse des unterlegenen Teils dem Offen-
barungsinteresse des liberlegenen Teils angemessen zugeordnet wurde. Dazu sind

129

(e |


https://doi.org/10.5771/9783845290843-109
https://www.nomos-elibrary.de/agb

C. The function of the principle of purpose limitation in light of Article 8 ECFR

The Court finally came to the conclusion that the power of negotiation of
the contracting parties was so unbalanced that the claimant could not safe-
guard her informational self-protection on her own. The Court stated that
in light of the current low level of state insurance for occupational disabil-
ity, professionals have to, in order to safeguard their living standard, take
out private insurance policies. Furthermore, the Court held the clause in
question as not negotiable. Even if the claimant could choose between dif-
ferent policies which were offered by different insurance companies, the
differences in the policies on the market, referred only to the conditions
and the extent of the services of the policy as such but not to the collection
and processing of the personal data. Thus, the Court did not see that com-
petition which existed in the market with regard to the clauses that were
relevant with respect to data protection law.2%

(c) Balancing the colliding constitutional positions

Consequently, the German Constitutional Court stated on how the consti-
tutional positions of the contracting parties may be weighed against each
other. On the one hand, the Court considered, with the following reason-
ing, that the contractual obligation of release of confidentiality did essen-
tially harm the claimant’s right to informational self-determination:

“The persons and institutions that are, in part, rather generally listed in the au-
thorization of release from confidentiality can have sensible information
about the claimant which dramatically affects her development of personality.
(...) (Given the release of confidentiality), the claimant looses the possibility
to control her interests of confidentiality by her own because of the general
wording of the authorization, which does not determine specific inquiry of-
fices nor specific inquiries, so that she cannot foresee which information
about her will be demanded by whom. (...) The authorization demanded by
the defendant is comparable with a general authorization to retrieve sensitive
information with respect to the insurance event which extent is merely fore-
seeable by the claimant. (...) Because of the broad term ‘appropriate’, the pol-
icy-holder is not able to estimate which information can be retrieved on the
basis of the authorization. The district court considered ‘all facts which might
be, even indirectly, legally relevant for the approval and execution of the poli-
cy services’ as appropriate. As a consequence, actually each reference to the

die gegenldufigen Belange einander im Rahmen einer umfassenden Abwégung
gegeniiberzustellen (...).”
296 See BVerfG, ibid., cip. 37 to 40.
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event of insurance suffices in order to allow the inquiry. (...) Mechanisms of
control to prove whether the collection of the data occurs in accordance to the
(... /clause) are lacking. (...) The contract does not provide any duties of spe-
cial information in favor of the policy-holder about specific collections of the
data. The insurant has only after the disclosure of the information, given that
he or she becomes aware of it, the possibility to control its legitimacy and to
bring judicial action against it. However, at this moment, his or her interest
can be already irreparably harmed (... /by the insurance company).”7

On the other hand, the German Constitutional Court considered that the
defendant has an equally essential interest to obtain the information:

“It is of high relevance for the insurance company to verify whether the event
of insurance really occurred. (...) In addition, the insurance company is, in
light of the variety of the events, not able to pre-list, already in the contract

297 See BVerfG, ibid., cip. 43, 45 to 48: “Wenn die Beklagte von der Beschw-
erdefiihrerin die Abgabe der begehrten Schweigepflichtentbindung verlangen
kann, wird deren Interesse an wirkungsvollem informationellem Selbstschutz in
erheblichem Ausmalf} beeintréchtigt. Die in der formularméifigen Erklérung der
Schweigepflichtentbindung genannten, zum Teil sehr allgemein umschriebenen
Personen und Stellen konnen iiber sensible Informationen iiber die Beschw-
erdefiihrerin verfiigen, die deren Personlichkeitsentfaltung tief greifend beriihren.
(...) Dabei begibt sie sich auch der Méglichkeit, die Wahrung ihrer Geheimhal-
tungsinteressen selbst zu kontrollieren, da wegen der weiten Fassung der
Erkldrung, in der weder bestimmte Auskunftsstellen noch bestimmte Auskunft-
sersuchen bezeichnet sind, fiir sie praktisch nicht absehbar ist, welche Auskiinfte
iiber sie von wem eingeholt werden konnen. (...) Die von der Beklagten verlangte
Ermichtigung kommt damit einer Generalerméchtigung nahe, sensible Informa-
tionen mit Bezug zu dem Versicherungsfall zu erheben, deren Tragweite die
Beschwerdefiihrerin kaum zuverldssig abschdtzen kann. (...) Es fehlt an einem
wirksamen Kontrollmechanismus fiir die Uberpriifung der Sachdienlichkeit einer
Informationserhebung. (...) Aufgrund der Weite des Begrifts der Sachdienlichkeit
kann der Versicherungsnehmer nicht im Voraus bestimmen, welche Informatio-
nen aufgrund der Erméchtigung erhoben werden kénnen. Das Landgericht hat
ausgefiihrt, sachdienlich seien “alle Tatsachen, die fiir die Feststellung und Ab-
wicklung der Leistungen aus dem Versicherungsvertrag rechtserheblich sein
konnen, und sei es auch nur mittelbar als Hilfstatsachen®. Damit reicht praktisch
jeder Bezug zu dem behaupteten Versicherungsfall aus, um eine Auskunftserhe-
bung zu begriinden. (...) Eine gesonderte Aufkldrung des Versicherungsnehmers
iiber die einzelnen Erhebungen ist in den Vertragsbedingungen nicht vorgesehen.
Allenfalls nach einer Auskunftserteilung hat der Versicherte, soweit er von ihr
erfahrt, die Moglichkeit, deren Berechtigung zu priifen und gegebenenfalls
gerichtlichen Rechtsschutz in Anspruch zu nehmen. Zu diesem Zeitpunkt kann
sein Interesse jedoch bereits irreparabel geschédigt sein, wenn das Versicherung-
sunternehmen unbefugt sensible Informationen erhoben hat.”
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clause, all the information that might become relevant for the subsequent veri-
fication. Evaluating the importance of the defendant’s interests, also the orga-
nizational and financial efforts that result from different possibilities of verifi-
cation may come into consideration.”?%8

In conclusion, the German Constitutional Court examines, first, whether
or not the State actually infringes a State duty of protection and, in doing
so, whether or not the individual concerned is really able to protect him or
herself. Only if this is not the case, the State then has the duty to weigh
itself (in this case, the Constitutional Court) the opposing fundamental
rights, instead of the private parties.

bb) Balance between defensive and protection function

As demonstrated so far, the European Court of Human Rights does not
precisely differentiate between the defensive and the protection function
of human rights. In turn, the European Court of Justice does not even clar-
ify, at least not explicitly, the type of effect of the fundamental rights to
private life and/or data protection on the private sector. In contrast, the
German Constitutional Court explicitly applies an indirect effect of basic
rights, elaborating, precisely on the protection and defensive function in
order to balance the basic rights opposing the German right to informa-
tional self-determination. Therefore, even if not all fundamental rights
regimes recognize the defensive and protection function as applicable
principles, it is worth examining their interplay, in general, which can
serve as a structural aid in order to find a sound balance between the col-
liding fundamental rights.?%?

298 See BVerfG, ibid., cip. 50 to 52: “Dem Interesse der Beschwerdefiihrerin an in-
formationeller Selbstbestimmung steht ein Offenbarungsinteresse der Beklagten
von gleichfalls erheblichem Gewicht gegeniiber. Es ist fiir das Versicherungsun-
ternehmen von hoher Bedeutung, den Eintritt des Versicherungsfalls tiberpriifen
zu konnen. (...) Zudem ist es aufgrund der Vielzahl denkbarer Fallgestaltungen
dem Versicherer nicht méglich, bereits in der Vertragsklausel alle Informationen
im Voraus zu beschreiben, auf die es fiir die Uberpriifung ankommen kann. Im
Rahmen der Gewichtung des Interesses der Beklagten kann auch der organ-
isatorische und finanzielle Aufwand beriicksichtigt werden, den verschiedene
Priifungsmoglichkeiten erfordern.”

299 Cf. Jaeckel, ibid., p. 103, who stresses the many commonalities of all three fun-
damental rights regimes, i.e. the ECHR, the ECFR, and the German Basic Rights
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(1) The 3-Step-Test: Assessing the defensive and protection function

There is a rough consensus on how to assess both the protection function
and the defensive function of fundamental rights.3%° Both assessments
usually follow three steps: Firstly, it is necessary to determine the scope of
protection of the fundamental right in question. The second step requires
examining whether or not a certain action invades into the scope. So far,
the first and second steps are very similar in its approach. The third step
seeks to assess whether or not the invasion into the scope of protection
leads to a disproportionate violation of the fundamental right or not. It is
the third step of this test where the assessment is different between the de-
fensive and protective function as demonstrated below.

As mentioned previously, like the defensive function, the protection
function applies to all three state powers, i.e. the legislator, the executive,
and the judiciary. Regarding the protection function, the third step of the
assessment refers to the question of whether or not the harm caused by a
private party to another private party must be considered as a non-fulfill-
ment of the duty of protection by the State. However, with respect to an
legislator’s action, or rather omission, the protection function is particular.
In Germany, it can be assessed pursuant to the principle called “prohibi-
tion of insufficient means”. The German Constitutional Court requires, in
essence, only “an — under respect of colliding objects of protection — ad-
equate level of protection; it is essential, that such protection is effective.
The measures provided for by the legislator must be sufficient for an ad-
equate and effective protection and must be, in addition, based on an accu-
rate investigation of facts and on reasonable estimations.”3°! Hence, the
duty of protection principally follows the objects of protection guaranteed

regarding the state duty of protection; Eckhoff, ibid, regarding the terminology,
pp- 288 to 290.

300 See Jaeckel, ibid., examining in detail the criteria for the distinction between the
protection and defensive function in the light of German Basic Rights, pp. 63 to
79, the ECHR, pp. 141 to 154, and the ECFR, pp. 247 to 159.

301 See Calliess, ibid., cip. 6 with reference to BVerfGE 88, 203, cip. 159:
“Notwendig ist ein — unter Beriicksichtigung entgegenstehender Rechtsgiiter —
angemessener Schutz; entscheidend ist, da3 er als solcher wirksam ist. Die
Vorkehrungen, die der Gesetzgeber trifft, miissen fiir einen angemessenen und
wirksamen Schutz ausreichend sein und zudem auf sorgfiltigen Tatsachenermit-
tlungen und vertretbaren Einschétzungen beruhen®.
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by the fundamental rights.392 Consequently, these guarantees also deter-
mine the so-called range of protection. The following three questions es-
sentially determine the range of protection in order to provide for an ad-
equate level of protection: Is a subsequent protection against a harm that
already had occurred sufficient?; or is a preventative protection against
specific risks necessary?; or is a precautionary protection against unspecif-
ic risks even required?303

Calliess stresses a further factor determining the duty of protection: the
state “monopoly on the use of force”.3%4 This monopoly forbids individu-
als to execute their rights themselves. Therefore, the less private individu-
als are legally allowed to protect themselves against harms by third par-
ties, the more the State is in charge of controlling the protection of their
fundamental rights. In contrast, the more the legislator provides mechan-
isms enabling private parties to protect themselves, e.g. by self-regulation
mechanisms such as codes of conducts, certificates or the individual’s con-
sent, the less strict is the state duty of protection.3%5 Similarly, if private
entities become so powerful that they can unilaterally determine the condi-
tions on the market, the state duty of protection requires rebalancing this
market power.3%¢ Overall, the State must safeguard that the legal system
effectively and efficiently enables the individual to protect him or herself;
the system of protection provided for must be suited to repel the harm (de-
pending on its risk and intensity that it poses), according to the fundamen-
tal right in question.307

However, even if the duty of protection is strict, the legislator always
has a certain margin of discretion for how to fulfill its duty of protection.
This is the particularity of the protection function with respect to the legis-
lator, compared to the executive or the judiciary. This margin results from
the separation of powers: A Constitutional Court belonging to the Judicia-
ry must not substitute the legislator which is democratically empowered

302 See Dietlein, The Doctrine of Duties of Protection of Basic Rights, pp. 86 and 87.

303 See above under point B. II. 3. ¢) Interim conclusion: Fundamental rights deter-
mining the appropriateness of protection; Jaeckel, ibid., regarding the German
Basic Rights, pp. 85 to 88, the ECHR, pp. 165 and 166, and the ECFR, pp. 260 to
265; cf. Kuner et al., Risk management in data protection, p. 98.

304 See Calliess, ibid., cip. 2.

305 See Calliess, ibid., cip. 20 to 22.

306 Cf.v. Danwitz, The Fundamental Rights to Private Life and to Data Protection,
pp- 584 and 585.

307 See Calliess, ibid., cip. 20 to 22, 25, and 26.
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by its citizens. The Constitutional Court would substitute the legislator if it

made an order as to how the legislator has to fulfill its protection func-

tion.3%8 Only the importance of the substantial guarantee in question, the
severity of the infringement, and the importance of opposing constitution-
al guarantees can restrict the margin of appreciation.3%°

In contrast, the assessment of whether or not a state action conflicts

with the defensive function of a fundamental right generally foresees a
narrow margin of discretion, thus, it is stricter. Here, the assessment al-
ways refers to a specific state action. If this specific action infringes the
scope of protection of a fundamental right, the question is whether or not
the infringement is legitimate or not. In answering this last question, a pro-
portionality test plays a decisive role.319 This proportionality test refers to
the following four questions:

1. Does the action intruding into the scope of the fundamental right fol-
low a legitimate aim? (Pre-question)

2. If so, is the action adequate in order to achieve this aim?

3. If so, is the action necessary for this aim, in other words, is there no
other action being equally efficient in achieving the legitimate aim and
intruding less into the scope of the fundamental right?

4. If so, is the action proportionate with respect to the colliding funda-
mental rights?

In conclusion, the regulator has to balance the colliding fundamental rights

by respecting, with regard to the protection function, the “prohibition of

insufficient means” and, with respect to the defensive function, the propor-
tionality test.3!! In this regard, it is the legislator who is primarily in

charge of balancing the colliding fundamental rights through means of im-

plementing ordinary law, be it civil, administrative, or penal law. And

even if it is the classic role of civil law to solve conflicting interests

308 See, with respect to German law, Callies, ibid., cip. 6; Rupp, The State Duty of
Protection for the Right to Informational Self-Determination in the Press Sector,
pp. 46 to 53.

309 Cf.v. Danwitz, The Fundamental Rights to Private Life and to Data Protection, p.
582.

310 See, regarding the European Convention on Human Rights, Matscher, Methods
of Interpretation of the Convention, p. 67; regarding the European Charter of
Fundamental Rights, Gonzalez-Fuster, The Emergence of Data Protection as a
Fundamental Right of the EU, pp. 200 to 205, who also stresses the uncertainties
on the interplay of Article 8 sect. 2 and 3 ECFR and Article 52 ECFR.

311 See Grimm, Data protection before its refinement, p. 587 and 588.
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amongst private individuals, it does not have to be considered as the only
regime of regulation instruments. Administrative law, comparably, serves
to prevent such conflicts, especially with regard to relationships where
multiple individuals are involved.3!2 This might be in particular the case if
the object of regulation concerns a collective good so that it must not com-
pletely depend on the disposal by private parties. As mentioned previous-
ly, Regan promotes to consider privacy as such a collective good because
it constitutes the pre-conditions for being a citizen in a democracy.3!3 In
any event, the legislator provides this legal framework on both an abstract
and a general level and has, therefore, a wide scope with respect to the
consideration of the relevant facts, its evaluation, and finally the establish-
ment of the regulation instruments.314

(2) A first review: decomposing the object and concept of protection

Weighing both functions in a correct way thus is a rather complex task. It
does not only depend on the object of protection guaranteed by the funda-
mental right concerned, but also on the specific protection instruments.
The challenge of drawing the line between efficient protection of funda-
mental rights and an infringement of opposing fundamental rights because
of over-regulation, becomes particularly apparent with respect to privacy
and data protection, in other words, threats caused by the “processing of
personal data”.

(a) Which instruments actually protect which object of protection?

With respect to the German right to informational self-determination, the
way the State balances the duty of protection with opposing fundamental
rights, can be differentiated, in essence, pursuant to the following cat-
egories: First, a ban to disclose personal data (e.g. by legal prohibitions or
technical means); and second, support for informational self-protection

312 See Bethge, § 72 — Collision of Basic Rights, cip. 16, 17, 22, and 24; Dietlein,
The Doctrine of Duties of Protection of Basic Rights, pp. 109 and 110.

313 See Nissenbaum, ibid., p. 87, referring to Priscilla Regan (1995), Legislating Pri-
vacy, Chapel Hill: University of North Carolina Press, pp. 226 and 227.

314 Cf. Jarass, ibid., Vorb. vor. Art. 1 cip. 56; Callies, ibid, cip. 6.
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(e.g. by information or technical self-protection).3!> The State is usually
able to fulfill its duty of protection by the second mean, i.e. supporting
measures. Only if these supporting measures are not effective, or in order
to protect the fundamental rights of third parties who were concerned by
the disclosure, then the State is allowed to prohibit the self-disclosure of
personal data. In any case, abstract constitutional aims (such as environ-
mental protection), do not create a duty of protection. Such constitutional
positions can only help justify provisions, which infringe the defensive
function of fundamental rights, in the balancing exercise of the colliding
fundamental rights.316

(b) Example: “Commercialized” consent threatening the object of
protection including...

Regarding the abstract constitutional positions, Buchner unfolds the di-
verse aspects that are discussed in German literature, focusing on the con-
sent, regarding the object of protection of the right to informational self-
determination. In particular, the following aspects of the object of protec-
tion are discussed: a protection of individuality, of solidarity, and of
democracy in society. Promoters of these positions argue that the focus on
the individual’s consent as the main self-regulation instrument of informa-
tional self-determination inevitably leads, in the private market, to its
commercialization and as a consequence, endangers not only the dignity
of the individual but also society as a whole. The individuals would de-
grade themselves to a mere economic asset, which simultaneously disinte-
grates the basis for a democratic civil society.3!” Buchner does not negate
these criticisms per se, but stresses that this discussion actually refers to
the relationship between reality and law. He asserts that the economic ex-
ploitation of personal data is a fact. Meanwhile, there is a long-standing
market in which its participants trade data as economic goods. Conse-

315 Cf. Sandfuchs, Privacy against one’s will?, pp. 299 to 302.

316 See Dietlein, The Doctrine of Duties of Protection of Basic Rights, pp. 104 and
105.

317 See Buchner, ibid., pp. 183, with further references to the German discussion;
Rouvroy and Poullet, The Right to Informational Self-Determination and the Val-
ue of Self-Development: Reassessing the Importance of Privacy for Democracy,
p- 50.
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quently, he poses the question for the legislator: “Should its regulatory
function focus on guaranteeing, by means of certain procedural rules, a
minimum of balance between the market participants? Or should the legis-
lator also be in charge of setting up ethical rules and enforcing them, even-
tually, even against the actual covetousness of the market?”3!8 Buchner re-
sponds to these questions by referring to the decision of “Marlene Diet-
rich” by the German Federal Court of Justice, i.e. the highest civil court in
Germany: The legal order must restrain the commercialization of the per-
sonality right “where superior legal or ethic principles require this”.3!?
Buchner then unfolds these principles, with respect to the commercializa-
tion of the right to informational self-determination.

(¢) ... individuality?

At first, Buchner refers to the criticism that individuals would degrade
themselves, resulting from the commercialization, to mere economic as-
sets. From this perspective, human life would be, more and more, inter-
preted pursuant to economic categories and human beings, which are re-
duced to mere rates and, thus, are quantitatively measurable and compara-
ble. Critics therefore assume that the economic exploitation of personal
data automatically increases the pressure of homogenization and elimi-
nates qualitative differences. In contrast, Buchner challenges this mecha-
nism by stressing the factual development of personalized marketing. Its
aim is not to equalize the individual but to capture his or her particularities
in order to increase the customer’s loyalty. From this point of view, in-
deed, the commercialization of personal data leads less to a homogeniza-
tion of individuals than to an individualization of production and market-
ing processes.320 However, besides the marketing, Buchner admits there is
a pressure of adaptation: Private parties decide with whom and under
which conditions they want to contract on the basis of the available infor-
mation. For instance, the more information private companies (such as in-
surance companies, creditors, landlords or employers) have or gain about
individuals (such as debtors, tenants and employees), the higher the pres-

318 See Buchner, ibid., pp. 185 and 186.

319 See Buchner, ibid., p. 187 with reference to BGHZ 143, 214 (225) — Marlene Di-
etrich.

320 See Buchner, ibid., pp. 184, 189, and 190.
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sure becomes for those individuals to comply with those expectations.
However, Buchner considers that this pressure is not arguable in itself or
new, at least, so long as it safeguards proper legal or contractual behavior
and the processing of data is correct and fair. In contrast, the new issue
raised by the processing of personal data is the increasing differentiation
with respect to how certain characteristics of the potential contractual part-
ner are pre-determined and, consequently, of contractual relations.3?!

(d) ... solidarity?

The last aspect leads to another criticism regarding the commercialization
of personal data: The disintegration of the community of solidarity. The
more individuals can profit, in the form of economic advantages, from the
disclosure of their personal data, the less they will be willing to accept
common (contractual) conditions protecting others who cause higher risks
or costs. Buchner concludes from this that the more information can prin-
cipally be retrieved, be it by better algorithms or a higher willingness of
individuals to share their data, the more difficult it will be, by means of
law, to impose an artificial ignorance in favour of the equality between or
amongst the individual.3?2 In essence, there are two, partly intertwined,
categories of law covering this phenomenon: The rights of equality and
non-discrimination and the Social State Principle guaranteed by the Ger-
man Basic Law. Buchner stresses that even if the increased differentiations
do not infringe the rights to equality and non-discrimination of the indi-
viduals concerned, it increases the challenges for those individuals who do
not fit into the advantageous expectations of the economy. Consequently,
Buchner recognizes an increasing social gap between individuals within
an economic meaning, ‘good’ and ‘bad’ data, respectively. However, he
sees in this phenomenon that it is primarily a problem related to the Social
State principle. Therefore, he asks whether the State can or should impose,
by means of data protection law, its social responsibility on private com-
panies. Buchner favors a solution for this social problem by public social
law and not by data protection law regulating interactions between private
parties.323

321 See Buchner, ibid., pp. 190 and 191.
322 See Buchner, ibid., p. 194.
323 See Buchner, ibid., pp. 197 and 198.
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(e

... democracy?

Finally, Buchner deals with the criticism whether, and if so, to which ex-
tent the commercialization of personal data on the private sector endan-
gers the pre-conditions of a democratic civil society. Accordingly, he de-
termines, as a main source of this criticism, the “Decision on Population
Census” by the German Constitutional Court that stated that:

“In light of the right to informational self-determination, no social or legal or-
der would be possible if citizens would not be able to know what information
others have about them. The person who is unsure if their deviant behavior
will be noted and permanently stored, used or transferred will attempt not to
attract attention with such behavior. The person who is aware of being regis-
tered by the State when he or she takes part at an assembly or is part of an
association will possibly give up on exercising his or her corresponding fun-
damental rights (...). This would not only restrict the chances of individual
freedom of development but also the common welfare because self-determi-
nation is an essential condition for a free and democratic civil society that
builds upon the ability of action and participation of its citizens.32*

324

140

See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), retrieved on the 7th of February 2016 from
https://openjur.de/u/268440.html, cip. 172: “Wer nicht mit hinreichender Sicher-
heit iiberschauen kann, welche ihn betreffende Informationen in bestimmten
Bereichen seiner sozialen Umwelt bekannt sind, und wer das Wissen moglicher
Kommunikationspartner nicht einigermafen abzuschétzen vermag, kann in seiner
Freiheit wesentlich gehemmt werden, aus eigener Selbstbestimmung zu planen
oder zu entscheiden. Mit dem Recht auf informationelle Selbstbestimmung wiren
eine Gesellschaftsordnung und eine diese erméglichende Rechtsordnung nicht
vereinbar, in der Biirger nicht mehr wissen kdnnen, wer was wann und bei welch-
er Gelegenheit tiber sie weill. Wer unsicher ist, ob abweichende Verhaltensweisen
jederzeit notiert und als Information dauerhaft gespeichert, verwendet oder weit-
ergegeben werden, wird versuchen, nicht durch solche Verhaltensweisen aufzu-
fallen. Wer damit rechnet, dafl etwa die Teilnahme an einer Versammlung oder
einer Biirgerinitiative behdrdlich registriert wird und daB3 ihm dadurch Risiken
entstehen konnen, wird moglicherweise auf eine Ausilibung seiner entsprechen-
den Grundrechte (Art. 8, 9 GG) verzichten. Dies wiirde nicht nur die individu-
ellen Entfaltungschancen des Einzelnen beeintrachtigen, sondern auch das
Gemeinwohl, weil Selbstbestimmung eine elementare Funktionsbedingung eines
auf Handlungsfdhigkeit und Mitwirkungsfahigkeit seiner Biirger begriindeten
freiheitlichen demokratischen Gemeinwesens ist.”
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These considerations are similar to the approach promoted by Priscilla Re-
gan.32> However, Buchner stresses that the Constitutional Court developed
this reasoning with respect to the State. He agrees that treatment of data by
a State endangers a free political discourse but doubts that the treatment of
personal data in the private sector is relevant for the individual’s ability to
freely participate in public discourses. Buchner argues that private legal
transactions primarily serve the exchange of goods and services but not
the execution of civil rights. Even if the concepts of private and public au-
tonomy would be inextricably linked to each other, he doubts that the
commercialization of personal data would hinder the individual’s autono-
my. In his opinion, while the disclosure of personal data indeed increases
the knowledge of third parties, this does not automatically hinder the au-
tonomy of the individual concerned. Autonomy does not require individu-
als to know anything about other individuals, nor does one’s own knowl-
edge always leads to another’s manipulation. Therefore, Buchner advo-
cates that it is important to only concentrate on the real problematic cases
and not on every single aspect of the processing of data by private parties

because each social interaction in a digitized society would be problemat-
i 326
ic.

cc) Equal or equivalent level of protection compared to state data
processing?

Before coming to a first conclusion on the previous considerations, there
is still another question to be considered. Given that there is an only indi-
rect effect of fundamental rights, and the object of protection is so broad
covering abstract constitutional positions (such as individuality, solidarity,
and democracy), the question to consider is: whether or not the data pro-
tection instruments established in the private sector should be identical to
the public sector or, at least, equivalent. There are two contrasting opin-
ions in relation to this issue amongst legal scholars. Pursuant to the first
opinion, the level of protection and regulation instruments are the same for
both the public and private sector. An ‘equal level’ of protection is consid-
ered because the imbalance of power caused by the processing of personal

325 See above point B. III. 1. The individual’s autonomy and the private/public di-
chotomy.
326 See Buchner, ibid., pp. 193 and 194.
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data is the same on the public and the private sector. De Hert and Gutwirth
give a vivid explanation why data protection law is often considered as
equally applicable in the public and in the private sector, as: “The power
of those, be it in the public or in the private sector, who process personal
data concerning others (whether with the help of information technology
or not) is generally already greater to begin with. The stream of personal
data primarily flows from the weak actors to the strong. Citizens not only
need to provide information to the authorities, but they also need to do so
as a tenant, job seeker, customer, loan applicant and patient. That is pre-
cisely why legal tools of transparency and accountability under the form
of data protection regulations were devised for application both in the pub-
lic and in the private sector.”327 In contrast, legal scholars promoting an
‘equivalent level’ of protection do not require the same protection instru-
ments but consider different protection instruments to be implemented in
the private or public sector. This might result, pursuant to the particular
circumstances of the case, to a higher, equal or lower level of protection.
Others finally doubt that these questions make sense at all. Buchner ar-
gues, for example, that such a comparison of different levels of protection
implies an objective scale. In the private sector, such an objective scale
does not exist, in his opinion, because the fundamental right of the indi-
vidual concerned is not an ‘absolute’ right but must instead be weighed
against the opposing fundamental rights. The result is that fundamental
rights always lack an objective scale that would actually be the pre-condi-
tion in order to answer the question of whether there should be a higher,
lower or equivalent level of protection.323

¢) Interim conclusion: Interdisciplinary research on the precise object and
concept of protection

The previous discussion illustrates the difficulties in deciding the appro-
priate regulation instruments, whilst balancing on the one hand, in the pri-
vate sector, the opposing fundamental rights and further constitutional

327 See De Hert and Gutwirth, Privacy, data protection and law enforcement. Opacity
of the individual and transparency of power, p. 78.

328 See above C. I. 1. b) cc) Equal or equivalent level of protection compared to state
data processing?, referring to Buchner, Informational self-determination in the
private sector, pp. 44 and 45 with further references, as well as pp. 57 and 58.
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positions. All three fundamental rights regimes, i.e. the European Charter
on Human Rights, the European Charter of Fundamental Rights, and the
German Basic Rights, tend to apply an only indirect effect of fundamental
rights between private parties. Even if not all particularities are compre-
hensively clarified, the 3-step-tests assessing a protection and defensive
function of fundamental rights can provide structural help for this balanc-
ing exercise. In this regard, the question of how the legislator should pro-
vide for protection against threats resulting from the processing of person-
al data by private entities depends on the objects and concepts of protec-
tion of the fundamental rights.

However, already defining the object of protection of privacy and/or da-
ta protection is a difficult task. Buchner decomposes the object of protec-
tion of the German right to informational self-determination considering
individuality, solidarity and democracy as abstract constitutional positions,
in his words, superior legal or ethic principles. Indeed, these constitutional
positions do not create per se a state duty of protection. However, the leg-
islator may refer to these positions justifying its protection instruments es-
tablished, primarily, in order to protect an individual’s fundamental right.
And in doing so, the legislator has a wide margin of discretion for estab-
lishing the adequate protection instruments. Therefore, the legislator can
indeed decide to impose certain mechanisms on the private sector, supple-
menting the social basis for a democratic and supportive Civil Society.
Even if Buchner’s observations are principally correct, the legislator can
therefore well decide, for example, to implement certain Social State prin-
ciples by means of data protection law and not by Social Law. At least,
this thought applies so long as these objective constitutional aims are not
the only reason for the regulation, but are additional to the protection of an
individual’s fundamental right. Equally, this idea applies, in principle, to
the discussion on whether the data protection instruments applied on the
public and private sector should be, in light of the same (or similar) imbal-
ances of informational power, the same or equivalent. If the legislator
comes to the conclusion that there are informational imbalances on both
the public and the private sector, it can well address these imbalances with
the same or different protection instruments.

However, there is another aspect to this regulation which is problemat-
ic: All of the negative effects discussed in legal discourse regarding the
processing of personal data in the private sector, are mainly grounded on
assumptions. For example, do contractual differentiations between private
parties, such as in the insurance industry, really increase the pressure of
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social adaptation, and if so, to what extent? If private parties are able to
more and more pre-control their contractual partners, instead of retrospec-
tively sanctioning them for disappointing trustful expectations, does this
destroy social trust as a pre-condition for autonomous behaviour? How
much do imbalances of information threaten the balance of public dis-
courses? Are there informational power inequalities? And how do we ac-
tually capture these inequalities in our theoretical concepts?

The concepts underlying these questions are similar, if not the same, to
the concepts proposed previously: Nissenbaum summarized these
concepts referring to autonomy, human relationships, and the society as a
whole, as the actual values of privacy. If such concepts serve as a basis for
the legislator, then actually, it is absolutely necessary to clarify and vali-
date both its theoretical as well as empirical presumptions in order to im-
prove the rationality of law.3?® Only if it is clear what the fundamental
rights protect, it is possible to validate, first, the actual threats for these ob-
jects of protection; and second, the efficiency of the protection instruments
applied in order to achieve these aims, such as the principle of purpose
limitation.330

2. The object and concept of protection of the German right to
informational self-determination

Clarifying the object and concept of protection hence, is key, in order to
help data controllers apply the principle of purpose limitation. As illustrat-
ed in the introduction, data controllers often have difficulties in precisely
specifying the purpose of the processing intended. The German Constitu-
tional Court has developed the object and concept of protection of the
German right to informational self-determination over three decades. Ex-
amining these decisions shall thus serve as a comparison with (or even a
source of inspiration for the development of) the rights to private life and
data protection under Articles 7 and 8 ECFR.

329 See Hoffmann-Riem, Innovation Responsibility, p. 39.
330 See above point B. II. 4. Searching for a scale in order to determine the potential
impact of data protection risks.
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a) Genesis and interplay with co-related basic rights

The German State of Hessen established, in 1970, the first data protection
law in the world.33! However, interestingly, German Basic Law does not
explicitly state that an individual's data is protected. Legal scholars con-
sider that the various plans to introduce the right to data protection in Ger-
man Basic Law became superfluous in light of the comprehensive defini-
tion provided for by the German Constitutional Court in the “Decision on
Population Census” (Volkszdhlungsurteil) from 1983. In this case, the
German Constitutional Court recognized the so-called right to informa-
tional self-determination as an autonomous guarantee provided for by the
general personality right.332 The right to informational self-determina-tion
primarily served to protect the individual against the informational interest
of the State. Under German Basic Law, there are several rights that mirror
this purpose of protection with regard to specific aspects of life, such as
the right to privacy of correspondence, posts and telecommunication under
Article 10 GG, as well as the right to the inviolability of the home under
Article 13 GG.33 Another fundamental right related to the right to infor-
mational self-determination refers to the protection of the confidentiality
and integrity of information technological systems (Grundrecht auf Ver-
traulichkeit und Integritdt informationstechnischer Systeme). This funda-
mental right extends the general scope of protection for the individual’s
personality to the moment before the personal data is collected. This right
protects the individual’s trust that the information technological system
used by him or her functions properly. Recognizing this kind of protection,
the German Constitutional Court decided not to discuss this issue under
the right to informational self-determination, because this would have
meant extending its already broad scope of protection even further. In-
stead, the Court decided to establish a new guarantee, which indeed is also
provided for by the general personality right.334 Despite the different guar-
antees provided for by the German basic rights surrounding the protection
of personal data, the German Constitutional Court often connects them in
order to evaluate an infringement by the State. For example, the Court

331 See Rudolf, Right to Informational Self-Determination, cip. 8.

332 See Rudolf, ibid., cip. 8 and cf. Burgkardt, ibid., p. 85.

333 Cf. Burgkardt, ibid., p. 85.

334 See Hoffmann-Riem, Protection of the Confidentiality and Integrity of Informa-
tion Technological Systems, p. 1015.
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considers the basic right to privacy of telecommunications under Article
10 GG and the basic right to privacy of the home under 13 GG as “specifi-
cations of the basic right to informational self-determination”, and applies
their principles to the more general right to informational self-determi-na-
tion, at least, “as long as they are not the result of the particularities of the
special guarantees.”333

Before the recognition of the basic right to informational self-determi-
nation, the German Constitutional Court referred in similar cases to the
protection of being private, comparable to Art. § ECHR and Art. 7 ECFR.
This right resulted in a “right to be left alone.”33¢ Pursuant to the so-called
theory of spheres, the more that the data was considered as being connect-
ed to the individual concerned, the stricter the protection of personal data
was. Despite the clarity of this concept, the theory of spheres failed to pro-
vide clear criteria in order to differentiate between the different spheres.
Some scholars view this as the essential problem that finally lead to the
development of the right to informational self-determination, and was rec-
ognized by the German Constitutional Court in the famous “Decision on
Population Census”.337 In light of the development of both the following
constitutional decisions, as well as the technical possibilities of data col-
lection and processing today, the introduction of this decision is worth be-
ing quoted in this thesis. In this case, citizens within Germany filed sever-
al constitutional complaints against a law for a state census including pop-
ulation, housing, profession and work areas. The German Court described
the social backgrounds that lead to the constitutional complaints in the in-
troduction of its judgment as:

“The data collection intended by this law caused anxiety even in those parts
of the population who respect as loyal citizens the right and duty of the State

335 See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 90:
“Da diese Grundrechte spezielle Ausprdgungen des Grundrechts auf informa-
tionelle Selbstbestimmung darstellen (...), sind diese Malstédbe auch auf das all-
gemeinere Grundrecht anwendbar, soweit sie nicht durch die flir die speziellen
Gewihrleistungen geltenden Besonderheiten geprigt sind. as well as BVerfG,
14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunications), cip.
137, and BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Opera-
tion), cip. 169.

336 See Burgkardt, ibid., p. 87.

337 See Albers, Informational Self-Determination, pp. 211 and 212; Burgkardt, ibid.,
p- 88; cf. the criticism of the “private/public dichotomy” by Nissenbaum above
under point B. III. 2. “Criticism: From factual to conceptual changes”.
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to collect the information necessary for reasonable public action. This might
result from the fact that the extent and purpose of the census was, to a great
extent, unknown and that the necessity to reliably inform the citizens con-
cerned was not taken early enough into account despite the fact that public
awareness (...) increased in view of the development of automated data pro-
cessing. Nowadays, the possibilities of modern data processing are, to a large
extent, transparent only to experts and can provoke the fear of uncontrolled
profiling, even if the legislator demands the collection of such information
which is necessary and reasonable.”3%8

Thus, in this decision, the Court stated, with respect to the public sector,
that the “free development of the personality requires, under the modern
conditions of data processing, the protection of the individual against un-
limited collection, storage, usage and transfer of his or her personal da-
ta.”339 In this statement, the Court does not want to protect the individual
against all kinds of treatment of ‘his or her’ data but instead, only wants to
protect the individual against the unlimited treatment of data.3*0 The sub-
sequent analysis will therefore illustrate how the German Court frames the
principle of purpose limitation in light of the object and concept of protec-
tion of the right to informational self-determination in order to protect
against an unlimited use of personal data.

338 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 8: “Die durch dieses Gesetz angeordnete
Datenerhebung hat Beunruhigung auch in solchen Teilen der Bevodlkerung aus-
gelost, die als loyale Staatsbiirger das Recht und die Pflicht des Staates respek-
tieren, die fiir rationales und planvolles staatliches Handeln erforderlichen Infor-
mationen zu beschaffen. Dies mag teilweise daraus zu erkldren sein, dafl weithin
Unkenntnis iber Umfang und Verwendungszwecke der Befragung bestand und
dafl die Notwendigkeit zur verldlichen Aufklarung der Auskunftspflichtigen
nicht rechtzeitig erkannt worden ist, obwohl sich das allgemeine Bewultsein
durch die Entwicklung der automatisierten Datenverarbeitung (...) erheblich
verandert hatte. Die Moglichkeiten der modernen Datenverarbeitung sind weithin
nur noch fiir Fachleute durchschaubar und kénnen beim Staatsbiirger die Furcht
vor einer unkontrollierbaren Personlichkeitserfassung selbst dann ausldsen, wenn
der Gesetzgeber lediglich solche Angaben verlangt, die erforderlich und zumut-
bar sind. (...)”

339 See BVerfG, ibid., cip. 173: “Freie Entfaltung der Personlichkeit setzt unter den
modernen Bedingungen der Datenverarbeitung den Schutz des Einzelnen gegen
unbegrenzte Erhebung, Speicherung, Verwendung und Weitergabe seiner
personlichen Daten voraus.”

340 Cf. Hoffmann-Riem, ibid., p. 1015.
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b) Autonomous substantial guarantee

In this same “Decision on Population Census”, the Court firstly deter-
mined on the conceptual provenance and normative aim of the right to in-
formational self-determination. In this regard, it must be stressed that this
thesis uses, so far, the terms “object of protection” and “substantial guar-
antee” provided for by fundamental rights, synonymously. Both the mean-

ing

and differences of the terms shall be examined, later on, with respect

to the differentiation of the fundamental rights to privacy and data protec-
tion under Article 7 and 8 ECFR.34! In any case, the German Constitution-
al Court considers the normative substance of the right to informational
self-determination as:

“The human dignity of a person who acts as a member of a free society in a
free and self-determined manner constitutes the center of the constitutional
order. Besides specific guarantees of freedom, the general personality right of
Art. 2 sect. 1 in combination with Art. I sect. 1 GG serves as a protection (of
human dignity) and can become relevant especially in the light of modern de-
velopments and new dangers for the human personality. (...) Stemming from
the idea of self-determination, it (the general personality right) contains (...)
the right of the individual to basically decide by him or herself when and to
what extent personal facts about his or her live are revealed. (...) Individual
self-determination requires (...) that the individual can freely decide on his or
her actions, including the freedom to genuinely act corresponding to their de-
cisions.”3%

341

342

148

See under point C. L. 3. ¢) cc) “Referring to substantial guarantees as method of
interpreting fundamental rights in order to avoid a scope of protection that is too
broad and/or too vague”.

See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 170 to 172: “Im Mittelpunkt der grundge-
setzlichen Ordnung stehen Wert und Wiirde der Person, die in freier Selbstbes-
timmung als Glied einer freien Gesellschaft wirkt. Threm Schutz dient - neben
speziellen Freiheitsverbiirgungen - das in Art 2 Abs.1 in Verbindung mit
Art 1 Abs. 1 GG gewihrleistete allgemeine Personlichkeitsrecht, das gerade auch
im Blick auf moderne Entwicklungen und die mit ihnen verbundenen neuen
Gefdhrdungen der menschlichen Personlichkeit Bedeutung gewinnen kann (...).
(Die bisherigen Konkretisierungen durch die Rechtsprechung umschreiben den
Inhalt des Personlichkeitsrechts nicht abschlieBend.) Es umfafit (...) auch die aus
dem Gedanken der Selbstbestimmung folgende Befugnis des Einzelnen,
grundsétzlich selbst zu entscheiden, wann und innerhalb welcher Grenzen
personliche Lebenssachverhalte offenbart werden (...). Diese Befugnis bedarf
unter den heutigen und kiinftigen Bedingungen der automatischen Datenverar-
beitung in besonderem Mafle des Schutzes. Sie ist vor allem deshalb geféhrdet,
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The phrase ‘that the individual can freely decide on his or her actions, in-
cluding the freedom to genuinely act corresponding to their decisions’ ap-
pears to mean that the right to informational self-determination primarily
serves to protect the individual’s freedom of action. In this sense, the spe-
cific rights of freedom could add to a differentiated scale that helps deter-
mine the extent of the right and, thus, the specification of the purpose as
required for the data processing.33 In other words, the specific rights to
freedom may define the informational norms governing a certain context.
However, in the following decisions, the Court clarified that the extent of
the right to informational self-determination does not depend on a specific
risk for other basic rights. This becomes particularly apparent in the case
of “License Plate Recognition” (Kennzeichenerfassung).344

In this case dated 11 March 2008, the constitutional action was brought
against provisions of police law, which authorized the automated recognition
of license plates of cars. Using this method, video cameras record the passing
cars on the street. Certain software extracts the code with numbers and figures
of the license plates and is then automatically checked against police investi-

weil (bei Entscheidungsprozessen nicht mehr wie frither auf manuell zusam-
mengetragene Karteien und Akten zuriickgegriffen werden muf, vielmehr) heute
mit Hilfe der automatischen Datenverarbeitung Einzelangaben iiber personliche
oder sachliche Verhiltnisse (einer bestimmten oder bestimmbaren Person (perso-
nenbezogene Daten (vgl. § 2 Abs. 1 BDSG)) technisch gesehen unbegrenzt spe-
icherbar und jederzeit ohne Riicksicht auf Entfernungen in Sekundenschnelle
abrufbar sind. Sie kénnen dariiber hinaus - vor allem beim Aufbau integrierter In-
formationssysteme - mit anderen Datensammlungen zu einem teilweise oder
weitgehend vollstdndigen Personlichkeitsbild zusammengefiigt werden, ohne daf3
der Betroffene dessen Richtigkeit und Verwendung zureichend kontrollieren
kann. Damit haben sich in einer bisher unbekannten Weise die Mdglichkeiten
einer Einsichtnahme und EinfluBnahme erweitert, welche auf das Verhalten des
Einzelnen schon durch den psychischen Druck o6ffentlicher Anteilnahme
einzuwirken vermogen. Individuelle Selbstbestimmung setzt aber (- auch unter
den Bedingungen moderner Informationsverarbeitungstechnologien -) voraus,
dal dem Einzelnen Entscheidungsfreiheit {iber vorzunehmende oder zu unter-
lassende Handlungen einschlieBlich der Moglichkeit gegeben ist, sich auch
entsprechend dieser Entscheidung tatséchlich zu verhalten. (...)”

343 Cf. Grimm, Data protection before its refinement, p. 585 and 586, who stresses,
first, the delimited scope of protection in the light of the fact that all personal data
are relevant and, second, considers the specific rights to freedom and possible le-
gal links determining the scope of protection.

344 In this regard, it must be stressed that the German Constitutional Court does not
differentiate, terminologically, between risks and dangers as elaborated on in the
preceding chapter B. II. Data protection as a risk regulation.
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gation data. In the case of a match, the software delivers a report, stores the
data together with further information such as the time and place of the car
recorded and provides, in doing so, the basis for potentially follow up investi-
gations. If there is no match, the records, as well as the code of the license
plates, are immediately deleted. The wording of the provisions authorizing the
automatic license plate recognition stated: “The police authorities are autho-
rized to automatically collect on public streets and spaces data from license
plates of cars for the purpose of checking the data against the data files for
open investigations. Data that is not part of the data files for open investiga-
tions must immediately be deleted.”3%

The German Constitutional Court affirmed that the legal provisions, which
the claimant addressed in its constitutional claim, infringed the general
personality right, more precisely, the right to informational self-determina-
tion. Pursuant to the Court’s decision, this right “meets the threats of dan-
gers of infringements of the personality which for the individual results,
especially under the conditions of modern data processing, from informa-
tional measures. This right supplements and broadens the protection of
freedom of action and of being private; it (the protection) already begins
as soon as there is danger to the personality. Such a danger may already
exist before there is a specific threat for an object of protection.”4¢ Thus,
the right to informational self-determination is conceptually independent
from the other basic rights and only indirectly serves to protect the specif-
ic rights of freedom. Consequently, these further rights do not add, so far,
to a differentiated scale in order to determine its scope, the purpose of the
data processing or the context in which the processing occurs. However, it
is clear that the object and concept of protection of the right to informa-
tional self-determination is very similar to the other rights to privacy. This

345 See BVerfG, 11th of March 2008, 1 BvR 2074/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 1, 2 and 9: “Die Polizeibehdrden kénnen auf 6ffentlichen
Straen und Pldtzen Daten von Kraftfahrzeugkennzeichen zum Zwecke des Ab-
gleichs mit dem fahndungsbestand automatisiert erheben. Daten, die im Fahn-
dungsbestand nicht enthalten sind, sind unverziiglich zu 16schen.”

346 See BVerfG, ibid., cip. 63: “Das Recht auf informationelle Selbstbestimmung
trdgt Gefahrdungen und Verletzungen der Persdnlichkeit Rechnung, die sich fiir
den Einzelnen, insbesondere unter den Bedingungen moderner Datenverar-
beitung, aus informationsbezogenen Maflnahmen ergeben (...). Dieses Recht
flankiert und erweitert den grundrechtlichen Schutz von Verhaltensfreiheit und
Privatheit; es ldsst ihn schon auf der Stufe der Personlichkeitsgefdhrdung begin-
nen. Eine derartige Gefdhrdungslage kann bereits im Vorfeld konkreter Bedro-
hungen von Rechtsgiitern entstehen.”
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becomes particularly apparent in the decision of “Retrieval of Bank Ac-
count Master Data” (Kontostammdatenabfrage) from 2007.

In this case, a German financial institution and two individuals who received
social security benefits filed a constitutional complaint against the “law for
the advancement of the financial market” and the law “for the encouragement
of tax compliance”. The law for the advancement of the financial market
obliged each financial institution to store certain master data relating to its
bank accounts. The Federal Financial Supervisory Authority (BaFin) was au-
thorized to automatically retrieve these data as long as it was necessary for
purposes of its supervision. The data only referred to the existence of the bank
account and the person(s) who was authorized to view it. The law did not au-
thorize the use of further information such as account activities. The use of
information by BaFin occurred without notifying the financial institution that
stored the data, because they did not want to alert the financial institutions un-
necessarily. BaFin was allowed to transfer the data to public state agencies,
such as competent courts for international legal assistance in criminal matters.
The law for the encouragement of tax compliance then broadened the circuit
to which the data could be transmitted, such as to tax or social security au-
thorities. In order to authorize the transfer of data all that was required was
that authorization had to refer to a notion or term contained in the Income Tax
Act3

In this case, the Constitutional Court clarified the differences, or better, in-
terplay between the various basic rights as: “The general personality right
guarantees elements of the personality which are not protected by special
guarantees of freedom but are, nevertheless, not less constitutive for the
personality. (...) The acknowledgement of a concrete claim by the claimant
in relation to the different aspects of the personality right hence depends
on the different threats for the personality that result from the circum-
stances of the individual case. (...) The right to informational self-determi-
nation complements prevailing special guarantees of being private such as
the right to privacy of correspondences, posts and telecommunications of
Art. 10 GG and the right to spatial privacy guaranteed by Art. 13 GG. It
exists beside other basic rights typifying the general personality right
which can also guarantee constitutional protection of being private against
revelation and usage of information, such as the protection of the private
sphere or the right to the spoken word.”348

347 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 10 to 29.

348 See BVerfG, ibid., cip. 62 and 63: “Das allgemeine Personlichkeitsrecht
gewihrleistet Elemente der Personlichkeit, die nicht Gegenstand der besonderen
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¢) Right to control disclosure and usage of personal data as protection
instrument?

Similarly to other rights to privacy enabling the individual to decide on
whether or not someone else intrudes into his or her private sphere, the
right to informational self-determination provides an individual’s ‘right to
basically determine by him or herself the disclosure and the usage of his or
her personal data’.3*? The German Constitutional Court justifies this right
of control, particularly, with the ‘increased danger which is based on the
technical possibilities under modern conditions of data processing’ result-
ing in the situation that the ‘data are not only, on a second-by-second ba-
sis, retrievable at any time and place but can also be, especially in the case

349

152

Freiheitsgarantien des Grundgesetzes sind, diesen aber in ihrer konstituierenden
Bedeutung fiir die Personlichkeit nicht nachstehen (...). (Einer solchen liicken-
schlieBenden Gewihrleistung bedarf es insbesondere, um neuartigen Gefdhrdun-
gen zu begegnen, zu denen es im Zuge des wissenschaftlich-technischen
Fortschritts und gewandelter Lebensverhéltnisse kommen kann (...).) Die Zuord-
nung eines konkreten Rechtsschutzbegehrens zu den verschiedenen Aspekten des
Personlichkeitsrechts richtet sich daher vor allem nach der Art der
Personlichkeitsgefdhrdung, die den konkreten Umsténden des Anlassfalls zu ent-
nehmen ist (...). (Das allgemeine Personlichkeitsrecht trigt in seiner Auspriagung
als Recht auf informationelle Selbstbestimmung Gefdhrdungen und Verletzungen
der Personlichkeit Rechnung, die sich fiir den Einzelnen aus informationsbezoge-
nen Mafnahmen, insbesondere unter den Bedingungen moderner Datenverar-
beitung, ergeben (...). Es gibt dem Einzelnen die Befugnis, grundsitzlich selbst
iiber die Preisgabe und Verwendung seiner personenbezogenen Daten zu bestim-
men (...).) Das Recht auf informationelle Selbstbestimmung ergénzt besonders
geregelte Garantien der Privatheit, die ihm vorgehen, insbesondere das Post- und
Fernmeldegeheimnis nach Art. 10 GG (...) und den durch Art. 13 GG gewéhrleis-
teten Schutz der rdumlichen Privatsphire des Wohnungsinhabers (...). Es steht
neben anderen Ausprigungen des allgemeinen Personlichkeitsrechts, die als
Gewihrleistungen von Privatheit gleichfalls grundrechtlichen Schutz gegeniiber
Kenntnisnahme und Verarbeitung von Informationen vermitteln kénnen, wie dem
Schutz der Privatsphére (...) oder dem Recht am gesprochenen Wort (...).”

See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 173; cf. equally BVerfG, 14th of July
1999, 1 BvR 2226/94 (Surveillance of Telecommunications), cip. 136 and BVer-
fG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation), cip. 132
and BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 64
and BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 63; BVerfG, 1 BvR 2027/02 (Release of Confidentiality), cip. 31.
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of integrated information systems, combined with other data collections
leading to multiple possibilities of usage and linking’.330

Some legal scholars praise, even on an international level, this object
and concept of protection (which was actually advocated already by West-
in in 1967)31! in light of its “intermediate value” serving the final values
of “dignity”, “autonomy” and, therefore, the “free and democratic society”
as a whole.32 And indeed, the construction of this right and the considera-
tions behind it appear to be very similar to some of the conceptual
thoughts surrounding the value of privacy as summarized by Nissenbaum
and illustrated previously in chapter “Theories about the value of privacy
and data protection”.333

However, the German Court seems to have foreseen that such a concept
might lead to far-reaching effects in social interactions. It already stressed
in its first “Decision on Population Census” not to guarantee the individu-
al an absolute control over his or her social representation (i.e. how he or
she is perceived by others), which is based on data related to him or her.
Rather, the concept only guarantee certain ‘chances of individual freedom
of development’.33 It explicitly stated “the individual does not have a
right in the meaning of an absolute and boundless control about ‘his or
her’ data; (conceptually), he or she rather has to be considered as a per-
sonality developing within the social community who depends on commu-
nication. Information constitutes, even if it is related to a person, a picture
of social reality that cannot be exclusively contributed only to the person
concerned.”?% In the decision of “Release of Confidentiality”
(Schweigepflichtent-bindung), the Constitutional Court stressed this
thought with particular respect to the data processing by private parties.

350 See only BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip.
65.

351 See Westin, Privacy and Freedom, p. 7: “Privacy is the claim of individuals,
groups, or institutions to determine for themselves when, how, and to what extent
information about them is communicated to others.”

352 See Rouvroy and Poullet, The Right to Informational Self-Determination and the
Value of Self-Development: Reassessing the Importance of Privacy for Democra-
cy, p. 57 and 58.

353 See above under point B. III. 1 The individual’s autonomy and the private/public
dichotomy.

354 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 174.

355 See BVerfG, ibid., cip. 174.
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The Court stated “especially on the private sector, the general personality
right does not constitute an absolute control about certain information. The
individual has to be rather considered as a personality that develops within
the social community and depends on communication (...).”3%6

Despite these statements about the individual’s dependency on commu-
nications in the social community, the scope of application of the right to
informational self-determination remains rather broad. As noted above,
specific rights of freedom do not determine the same. Even more so, the
scope is wider than certain prevailing rights to privacy. In the case of “Big
Eavesdropping Operation” (GroBer Lauschangriff) in 2004, the Court de-
cided that an eavesdropping operation occurring from outside protected
rooms, infringes the right to privacy of the home under Article 13 GG, on-
ly if the communication could not be — naturally — recognized by acoustic
means.

In this case, the objects of the constitutional complaint related to several pro-
visions of the German Code of Criminal Procedure. The complaint focused on
the central provision of § 103 ¢ sect. 1 nr. 3 StPO, which authorized the State
to record non-public communications of a suspected person in his or her
home if certain facts justified the suspicion that the person committed a crime
listed by the law with respect to organized crime. The State measure referred
only to the suspected person. Nevertheless, the law also authorized the obser-
vation of homes of third parties if the suspected person was staying in the
third party’s home. The observation was exclusively used for state investiga-
tive purposes. The data could only be transferred, in principle, for criminal
proceedings. In addition, the law restricted the duty to notify the person being
surveyed. If an operator received a special authorization by the competent
court, the state could hold back from notifying the particular for a period of
six months or more after the end of the observation.37

The German Constitutional Court clarified in this decision that “even the
perception of such a communication that can be heard from outside with-
out acoustic means can infringe the guarantee of being private. However,
such communication is not protected by Article 13 GG if the person con-
cerned makes the perception of the communication from outside by him or

356 See BVerfG, 1 BvR 2027/02 (Release of Confidentiality), cip. 32: “Gerade im
Verkehr zwischen Privaten ldsst sich dem allgemeinen Personlichkeitsrecht
allerdings kein dingliches Herrschaftsrecht iiber bestimmte Informationen ent-
nehmen. Der Einzelne ist vielmehr eine sich innerhalb der sozialen Gemeinschaft
entfaltende, auf Kommunikation angewiesene Personlichkeit (...).”

357 See BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation),
cip. 14,20 and 21.
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herself possible and thus, does not actually use the spatial sphere of priva-
cy in order to protect him or herself.”338 In contrast, in “License Plate
Recognition”, the Court stated that the right to informational self-determi-
nation is not restricted to personal data originating from the private sphere.
It equally protects personal data that is publicly available: “(...) even if the
individual takes him or herself to the public, the right to informational
self-determination protects his or her interest that the related personal in-
formation is not automatically collected for the purpose of storage en-
abling to further use.® In the case of “Video Surveillance”
(Videotliberwachung), the Court finally clarified that the right to informa-
tional self-determination protects an individual against being recorded in
public even if the person concerned knows that he or she will be recorded
the moment he or she enters a monitored space.3%0

In this case, a city installed an artwork at one of its main squares. It was a
relief on the soil mirroring the rest of the medieval synagogue hidden under
the ground. The artwork should serve as a meeting place for the public. After
several incidences, the city decided to implement video cameras in order to
police the place. A citizen filed a complaint against the video surveillance be-
fore the administrative court.®! When the case finally came to the Constitu-
tional Court, the Constitutional Court affirmed that the right to informational
self-determination also protects against such a collection of personal data in
the public.302

The Court clarified in this case also the question of whether the individu-
als recorded by the video camera gave their consent to the recording be-
cause they knew that they were being filmed. From the Court’s point of

358 See BVerfG, ibid., cip. 138: “Zwar kann auch die Wahrnehmung der aus der
Wohnung nach auflen dringenden und ohne technische Hilfsmittel hdrbaren
Kommunikation deren Privatheit beeintrichtigen. Solche Lebensduflerungen
nehmen aber nicht am grundrechtlichen Schutz des Art. 13 GG teil, weil der Be-
troffene die rdumliche Privatsphdre nicht zu seinem Schutz nutzt, wenn er die
Wahrnehmbarkeit der Kommunikation von auf3en selbst ermdglicht.”

359 See BVerfG, ibid., cip. 67: “Auch wenn der Einzelne sich in die Offentlichkeit
begibt, schiitzt das Recht der informationellen Selbstbestimmung dessen Inter-
esse, dass die damit verbundenen personenbezogenen Informationen nicht im
Zuge automatisierter Informationserhebung zur Speicherung mit der Mdoglichkeit
der Weiterverwertung erfasst werden (...).”

360 See BVerfG, 23rd of February 2007, 1 BvR 2368/06 (Video Surveillance), cip. 39
and 40.

361 See BVerfG, ibid., cip. 2 to 14.

362 See BVerfG, ibid., cip. 39 and 40.
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view, a person who does not explicitly disagree with the recording, does
not automatically consent to it.363 Thus, even if the individual has a choice
of not entering the monitored space and voluntarily enters that space, the
right to informational self-determination still protects him or her. So far,
the Court’s statement that the individual has no “right in the meaning of an
absolute and boundless control about ‘his or her’ data™3%* has little effect
on the scope of protection.

Comparably, the Court’s statements that the right to informational self-
determi-nation seeks to guarantee “that the individual can freely decide on
his or her actions, including the freedom to genuinely act corresponding to
their decisions™%% and, therefore, “supplements and broadens the protec-
tion of freedom of action and of being private™3% does not determine the
scope of application. In the opposite, in “Big Eavesdropping Operation”
as well as in the case of “Surveillance of Telecommunications” (Telekom-
munikationsiiberwachung 1), the Court actually applies the opposite
methodology: in these cases, not the right to informational self-determina-
tion supplements the rights to freedom but, vice versa, the rights to free-
dom supplement the right to informational self-determination.

In this second-mentioned case of “Surveillance of Telecommunications”, the
Constitutional Court decided on the synchronicity between the right to infor-
mational self-determination and the right to privacy of correspondences, posts
and telecommunications of Art. 10 GG. The claimants filed an ultra vires ac-
tion against the surveillance, data collection and processing of telecommuni-

363 See BVerfG, ibid., cip. 39 and 40.

364 See again BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440,
484/83 (Decision on Population Census), cip. 174: “(...) Der Einzelne hat nicht
ein Recht im Sinne einer absoluten, uneinschrankbaren Herrschaft iiber "seine"
Daten (...).”

365 See BVerfG, ibid., cip. 172: “(...) dal dem Einzelnen Entscheidungsfreiheit tiber
vorzunehmende oder zu unterlassende Handlungen einschlieBlich der
Moglichkeit gegeben ist, sich auch entsprechend dieser Entscheidung tatséchlich
zu verhalten.”

366 See BVerfG, 11th of March 2008, 1 BvR 2074/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 63: “Das Recht auf informationelle Selbstbestimmung
trdgt Gefahrdungen und Verletzungen der Personlichkeit Rechnung, die sich fiir
den Einzelnen, insbesondere unter den Bedingungen moderner Datenverar-
beitung, aus informationsbezogenen Maflnahmen ergeben (...). Dieses Recht
flankiert und erweitert den grundrechtlichen Schutz von Verhaltensfreiheit und
Privatheit; es ldsst ihn schon auf der Stufe der Personlichkeitsgefdhrdung begin-
nen. Eine derartige Gefdhrdungslage kann bereits im Vorfeld konkreter Bedro-
hungen von Rechtsgiitern entstehen.”
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cations by the German Federal Bureau of Investigation. The so-called law for
the suppression of crime expanded, amongst other issues, the legal possibility
to collect and process personal data that was provided for by means of
telecommunications. On the one hand, this law added several purposes for the
collection and processing of data, such as the prevention, intelligence, and
criminal prosecution of: international terrorist attacks, international distribu-
tion of weapons of war, exports of drugs into the Federal Republic, and of
counterfeiting of currencies committed abroad. On the other hand, this law
only applied to non-cable based telecommunications and, amongst other is-
sues, under the pre-condition that only concrete facts arising from the data
about the planning or commitment of one of the crimes mentioned. The law
did not authorize the observation of single connections of telecommunica-
tions, but it enabled the selection via certain key words in order to fulfill the
purposes described. Nevertheless, the observation of single connections of
telecommunications of foreigners abroad was possible. Finally, the observa-
tion did not have to be communicated to the person concerned if the data was
deleted within three months.?%” Several of the claimants, who were journalists
living in Germany and abroad, who carried out research and published news
articles in the field of international terrorism, argued that their conversations
with contacts in Germany and abroad could potentially contain key words
which fit those key words provided by the German Federal Bureau of Investi-
gation. They argued that the general collection, the selection corresponding to
the key words and acts following those collections would consequently in-
fringe their right to privacy of correspondence, posts and communications in
Art. 10 GG.368

In this case, the German Constitutional Court explicitly stressed the signif-
icance of other fundamental rights, such as the freedom of the press stating
that “the protection of Art. 10 GG can be supplemented by further funda-
mental guarantees which depends on the specific content and context of
the communication or on the negative effects resulting from the usage of
the information which is used in new contexts.”3%® And in the case of “Big
Eavesdropping Operation”, the Court provided the example of a conversa-
tion between a married couple at home which could not only fall, from its
point of view, under the right to privacy of the home pursuant to Article 13
section 1 GG but also under Article 6 section 1 GG which provides for
special protection of a marriage. Comparably, the protection of conversa-
tions with people who have to respect professional secrets can equally be
supplemented by further basic rights such as, for example, clerical people,

367 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 11 to 14, 16 to 18.

368 See BVerfG, ibid., cip. 28, 28, 49 to 51.

369 See BVerfG, ibid., cip. 154.
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by the freedom of faith and conscience under Article 4 GG. The Court
also set down certain criteria in order to determine when the general per-
sonality right is supplemented by further special guarantees, which is “the
special necessity for protection of the communicating people”.370 Indeed,
both decisions referred to the prevailing rights to privacy of Article 10 and
13 GG. Since the principles of these two basic rights and of the right to
informational self-determination (of Article 2 section 1 in combination
with Article 1 section 1 GG) can be transposed between each other,?7! it is
very likely that the specific rights of freedom also supplement the right to
informational self-determination. Thus, in light of these considerations,
not the right to informational self-determination supplements the rights to
freedom but, in the opposite, the rights to freedom supplement the right to
informational self-determination.

d) Infringement by ‘insight into personality’ and ‘particularity of state
interest’

In summary, the broad scope of the right to informational self-determina-
tion protects against all threats against the individual’s personality by au-
tomated data processing, irrespective of whether or not there is a specific
risk in relation to specific rights of freedom or privacy. Consequently, the
German Constitutional Court principally considers each act of collection
and processing — such as the storage, filtering, and transferal — of personal
data as an infringement of its scope. In the case of “Surveillance of
Telecommunications”, the Court clarified that the collection of personal
data can also infringe Article 10 GG, if it cannot immediately be related to

370 See BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation),
cip. 135: “Auch in Bezug auf die Kommunikation mit Berufsgeheimnistragern
konnen neben dem grundrechtlichen Schutz der rdumlichen Privatsphire Grund-
rechte in Betracht kommen, die - wie etwa Art.4 GG im Hinblick auf das
Gesprich mit einem Geistlichen - der besonderen Schutzbediirftigkeit der Kom-
munizierenden Rechnung tragen.”

371 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 137, BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping
Operation), cip. 169, and BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet In-
vestigation), cip. 90.
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a person at that time but easily at a later stage. 372 However, the Court also
acknowledged that certain acts of data treatment do not infringe the scope
of protection. With respect to telecommunication data, it decided that “the
collection does not infringe Art. 10 GG, so long as the telecommunication
between German connection points is only unintentionally collected be-
cause of technical reasons and is, directly after the conditioning of the sig-
nal, technically eliminated without a trace.””373

This exception was particular to the case at hand. The question there-
fore is whether, and if so, there exists a more general principle in order to
answer the question whether an act of data treatment infringes the scope of
protection of the right informational self-determination. With respect to a
similar situation, the Court argued, slightly different, in the case of “Li-
cense Plate Recognition”, that the collection and processing of personal
data does not infringe the right to informational self-determination “if
checking against key investigation words immediately occurs after the col-
lection, that leads to a negative result (...) and if it is legally and technical-
ly safeguarded that the data remain anonymous and is immediately deleted
without leaving the possibility to relate it to a person. In contrast, the stor-
age of the license plate that was recorded, which provides the basis for po-
tentially further measures, infringes the basic right.”374 The Court justified
this differentiation stating that “this is the intended goal of the measure if
the license plate matches the key words (...). From this point in time, the
license plate recorded is available for the processing by state agencies and
the specific danger for the freedom of action and of being private occurs,

372 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 160.

373 See BVerfG, ibid., cip. 160.

374 See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 69: “(Zu einem Eingriff in den Schutzbereich des Rechts
auf informationelle Selbstbestimmung kommt es daher in den Féllen der elektro-
nischen Kennzeichenerfassung dann nicht,) wenn der Abgleich mit dem Fahn-
dungsbestand unverziiglich vorgenommen wird und negative ausfillt (sogenan-
nter Nichttrefferfall) sowie zusitzlich rechtlich und technisch gesichert ist, dass
die Daten anonym bleiben und sofort spurenlos und ohne die Moglichkeit, einen
Personenbezug herzustellen, geloscht werden. Demgegeniiber kommt es zu
einem Eingriff in das Grundrecht, wenn ein erfasstes Kennzeichen im Speicher
festgehalten wird und gegebenenfalls Grundlage weiterer Maflnahmen werden
kann.”

159

(e |


https://doi.org/10.5771/9783845290843-109
https://www.nomos-elibrary.de/agb

C. The function of the principle of purpose limitation in light of Article 8 ECFR

which justifies the protection of the basic right to informational self-deter-
mination.”37

In other cases, such as of “Dragnet Investigation™ (Rasterfahndung), in
order to determine an infringement, the Court had also referred to the
state’s intended purpose and the fact that the data treatment would provide
a basis for further measures.

In this case from 2006, the claimant contested judicial decisions in relation to
police orders of the so-called “Rasterfahndung” (dragnet investigation). The
dragnet investigation is a special tracing method based on data processing for
wanted people whereby the data of a large number of people are checked
against existing data in a database. There are two types of laws that permit the
use of this tracing method in Germany. Firstly, § 98 StPO permits the Dragnet
investigation for criminal proceedings. Secondly, Police Law permits it in or-
der to prevent the commitment of crimes. Originally, most of these provisions
required an existing danger to the security of the State or for life, health or
freedom of a natural person and referred to certain types of data that could be
collected and processed. Most of the States (Lénder) in Germany changed
these requirements as they abandoned the need to use the criteria of “existent”
or of “existent danger” entirely. After the terrorist attacks carried out on 11%
of September 2001, the States within Germany organized together, with the
Federal Bureau of Investigation a German-wide dragnet investigation. The
“Internal Security team”, defined national-wide criteria in order to discover
potential Islamistic terrorists. The State demanded from universities, registra-
tion of addresses offices and the central register of foreigners, data relating to
the following: whether the person was male, those aged between 18 to 40,
whether or not he was a student or former student, whether or not he was
from the Islamic religion, his country of birth or nationality of states with
mainly Islamic population. These data were collected on a State level and
were then transferred to the Federal Bureau of Investigation where it was
stored in a network file named “Schléfer” (sleeper).?’® The State of Nor-
drhein-Westfalen authorized, via its own law, the collection and processing
not only of certain types of data but also ‘other data which are necessary for
the concrete case’. It collected approximately 5.2 million data sets fitting to
several pre-criteria defined by its public agencies. These data were then auto-
matically checked against the criteria defined by the working group “Internal

375

376

160

See BVerfG, ibid, cip. 69: “Darauf vor allem ist die Malnahme gerichtet, wenn
das Kraftfahrzeugkennzeichen im Fahndungsbestand aufgefunden wird (sogenan-
nter Trefferfall). Ab diesem Zeitpunkt steht das erfasste Kennzeichen zur
Auswertung durch Staatliche Stellen zur Verfiigung und es beginnt die spezifis-
che Personlichkeitsgefdhrdung fiir Verhaltensfreiheit und Privatheit, die den
Schutz des Grundrechts auf informationelle Selbstbestimmung auslost.”

See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 7 to
12.
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Security” with the result of around 11.000 data sets (the persons concerned
were, afterwards, informed about the collection and treatment of their data);
the rest was deleted. More than 1,000 of these data sets transferred to the Fed-
eral Bureau of Investigation did not fit the requirements of the judicial order,
either because the people concerned were female or Christians. Consequently,
these data sets were deleted, and the rest were transferred to the competent
police station, which manually checked the personal identity of the individu-
als concerned. The remaining 816 cases were sent back to the Federal Bureau
of Investigation who started further investigations into 72 cases.?’” In conclu-
sion, German-wide data of 200,000 to 300,000 people were temporarily
stored. None of the further investigations revealed “sleepers” or led to prose-
cutions of any individuals.3’® The claimant in the particular case fit several of
the criteria defined by the working group “Internal Security” as he was born
in 1978, of Moroccan nationality and Islamic faith. While the judicial orders
that he contested by the constitutional complaint came into force, he studied
at the University Duisburg in Germany.3”°

In this case the German Constitutional Court firstly considered whether
“the information about each of the single data (concerned) provides, in
combination with other data, a separate insight into the personality” and
then held it as essential “to determine whether the state interest, with re-
spect to the overarching context and with respect to the purpose of surveil-
lance and usage, for the data concerned is so particular that it qualitatively
affects a person’s fundamental right.”380 The Court came to the conclusion
that “the combination of the data in question — name, address, day and
date of birth — combined with other data such as (...) nationality, religion
or field of studies can and shall provide information about personal con-
ducts and, by these means, suspicious facts and especially — how it is stat-
ed within (.../the law offended by the claimant) — about ‘danger-increas-
ing characteristics of this person’.”38! Similar, in the before-mentioned
case of “Retrieval of Bank Account Master Data”, the Court examined

377 See BVerfG, ibid., cip. 22 to 27.

378 See BVerfG, ibid., cip. 12 and 13.

379 See BVerfG, ibid., cip. 29.

380 See BVerfG, ibid., cip. 67 and 69: “Maligeblich ist, ob sich bei einer Gesamtbe-
trachtung mit Blick auf den durch den Uberwachungs- und Verwendungszweck
bestimmten Zusammenhang das behdrdliche Interesse an den betroffenen Daten
bereits derart verdichtet, dass ein Betroffensein in einer einen Grundrechtseingriff
auslosenden Qualitdt zu bejahen ist.”

381 See BVerfG, ibid., cip. 67: “Die Kombination der (ausdriicklich in § 31 Abs.2
PolG NW 1990) benannten Daten - Name, Anschrift, Tag und Ort der Geburt -
mit anderen, etwa, (wie im vorliegenden Fall,) der Staatsangehorigkeit, der Reli-
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whether the collection and processing of the claimant’s personal data pro-
vided an insight into his personality and why the state’s interest in it be-
came so specific that it ‘qualitatively affected his fundamental right’:
“Corresponding to the current customs, most of the payments (...) are pro-
cessed via banking accounts. If information about the content of the ac-
counts of one person is collected for a common purpose, this collection
provides an insight into the economic situation and the social contacts of
the person concerned, given that these (.../social contacts) consist of a fi-
nancial dimension. Some of the account data could also allow for further
conclusions about the conduct of the person concerned. The state investi-
gations (...) based on the provisions of those offended can prepare mea-
sures, which can essentially concern the individual’s interests and would
have not been possible without the knowledge retrieved.”382

The considerations described made it apparent that the criteria de-
veloped by the German Court in order to determine whether a state act of
data treatment infringes the individual’s right to informational self-deter-
mination are not clear. At least, there appear to be four requirements: First,
the data treatment must provide an insight into the personality of the indi-
vidual concerned. This is the case if the data reveal, for example, the per-
son’s personal conducts, economic situation or social contacts. Second, the
Court considers not only the enforced revelation of data by the State, but
also the factual treatment of data such as by secret or public observa-

gionszugehorigkeit oder der Studienfachrichtung, kann und soll Aufschluss tiber
Verhaltensweisen und damit Verdachtsmomente und insbesondere (- wie es in
§31 Abs.1 PolG NRW 2003 nunmehr ausdriicklich heifit -) iiber "gefahren-
verstirkende Eigenschaften dieser Personen" ermdglichen.”

382 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 68 and 69: “Nach den gegenwirtigen Gepflogenheiten werden die
meisten Zahlungsvorgénge, die iiber Bargeschifte des tdglichen Lebens hinaus-
gehen, liber Konten abgewickelt. Werden Informationen {iiber die Inhalte der
Konten einer bestimmten Person gezielt zusammengetragen, ermdglicht dies
einen Einblick in die Vermdgensverhiltnisse und die sozialen Kontakte des Be-
troffenen, soweit diese - etwa durch Mitgliedsbeitrdge oder Unterhaltsleistungen -
eine finanzielle Dimension aufweisen. Manche Konteninhaltsdaten, etwa die
Hohe von Zahlungen im Rahmen verbrauchsabhéngiger Dauerschuldverhéltnisse,
konnen auch weitere Riickschliisse auf das Verhalten des Betroffenen
ermoglichen. Die auf der Grundlage der hier angegriffenen Normen erfolgenden
behordlichen Ermittlungen tiber Kontostammdaten konnen anschlieende
MaBnahmen vorbereiten, die ohne die erlangten Kenntnisse nicht moglich wiren
und die die Belange der Betroffenen erheblich beriihren kénnen.”
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tions.38 Third, the Court requires that there must be an intention or a pur-
pose behind the collection of data when it refers to the ‘intended goal’ or
‘state interest, with respect to the overarching context and with respect to
the purpose’. The collection of data by coincidence without further inter-
ests of usage, does not infringe the right to informational self-determina-
tion.3%* Finally, the Court does not consider each act of data treatment in-
tended by the state as an infringement. An infringement will occur only if
it either constitutes a ‘specific danger for the freedom of action and of be-
ing private’; or if it ‘qualitatively affects a person’s fundamental right’ or
if it can ‘essentially concern the individual’s interests’.

Indeed, it remains unclear in what way these last criteria relate to each
other and what they actually mean. For example, does the term ‘specific
danger for the freedom of action and of being private’ only require the da-
ta to be stored for the purpose of providing the basis for potential further
measures, or must these measures be specific? Does the term “particularity
of the state interest qualitatively affecting a fundamental right” mean that
there must be a specific threat for another fundamental right, be it a specif-
ic right to privacy, freedom or equality or is any type of unspecific threat
sufficient? Finally, does the term ‘individual’s interests’ cover more as-
pects than a fundamental right?

One thought seems at least to be clear. The Court considers the accumu-
lation of data related to the same person, as well as the retrieval of infor-
mation through combining data, as different types of one infringement. In
contrast, the Court considers subsequent measures, which are based on an
infringement as previously described, as a separate infringement. For ex-
ample, if license plates recorded are combined with further data, such as
the type of car etc., this means that there has been an extension of the in-
fringement of the right to informational self-determination. If these differ-
ent types of data are combined and processed retrieving further informa-
tion regarding, for instance, the driver, the court considers this a deepening
of the infringement. In contrast, if this gathered information leads to the
result that the police stops the car in order to, for example, check the driv-
er’s license, this is seen as a separate infringement.38

383 See Bechler, Informational Harm by Intransparent Treatment of Personal Data,
pp. 581.

384 Cf. Bechler, ibid., pp. 60 ff.

385 See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 74.
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e) Purpose specification as the essential link for legal evaluation

Last but not least, these considerations lead to another important aspect of
the object and concept of protection of the right to informational self-de-
termination: The relevant moment for the legal evaluation, in particular, of
whether the principle of purpose limitation is met or not.

aa) In the public sector: Interplay between the three principles clarity of
law, proportionality, and purpose limitation

The relevant moment regarding the legal evaluation becomes particularly
apparent with respect to infringements by the State. The German Constitu-
tional Court combines the principle of clarity of law, the principle of pro-
portionality and the principle of purpose limitation essentially resulting in
the requirement that all future acts of usage of personal data must be pre-
determined when it is collected.

(1) Principles of clarity of law and purpose limitation referring to the
moment when data is collected

This requirement already becomes apparent in the Court’s first “Decision
on Population Census”. With respect to individualized data, i.e. data
which is not anonymized, the Court stated:

“An obligation for the provision of personal data requires that the legislator
precisely and specifically determines in certain areas the purpose of usage and
should ensure that the information is suitable and necessary for achieving this
purpose. The collection ahead of non-anonymized data for an undetermined
or not yet determinable purpose is disproportionate with this (requirement).
All (public) agencies collecting personal data in order to perform their tasks
are restrained to the minimum which is necessary for achieving their given
goals. The usage of the data is restricted to the purpose provided for by the
provision. In the light of the dangers of automated data processing, it is neces-
sary to establish protection, by means of transfer and usage bans, against the
misuse of data for other purposes other than originally determined. Obliga-
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tions to clarify and to inform those about the data processing and to delete the
data are essential measures for procedural protection.”386

Indeed, the Court does not forbid the State to collect data in advance for
non-pre-determined purposes if the State only processes anonymized data
for statistical purposes. However, the Court limits this broader range of ac-
tion through other procedural restrictions and specifies the general objec-
tive aim of these requirements as: “Clearly defined requirements for the
processing of data are necessary in order to guarantee that the individual
does not become, under the conditions of automated collection and pro-
cessing of his or her personal data, a mere object of information.”387
Consistent with these requirements, the Court handed down its reason-
ing in the case of “License Plate Recognition”. In this case, the Court
stressed again that the moment personal, non-anonymized data is collect-
ed, is the cardinal point for the question of whether or not later acts of data
processing is constitutionally legitimate or not: “The concrete require-
ments for the pre-determined clarification of the authorizing provision de-
pend on the type and intensity of the infringement. Hence, the authorizing
provision must especially pre-determine whether it allows serious in-
fringements. If it does not exclude such (serious) infringements in a suffi-
ciently clear manner, the provision has to also meet the legal requirements

386 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 179 and 180: “Ein Zwang zur Angabe per-
sonenbezogener Daten setzt voraus, dal der Gesetzgeber den Verwendungszweck
bereichsspezifisch und prézise bestimmt und dafl die Angaben fiir diesen Zweck
geeignet und erforderlich sind. Damit wére die Sammlung nicht anonymisierter
Daten auf Vorrat zu unbestimmten oder noch nicht bestimmbaren Zwecken nicht
zu vereinbaren. Auch werden sich alle Stellen, die zur Erfiillung ihrer Aufgaben
personenbezogene Daten sammeln, auf das zum Erreichen des angegebenen
Zieles erforderliche Minimum beschrianken miissen. Die Verwendung der Daten
ist auf den gesetzlich bestimmten Zweck begrenzt. Schon angesichts der
Gefahren der automatischen Datenverarbeitung ist ein - amtshilfefester - Schutz
gegen Zweckentfremdung durch Weitergabeverbote und Verwertungsverbote er-
forderlich. Als weitere verfahrensrechtliche Schutzvorkehrungen sind
Aufklarungspflichten, Auskunftspflichten und Loschungspflichten wesentlich.”

387 See BVerfG, ibid., cip. 167: “Es miissen klar definierte Verarbeitungsvorausset-
zungen geschaffen werden, die sicherstellen, da3 der Einzelne unter den Bedin-
gungen einer automatischen Erhebung und Verarbeitung der seine Person betref-
fenden Angaben nicht zum bloBen Informationsobjekt wird.”
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which apply to these (serious) infringements.”388 In the case of “Data Re-
tention”, the Court provided its reasoning on the function of such require-
ment.

In this case, the German Court had to decide on the validity of the German
provisions transposing the European Data Retention Directive into German
law — before the High Court of Ireland referred the homonymous case to the
European Court of Justice.3¥® According to Article 1 of that directive, Mem-
ber States were hold to oblige network and service providers to retain data for
“the purpose of the investigation, detection, and prosecution of serious crime,
as defined by each Member State in its national law.” The directive should ap-
ply to traffic and location data but not to the content of electronic communi-
cations, Article 1 section 2 of the Data Retention Directive. Pursuant to its
Article 4, Member States should “adopt measures to ensure that data retained
in accordance with this Directive are provided only to competent national au-
thorities in specific cases and in accordance with national law. The procedure
to be followed and the conditions to be fulfilled in order to gain access to re-
tained data (...) shall be defined by each Member State”. While Article 6 of
the directive required the duration of the data being retained between six
months up to two years, its Article 7 regulated certain data protection and se-
curity measures. In contrast to the Irish Court, the German Constitutional
Court did not stay its proceedings in order to let prove the validity of the di-
rective according to the European Charter of Fundamental Rights by the
European Court of Justice but decided the case, autonomously, on the grounds
of the German Basic Law. The German Court argued it could autonomously
decide the case because the Data Retention Directive left enough room for the
national legislator in order to implement it in accordance with German basic
rights.3% In its opinion, the German Basic Law did not prohibit per se the
transposition of the Data Retention Directive into German law so that the ‘pri-

388

389

390

166

See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 95: “Die konkreten Anforderungen an die Bestimmtheit
und Klarheit der Erméchtigung richten sich nach der Art und Schwere des Ein-
griffs (...). Die Eingriffsgrundlage muss darum erkennen lassen, ob auch schwer-
wiegende Eingriffe zugelassen werden sollen. Wird die Moglichkeit derartiger
Eingriffe nicht hinreichend deutlich ausgeschlossen, so muss die Erméchtigung
die besonderen Bestimmtheitsanforderungen wahren, die bei solchen Eingriffen
zu stellen sind (...).”

See beneath, under point C. L. 3. ¢) aa) (2) (b) Protection against collection, stor-
age, and subsequent risk of abuse, the homonymous case of “Digital Rights vs.
Ireland”, decided by the ECJ in 2014, ECJ C-293/12 and C-594/12.

See BVerfG, 2nd March 2010, 1 BvR 256/08, 1 BvR 263/08, and 1 BvR 586/08
(Data Retention), cip. 186, discussed above under point C. I. 2. d) aa) (1) Princi-
ples of clarity of law and purpose limitation referring to the moment when data is
collected.
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macy of application’ of European fundamental rights did not become rele-
vant.>!

At first, the German Constitutional Court clarified the retention of the data
by providers as a direct state interference because the providers pursued
public purposes only, and there was no room left to make their own deci-
sions. Furthermore, albeit other laws should provide pre-conditions for a
concrete request of data by the state authorities, it already considered the
provisions regarding the transfer as an infringement because these provi-
sions already listed the general purposes for the later use of data. Conse-
quently, these provisions released the providers from their duty of confi-
dentiality.3%2 However, regarding the later usage of the data that was col-
lected, i.e. its treatment by Intelligent Services that provide their results to
state authorities, the Court clarified that “the constitutional limits of these
authorities using the data must not be undermined by a wider authorization
for the preceding usage (by the Intelligence Services).”3?3 Thus, the flux
of data and the retrieval of information are principally bound to the consti-
tutional evaluation the moment it is first collected and stored.

(2) The proportionality test also takes the use of data at a later stage into
account

In relation to the test of proportionality of the legal provisions that autho-
rize the collection of personal data, the Constitutional Court takes several
criteria into account: First, who and how many individuals are concerned;
second, under which circumstances the data is collected, e.g. whether the
individuals gave a reason or not or whether the data collection occurs se-
cretly or open; and third, the intensity of the infringement.3** With regard
to the last aspect, i.e. the intensity of the infringement, the Court considers
the essential criteria as: first, how relevant the information is for the per-

391 See BVerfG, ibid., cip. 187.

392 See BVerfG, ibid., cip. 192 to 194.

393 See BVerfG, 2nd March 2010, 1 BvR 256/08, 1 BvR 263/08, and 1 BvR 586/08
(Data Retention), cip. 233: “(Dies ist erst moglich durch Folgemalnahmen der
fiir die Gefahrenabwehr zustindigen Behorden,) deren verfassungsrechtliche Be-
grenzungen bei der Datenverwendung nicht durch weitergehende Verwendungs-
befugnisse im Vorfeld unterlaufen werden diirfen.”

394 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 192.
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sonality of the individuals, in particular, if it is combined with further data;
and second, whether or not the individuals could expect that the data about
them would be treated in a certain way.3%’ In this last respect, the intensity
of an infringement is particularly high if it interferes with the expectation
of privacy in the home or regarding the use of telecommunications.3%¢ In
contrast, an infringement in relation to an individual’s conduct within the
public is less intensive.3?7 The possibilities of later usage of the data also
play an essential role.3*® Consequently, the Court takes the disadvantages
caused by the later usage for the individual into account. In doing so, the
Court considers not only real disadvantages but also potential disadvan-
tages that the individuals have reasonably to fear in order to determine the
intensity of the infringement. The Court justifies the first aspect, i.e. real
disadvantages, by considering that the state treatment of data related to un-
suspicious individuals leads to their risk of being an object of state investi-
gations, which adds to their general risk of being unreasonably suspect-
ed.3? Tt also indirectly increases the risk of being stigmatized in daily or
professional life, in particular, if the treatment of data refers to criteria,
such as religion or ethnic origin, listed in Article 3 of the German Basic
Law, which guarantees the freedom of equality.*?° The Court also takes in-
to account whether or not the individual is able to defend him or herself
against the current or following state measures.*?! With respect to the sec-
ond aspect, i.e. potential disadvantages, the Constitutional Court stresses
that the individual’s fear of being surveyed can lead, in advance, to a bias
in communication and to adaptations of personal conduct. These chilling
effects concern not only the individual but also communication in society

395 See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 92
and 93.

396 See BVerfG, ibid., cip. 93.

397 See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. §3.

398 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 109; cf. also BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BVvR
1254/07 (License Plate Recognition), cip. 82.

399 See BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation),
cip. 227; BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip.
103.

400 See BVerfG, 4th of April 2006, 1 BVvR 518/02 (Dragnet Investigation), cip. 106.

401 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 111.
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as a whole.*92 Comparably, it takes into account the ‘diffuse threat’ for the
individual. This threat results from the fact that the individuals know that
the State has some information about them but do not know the precise in-
formation it has and what it will do with it.403

However, if the State meets certain requirements, the treatment of data
can nevertheless be proportionate. In the decision of “Data Retention”, the
Court precisely elaborated on the procedural measures coming into ac-
count in order to meet the principle of proportionality. The Court stressed
that this can be, in particular, the case, if the authorizing law provides suf-
ficiently clear rules, beside the extent and purpose of the data processing,
on the security, transparency, and sanctions of the treatment of the data it-
self.404 With respect to the first point, data security requirements, the
Court was of the opinion that the retention required an especially high
standard of data security, because the collected data attracted, in light of
its multifunctional informative value, the attention of many different
stakeholders. Given that these stakeholders are private entities, they have
little incentive to maintain a high level of data security. In order to main-
tain a particularly high standard of data security, for example, the follow-
ing issues come into question: the systemic separation of the data, its en-
cryption, a secure access control, and an irreversible documentation.40
Regarding the transparency of the data retention, the Court stressed, at
first, that “the legislator must tackle the diffuse threat, which results from
the data storage, by effective transparency rules. These serve to diminish
the unspecific threat resulting from the lack of knowledge about the real
relevance of the data, to counter unsettling speculations, and to enable the
individuals concerned to question these measures in a public discourse.
Furthermore, these requirements result from the principle of effective judi-
cial relieve, pursuant to Art. 10 sect. 1 GG in combination with Art. 19
sect. 4 GG. Without corresponding knowledge, the individuals concerned
can neither claim against an illicit usage of data by the authorities nor for

402 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 207; BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping
Operation), cip. 230.

403 See BVerfG, 2nd March 2010, 1 BvR 256/08, 1 BvR 263/08, and 1 BvR 586/08
(Data Retention), cip. 241.

404 See BVerfG, ibid., cip. 220.

405 See BVerfG, ibid., cip. 222 and 224.
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their rights to deletion, rectification or compensation.”% Finally, the
Court stressed the importance of effective sanctions in order to meet the
principle of proportionality as “if even severe infringements of the privacy
of telecommunications were not sanctioned, with the result that the protec-
tion of the personality right specified in Art. 10 sect. 1 GG became stunted
in light of its immaterial nature, this would contradict the state duty to en-
able the individual developing his or her personality and to protect him
against dangers for his or her personality caused by third parties. This
might be in particular the case if illicitly retrieved data could be freely
used or an illicit usage of data remained without compensation, serving
the satisfaction of the individual concerned, because there is no material
damage.”407
In the most recent case of “Federal Criminal Police Office Act” (Bun-
deskriminalamtgesetz), the Constitutional Court consolidated its previous
decisions, and highlighted another aspect being relevant for meeting the
principle of proportionality.
In this case, several individuals, such as politicians, lawyers, psychologists

and journalists lodged a constitutional complaint against the law for the pre-
vention of dangers of international terrorism through the Federal Criminal Po-

406 See BVerfG, ibid., cip. 241: “Der Gesetzgeber muss die diffuse Bedrohlichkeit,
die die Datenspeicherung hierdurch erhalten kann, durch wirksame Transparen-
zregeln auffangen. (...) Sie haben zum einen die Aufgabe, eine sich aus dem
Nichtwissen um die tatséchliche Relevanz der Daten ergebende Bedrohlichkeit
zu mindern, verunsichernde Spekulationen entgegenzuwirken und den Betroffe-
nen die Moglichkeit zu schaffen, solche Mafinahmen in die 6ffentliche Diskus-
sion zu stellen. Zum anderen sind solche Anforderungen auch aus dem Gebot des
effektiven Rechtsschutzes gemdBl Art. 10. Abs. 1 GG in Verbindung mit Art. 19
Abs. 4 GG herzuleiten. Ohne Kenntnis konnen die Betroffenen weder eine Un-
rechtméBigkeit der behordlichen Datenverwendung noch etwaige Rechte auf
Loschung, Berichtigung oder Genugtuung geltend machen.”

407 See BVerfG, ibid., cip. 252: “Wiirden auch schwere Verletzungen des Telekom-
munikationsgeheimnisses im Ergebnis sanktionslos bleiben mit der Folge, dass
der Schutz des Personlichkeitsrechts, auch soweit er in Art. 10 Abs. 1 GG eine
spezielle Auspriagung gefunden hat, angesichts der immateriellen Natur dieses
Rechts verkiimmern wiirde (...), widerspriche dies der Verpflichtung der
staatlichen Gewalt, dem Einzelnen die Entfaltung seiner Personlichkeit zu
ermoglichen (...) und ihn vor Personlichkeitsgefdhrdungen durch Dritte zu
schiitzen (...). Dies kann insbesondere der Fall sein, wenn unberechtigt
gewonnene Daten weitgehend ungehindert verwendet werden diirften oder eine
unberechtigte Verwendung der Daten mangels materiellen Schadens regelmaflig
ohne einen der Genugtuung der Betroffenen dienenden Ausgleich bliebe.”
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lice Office (Gesetz zur Abwehr von Gefahren des internationalen Terrorismus
durch das Bundeskriminalamt). This law authorizes, amongst others, secret
measures carried out by the German Federal Criminal Police Office, such as
long-term observations, acoustic and optical surveillance of the home, online
investigations, and surveillance of telecommunications as well as the later use
of the data for other purposes than for that it was originally collected.**® The
claimants argued that this law would infringe their basic right to inviolability
of the home, Art 13 GG, right to privacy of correspondence, posts and
telecommunication of Article 10 GG, and their rights to the confidentiality
and integrity of information technological systems informational as well as to
informational self-determination, both provided for by Article 2 sect. 1 in
combination with Article 1 sect. 1 GG. They justified their claim because they
could get, in light of their human rights-related activities, in contact with indi-
viduals whom the law considers, pursuant to its broad provisions, as interna-
tional terrorists and therefore could be also concerned by the surveillance
measures.*??

In this case, the Court stressed, beside the requirements mentioned previ-
ously, the importance of supervisory authorities to control the treatment of
data, and reporting duties before the parliament and the public. The partic-
ularity of these additional requirements results, in the Court’s opinion,
from the fact that the measures foreseen in the law are usually taken in se-
cret and, though, the individuals concerned cannot defend themselves.410

bb) In the private sector: The contract as an essential link for legal
evaluation

The concept of protection of the right to informational self-determination
in relation to the private sector is similar to the approach described with
respect to the public sector. In the private sector, from the Court’s point of
view, “the contract is the essential instrument in order to develop free and
self-responsible actions in relation to third parties.”*!! Taking the contract
into the center of the execution of the right to informational self-determi-
nation, the Court declares, in comparison to the public sector, that the es-

408 See BVerfG, 20th of April 2016, 1 BvR 966/09 and 1 BvR 1140/09 (Federal Bu-
reau of Investigation Law), cip. 1 to 5.

409 See BVerfG, ibid., cip. 79 to 84.

410 See BVerfG, ibid., cip. 140 to 143.

411 See BVerfG, 23" of October 2006, 1 BvR 2027/02 (Release of Confidentiality),
cip. 34: “Der Vertrag ist das maBgebliche Instrument zur Verwirklichung freien
und eigenverantwortlichen Handelns in Beziehung zu anderen.”
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sential determining point is the moment that a contract has been conclud-
ed. This means, since the conclusion of the contract usually precedes the
collection of data, the essentially moment for legal evaluation is thus, be-
fore the data is collected.

However, it recognized that the conclusion of the contract is not the on-
ly possible moment for evaluating the treatment of data at a later stage.
With respect to the release of confidential information, the Court weighed
the effects of the release of confidential information about the individual
concerned against the equally important interest of the insurance company
to receive the information.#!2 Balancing the opposing constitutional pos-
itions, the Court also considered that the point after the contract had been
concluded was also relevant in respect of evaluating the legal relevance of
the later treatment of data. In the Court’s opinion, such moments would
have been possible by using alternative or supplementary mechanisms as:
First, by means of specific releases of confidentiality for the particular re-
quest, referring to the specific institutions involved; second, by an infor-
mation mechanism which enables the policy holder to object to the re-
trieval of data intended; third, by a mechanism where the institution in-
volved does not provide the information about the policy holder directly to
the insurance company but, before, to the policy holder who can then de-
cide to add information and forward it to the insurance company or not,
with the possible result that it looses the insurance claim.*!3

f) Interim conclusion: Conceptual link between ‘privacy’ and ‘data
processing’

In conclusion, the concept of protection of the German right to informa-
tional self-determination establishes an autonomous substantial guarantee
providing the individual a right to ‘basically determine by him or herself
the disclosure and later usage of ‘his or her’ data’. This concept leads to
several problematic aspects of protection:

First, the concept leads to a rather broad scope of protection of the basic
right. The broad scope results in the situation that each treatment of per-
sonal data must be justified. If the State treats personal data, this basically

412 See BVerfG, ibid., cip. 43, 45 to 48 as well as 50 and 51.
413 See BVerfG, ibid., cip. 59 and 60.
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constitutes an infringement of the basic right and consequently must be
justified by a parliamentary law.*!4 Given that such a right shall not be an
absolute right but rather be considered with regard to its function in soci-
ety as a whole, the German Constitutional Court seeks to restrain the
broadness of its scope in two ways. First, by determining what acts actual-
ly infringe the scope of protection. Second, when using a balancing exer-
cise, by taking the intensity of the infringement into account. In the public
sector, the essential moment for this examination is at the point of collec-
tion.#!13 In the private sector, a private party’s treatment of data related to
an individual does not infringe his or her basic right, but can harm this ba-
sic right. Because of the protection function of the basic right, the State
has to provide for protection instruments that enable the individual to ef-
fectively protect him or herself. A main protection instrument is the pri-
vate contract. The broad scope principally leads, also in the private sector,
to the situation that an individual can ‘basically determine by him or her-
self the disclosure and later usage of ‘his or her’ data’. However, in the
private sector, the moment of legal evaluation of the data processing does
not have only to be when the data is first collected, but also at later stages,
depending on the specific contractual arrangement in question.

This leads to the second problematic aspect of the concept of protec-
tion: that the specification of the purpose, which serves as an essential link
for determining the legal relevance of the treatment of data, mainly refers
to the moment of collection. Critics give two reasons for this approach:
The first reason is, here again, that the concept of protection provides for
an individual’s right to control over the collection and usage of ‘his or her’
data; such a control right naturally begins with the data collection. The
second reason is that the concept of protection actually implies a central-
ized and linear environment where the data processing takes place. Critics
consider this as problematic because the requirement of purpose specifica-
tion should rather be considered, in light of the de-centralized and non-lin-
ear environment today, as a regulation instrument serving to structure the

414 See Harting, Purpose limitation and change of purpose in data protection law, p.
3284.

415 See Hoffmann-Riem, Protection of the Confidentiality and Integrity of Informa-
tion Technological Systems, p. 1014.
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non-linear processes regarding the data treatment.*!® Thus, the require-
ment of purpose specification should not focus on the moment that person-
al data is collected, as this results in the situation that all possible future
purposes must be pre-determined the moment it is collected. Rather, it
should refer to the specific data processing and usage of information, irre-
spective of the moment it occurs.

3. Different approach of Article 7 and 8 ECFR with respect to Article 8
ECHR

The challenges described with respect to the concept of protection of the
German right to informational self-determination raise the question of how
they might be avoided. The German Constitutional Court has developed
the concept of protection of the right to informational self-determination
over decades, starting in a time of non-linear environments. This makes it
difficult for private data controllers to apply, in particular today, the re-
quirements surrounding the principle of purpose limitation in innovative
non-linear environments. The previous insights thus constitute a great op-
portunity for elaborating on the object and concept of protection of the
new fundamental right to data protection under 8 ECFR. The object and
concept of protection of this right, in particular, with respect to the funda-
mental right to private life in Article 7 ECFR is still not sufficiently
clear.47 1t is therefore a not only demanding but even more so promising
task to elaborate on Article 8 ECFR as a fundamental right that fits the
needs in non-linear environments.

416 See Albers, Treatment of Personal Information and Data, cip. 121 to 123; high-
lighting the current change of the computational systems and environments com-
pared to the times of the first “Decision on Population Census” in 1983, Hoff-
mann-Riem, Protection of the Confidentiality and Integrity of Information Tech-
nological Systems, pp. 1009 and 1010.

417 See, instead of many, Schneider, Status of and Perspectives for the European Da-
ta Traffic and Data Protection Law, pp. 515 and 516.
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a) Genesis and interplay of both rights

Before the European Charter of Fundamental Rights came into force, the
European Court of Justice referred to the right to private life under Article
8 ECHR when it had to decide on cases in which data protection and/or
privacy played a role. Under normal circumstances, the European Court of
Justice also referred to the constitutional traditions amongst the Member
States in order to develop, on the level of the European Union, the respec-
tive definition of fundamental rights. However, in relation to the definition
of “data protection” there were, and still are, no common principles in the
constitutional traditions. For example, while there is an explicit fundamen-
tal right for data protection in the Netherlands, Finland, Austria, Belgium
and Greece treat it as part of the right of private life. Denmark, Estonia
and Italy frame data protection under the right of communication, and in
Germany, it results from the general personality right.#!8 In light of these
different concepts, the European Court of Justice could not refer to a com-
mon tradition amongst Member States but had to focus on the European
Convention. Today, after the European Charter of Fundamental Rights
came into force, the wording of Article 8 ECHR reappears, almost literal-
ly, in the right to private life under Article 7 ECFR.4!° However, beside
that Article, the European legislator established the right to data protection
under Article 8 ECFR in order to harmonize the different approaches of
data protection amongst the Member States by strengthening the protec-
tion of individuals against the new risks caused by the processing of per-
sonal data. Some critics stress that it is, actually, this new right that en-
ables judicial courts to interpret internal market instruments, such as the
Data Protection Directive in a way that effectively protects the individu-
al’s fundamental rights.*20

418 See Bernsdorff, European Charter of Fundamental Rights, cip. 3; see also De
Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and Luxem-
burg: Constitutionalisation in Action, p. 14; and Lynskey, The Foundations of EU
Data Protection Law, p. 89.

419 See Burgkardt, ibid., p. 343.

420 Cf. De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, pp. 8 and 9; De Hert and Gutwirth,
Privacy, data protection and law enforcement. Opacity of the individual and
transparency of power, p. 81; Tzanou, Data protection as a fundamental right next
to privacy? ‘Reconstructing’ a not so new right, p. 94.
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In light of the above, it is necessary to examine whether, and if so, to
what extent the objects and concepts of protection of Articles 8 and 7
ECFR, as well as of Article 8 ECHR differ to each other. Article 52 sec-
tion 3 ECFR states, in this regard: “in so far as this Charter contains rights
which correspond to rights guaranteed by the Convention for the Protec-
tion of Human Rights and Fundamental Freedoms, the meaning and scope
of those rights shall be the same as those laid down by the said Conven-
tion. This provision shall not prevent Union law providing more extensive
protection.” The explanations of the European Charter of Fundamental
Rights provide further assistance in order to answer the question of
whether or not Articles 7 and/or 8 ECFR correspond to Article 8 ECHR.
Pursuant to the Explanations of the European Charter of Fundamental
Rights, only “the rights guaranteed in Article 7 (ECFR) correspond to
those guaranteed by Article 8 of the ECHR.” In relation to Article 8
ECFR, the Explanations of the European Charter of Fundamental Rights
state that “this Article has been based on (...) Article 8 of the ECHR” (un-
derlining by the author).#?! With respect to further systematic reasons, le-
gal scholars conclude from this wording that Article 8 ECFR does not ex-
actly correspond to Article 8 ECHR, but is interpreted by the European
Court of Justice within the general framework provided for by the Euro-
pean Convention on Human Rights.#?2 Legal scholars stress that the estab-
lishment of the new right to data protection solves several problems that
existed with respect to the protection of personal data under the right to
private life in Article 8 ECHR. For example, the right to access to personal
data and to have it rectified, pursuant to section 2, tackles problems that
remain unanswered by the European Court of Human Rights.*23

However, the precise interplay between the right to data protection un-
der Article 8 ECFR and the right to private life provided for by Article 7
ECFR is heavily debated amongst legal scholars.#?* Eichenhofer and
Gonzalez-Fuster summarize the spectrum of opinions pursuant to three

421 See Explanations of the European Charter of Fundamental Rights, 2007/C
303/02.

422 See Burgkardt, ibid., p. 348 with further references.

423 See De Hert and Gutwirth, Privacy, data protection and law enforcement. Opacity
of the individual and transparency of power, p. 81.

424 See also the unclear interplay between privacy and data protection in the OECD
Guidelines, Tzanou, Data protection as a fundamental right next to privacy? ‘Re-
constructing’ a not so new right, p. 91.
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categories: First, approaches considering both rights either as exclusive or,
second, complementary to each other, or third, understanding one right as
prevailing the other one.*?> The so-called exclusivity approach considers
the right to private life as solely covering aspects of private life, whereas
the right to data protection only protects against risks caused by the pro-
cessing of personal data.*2¢ In contrast, the second approach advocates
that the right to data protection covers a special part of the broader right to
private life and, thus, prevails the right to private life so long as the pro-
cessing of personal data is the matter of the case.*?’ This opinion is sup-
ported by the fact that more recently established secondary law refers to
the right to data protection, only, and not to the right to private life any-
more.*28 Indeed, this approach foresees an exception from the exclusive
attribution of the processing of personal data to the fundamental right to
data protection, if the data processing constitutes a particular risk to the
personality of the individual concerned. For instance, this can be the case
if the processing leads to extensive profiles of the individuals concerned.
In such a case, as an exception, the fundamental right to private life pre-
vails.42?

The third approach finally considers both rights as intersecting with
each other in certain cases. Pursuant to this opinion, both rights may cov-
er, jointly, certain situations while having, each of them, an autonomous
scope of application. On the one hand, the right to private life is wider
than the right to data protection because it protects an individual’s private
life, irrespective of the processing of personal data. On the other hand, the
right to data protection is wider than the right to private life because it also

425 See Eichenhofer, Privacy in the Internet as Protection of Trust, p. 61; Gonzalez-
Fuster, The Emergence of Data Protection as a Fundamental Right of the EU, p.
200; cf. also Lynskey, The Foundations of EU Data Protection Law, pp. 89-130,
regarding the case law provided by the ECtHR with respect to the right to private
life under Art. § ECHR

426 See Eichenhofer, ibid., p. 61, referring to Gonzalez-Fuster, ibid., p. 200, referring,
in turn, to Carlos Ruiz-Miguel, El derecho a la proteccion de los datos personales
en la Carta de Derechos Fundamentales de Union Europea: Analisis critico, p. 8.

427 See Bernsdorff, European Charter of Fundamental Rights, Art. 8 cip. 13; Mehde,
Handbook of European Fundamental Rights, § 21 cip. 13; Eichenhofer, ibid., p.
61, with further references.

428 See Eichenhofer, ibid., p. 61, referring to Gonzalez-Fuster, ibid., pp. 243 ff.

429 See Eichenhofer, ibid., p. 61, referring, amongst others, to Opinion of Advocate
General Cruz Villalon, 12th of December 2013, Case C-293/12 (Digital Rights vs
Ireland), cip. 65.
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protects against risks caused by data processing that do not refer to the in-
dividual’s private life. A certain action can therefore either only conflict
with the right to private life under Article 7 ECFR or with the right to data
protection of Article 8 ECFR, or, simultaneously, with both fundamental
rights.430

b) Concept of Article 8 ECHR: Purpose specification as a mechanism for
determining the scope of application (i.e. the individual’s ‘reasonable
expectation’)

Before analyzing in detail how the European Court of Justice constructs
the interplay of both rights to private life and to data protection under Arti-
cles 7 and 8 ECFR, so far, it is essential to examine the decisions of the
European Court of Human Rights with respect to the right to private life
under Article 8 ECHR. Regarding the European Convention for Human
Rights, data protection falls under the right for private life and family in
Article 8 ECHR. As mentioned before, only Article 7 ECFR corresponds
to Article 8 ECHR, whereas, Article 8 ECFR is only based on it. Further-
more, the right to data protection of Article 8 ECFR explicitly mentions
the requirement of purpose specification, while the right to private life un-
der Article 7 ECFR does not. Therefore, it is helpful to first understand the
function of purpose specification applied by the European Court of Hu-
man Rights with respect to Article 8 ECHR. As a second step, this analy-
sis can further help answer the question about the interplay of Articles 7
and 8 ECFR.

aa) Substantial guarantee of “private life”: Trust in confidentiality and
unbiased behavior

In 1950, when the European Convention on Human Rights was signed,
data protection as such, was not publically discussed. Therefore, beside

430 See, for example, De Hert and Gutwirth, Data Protection in the Case Law of
Strasbourg and Luxemburg: Constitutionalisation in Action, p. 6; Kokott and
Sobotta, The distinction between privacy and data protection in the jurisprudence
of the CJEU and the ECtHR; Albers, Treatment of Personal Information and Da-
ta, cip. 43; Eichenhofer, ibid., p. 61, with further references.
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LRI

the terms “private and family life”, “correspondences”, and the “home”,
data protection is not explicitly set out or conceptualized in the text of the
convention. Nevertheless, the scope of application of Article 8 ECHR is
considered to be broad enough to cover the recent technical and social de-
velopment of data processing and accordingly, is interpreted by the Euro-
pean Court of Human Rights. In doing so, the Court does not always clari-
fy whether it considers the processing of personal data as falling under
“correspondences” or “private life”.#3! In any case, with respect to the
term “private life”, the Court has developed its definition through case
law, instead of providing for a common definition that is generally appli-
cable to all types of cases.*32 This approach has meant that there is now a
fairly ambiguous and wide scope of application of Article 8 ECHR that
appears to repel several particular risks for its substantial guarantee(s).*33

In the case of “Gillan and Quinton vs. The United Kingdom”, the Euro-
pean Court of Human Rights summarized, for example, several guaran-
tees, which it has elaborated on the term “private life”, and clarified that
“(...) the concept of ‘private life’ is a broad term not susceptible to ex-
haustive definition. It covers the physical and psychological integrity of a
person. The notion of personal autonomy is an important principle under-
lying the interpretation of its guarantees (...). The Article also protects a
right to identity and personal development, and the right to establish rela-
tionships with other human beings and the outside world. It may include
activities of a professional or business nature. There is, therefore, a zone
of interaction of an individual with others, even in a public context, which
may fall within the scope of ‘private life’.”434

431 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 18; Burgkardt, ibid., pp. 247 with
further references.

432 See Matscher, Methods of Interpretation of the Convention, pp. 63/64, with re-
spect to the method of interpretation of the European Court of Human Rights, in
general.

433 See, instead of many, Schweizer, European Convention and Data Protection, p.
464; Eichenhofer, Privacy in the Internet as Protection of Trust, p. 58, with fur-
ther references; regarding the fact that not all data processing falls under the
scope of protection, see De Hert and Gutwirth, Privacy, data protection and law
enforcement. Opacity of the individual and transparency of power, pp. 80 and 81.

434 See ECtHR, Case of Gillan and Quinton v. The United Kingdom from 12 January
2010 (application no. 4158/05), cip. 61.
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Indeed, it is a difficult task to generalize certain rulings of the European
Court of Human Rights because those are based on a case-by-case ap-
proach. Legal scholars, however, stress that the principle of autonomy
plays a significant role in all rulings of the European Court of Human
Rights on the right to private life.*3> From this perspective, the general ob-
jective of the right to private life is to protect the individual’s interest that
certain actions and opinions by him or her remain confidential.*3¢ This as-
pect becomes particularly apparent in a case where the European Court of
Human Rights decided about the treatment of medical data. In this case of
“Z. vs. Finland”, the Court stated that “the protection of personal data, not
least medical data, is of fundamental importance to a person’s enjoyment
of his or her right to respect for private and family life as guaranteed by
Article 8 of the Convention (...). Respecting the confidentiality of health
data is a vital principle in the legal systems of all the Contracting Parties
to the Convention. It is crucial not only to respect the sense of privacy but
also to preserve his or her confidence in the medical profession and in the
health services in general. Without such protection, those in need of medi-
cal assistance may be deterred from revealing such information of a per-
sonal and intimate nature as may be necessary in order to receive appro-
priate treatment and, even, from seeking such assistance, thereby endan-
gering their own health and, in the case of transmissible diseases, that of
the community.”*37 In light of these considerations, Article 8 ECHR pro-
vides individuals with confidence that their privacy is respected in order
for them to act within society on an unbiased basis which is necessary to
protect themselves and the society as a whole.

bb) Criteria established for certain cases: Context of collection, nature of
data, way of usage, and results obtained

In light of such a guarantee, which is relatively broad, but also takes into
account the case-by-case approach, the question is the following: What

435 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 15, with further references to cor-
responding considerations by the ECtHR.

436 See Schweizer, ibid., p. 466.

437 See ECtHR, Case of Z. vs. Finland from 25 February 1997 (application no.
22009/93), cip 95.
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kind of data is precisely protected against which kind of usage? The Euro-
pean Court of Justice, indeed, does not recognize all types of personal data
as being protected.*3® Hence, in order to answer this question, it is neces-
sary to examine in detail the types of cases the European Court of Human
Rights has considered as falling under the scope of application of Article 8
ECHR.

One type of case concerns telecommunication data, which is protected
insofar as participants of telecommunication processes usually expect their
data to be confidential.#3° Therefore, both the content of the communica-
tion, as well as its meta data is protected, for example, phone numbers, as
well as the time and the duration of the call.*40 Beside telecommunication
data, other forms of “correspondences” fall under Article 8 ECHR as, for
instance, letters, documents, and files.**! Another type of case refers to the
term “physical and psychological integrity” of the individual. The Court
elaborated in several cases on what this term means.

In the case of “S. and Marper vs. The United Kingdom”, the European
Court of Human Rights lists, in particular, the following aspects