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Introduction

Since the first UN IGF Summit held in Athens in 2006, the IGF Summit
has functioned as a discussion platform allowing different individuals
and groups of stakeholders to participate in the exchange of information,
sharing of good policies or practices around the surrounding technology,
Internet and related services. Since then the Summit has become a place
of inspiration for people (politicians, scientists, entrepreneurs, social orga-
nisations) who make decisions (including legal and political ones) on
the use of new technologies. It is also a place of exchange of knowledge
and information, including the directions of changes of the Internet and
the increasingly serious threats related to it, not only in terms of cyber
security, but importantly also in terms of fiscal, social, cultural and digital
exclusion aspects.

The digital world operates on different levels. From a very advanced
level, using Artificial Intelligence (Al), through states, organisations at a
medium and low level of digitisation and digital competence, to the level
of the completely excluded. The disparities between actors are very large
and the consequences of this inequality for global governance and security
very serious. The IGF is a place where actors (researchers, non-profit or-
ganisations, politicians, ordinary citizens, the wider Internet community,
entrepreneurs and, from 2020, young people) from all over the world
work together. Different perspectives (technological on the one hand, but
also social or cultural on the other) contribute to a more sustainable
development of the Internet, or at least an attempt at regulations favouring
a democratised Internet governance. It is important to involve representa-
tives of various countries, from those highly digitised, with full access to
Internet resources, to those with lower levels of opportunities or practice,
i.e. to countries where “ordinary” citizens cannot use the benefits of the
Internet (e.g. due to lack of infrastructure and access to the network, or
due to content censorship). Discussions, panels, meetings, etc. allow for
the involvement of all parties, be they developed countries, developing
countries, social organisations or churches, to civil society and the network
society.

The IGF does not adopt resolutions or create any binding treaties. Its
importance lies in its unique ability to facilitate discussions between go-
vernments, intergovernmental organisations, private companies, the tech-
nical community and civil society organisations that are concerned or
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interested in public policy issues related to Internet governance. The IGF
serves as a laboratory, a neutral space where all participants can present
an issue for informed discussion among stakeholders. However, the IGF
is not just about technologies and how they are framed in the context
of the sciences. The IGF is also, and perhaps primarily, about the social
sciences. In fact, from the very beginning it has been a platform for the
exchange of views in this area. It is also of particular importance for legal
studies, which, as a science following the summit, looks at, analyses and
develops some of the concepts that appear there. There is no doubt that
technological space cannot exist without legal space, or in isolation from
it. Various social behaviours, including those “rooted” in the world of new
technologies, form the basis for the functioning of the legal system, which
in turn must determine, among others, the admissibility of certain actions,
or the responsibility associated with them. This is the reason why law and
technology, the Internet and law, cannot exist without each other.

There is no doubt that the study of law in many important branches
has made a considerable contribution. The core disciplines of legal studies,
which are primarily concerned with the development of the law in force,
touch on important issues in a number of serious treatises and discussions,
which after a while become the order of the day for scientific discourse.
Although the main legal disciplines generally function well in analysing
positive law, in the context of the technological changes taking place in
society, there are often areas where scientific analysis has not yet reached,
or has reached only to a small extent. However, this type of analysis is
essential and sometimes of paramount importance. The explanation of
the technological phenomena taking place and the consideration of the
legal framework of the application of the benefits of new technologies
is nowadays an indispensable element of legal science. Civil law, adminis-
trative law or criminal law, as well as individual procedures, need to be
looked at from the point of view of the needs of society, which are often
deeply rooted in various technological solutions. In this respect, however,
scientific analysis is not yet far advanced, nor can it stop developing, just
as new technologies are constantly developing and emerging. There is
therefore a further need to develop the science of law, to pave the way for
the technological solutions that emerge in everyday life, which can and
do have an increasing impact on everyday life. It is therefore necessary to
constantly explore the area of new technologies, to make generalisations
about the social operation of law in this area, to show as far as possible that
the need for research can and does also develop technology.

Thinking about the above, there is no doubt that the IGF Summit
brings new challenges, also for legal studies. In December 2021 Poland is
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hosting the UN IGF Summit 2021. The theme of the summit - Internet
United - is the Internet connecting all its users into one community
responsible for its shape and functioning. During the COVID-19 crisis,
for example, the Internet proved to be helpful in organising human life to
a degree that had not yet been anticipated at the previous IGF Summits.
This confirmed its immense value for all. Society operates in a digital
world and needs both freedom and openness and security within it. These,
in turn, are new problems for legal studies and scientific analysis is needed
in this area. Hence this book, in which scholars from around the world
address the challenges involved.

It is the result of a scientific research project “The Future of the Law of
Internet and New Technologies”, funded by the Polish government, which
we have the honour to lead. The aim of the project is primarily joint
international research indicating the latest trends of necessary legal chan-
ges in the field of Internet governance (primarily from the perspective of
legal sciences) and discussion in various circles on the desired shape of
the legal framework for the Internet and new technologies. We realise
that it is impossible to address all the important issues of the Internet
and new technologies in a single publication. Moreover, we realise that
we can only address selected issues. This is precisely the case with this
publication, where the authors primarily address four areas that link the
Internet and new technologies. These areas are: society, justice system,
sustainable development and privacy. In our opinion, there is no doubt
that there are many more research issues surrounding the law and the
Internet and emerging technology. However, these four outlined areas are
only the basic issues that the authors have addressed in their research.
This was done in an international dimension, where authors from many
countries and five continents were primarily tasked with raising questions
and starting a discussion that could perhaps form the basis for broader
discussions during the UN IGF Summit.

We would like to add that the research carried out falls within the
core objectives of the IGF:- to facilitate understanding and agreement on
international public internet policies and their impacts; - better understan-
ding and agreement on Internet governance and new technologies; - to
strengthen cooperation and collaboration between key organisations and
stakeholders working on various issues related to Internet governance and
technologies; - enhanced capacity to support the sustainability, robustness,
security, stability and growth of the Internet; - strengthened capacity of
all countries, especially developing countries and their stakeholders, to
participate effectively in Internet governance arrangements; - enhanced
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multilingualism and multiculturalism on the Internet; - mapping of multi-
lateral and plurilateral public policy efforts related to the Internet.

The need for discussion in the areas discussed is, in our view, welcome.
Drawing attention to issues that we believe are of significant practical im-
portance, where solutions have not yet been developed to the satisfaction
of all, where a number of controversies arise, is excellent material for scien-
tific analysis, especially in the direction outlined by the social sciences. As
we know, the essence of social sciences is the study of the structure and
function of society, its culture, laws and regularities of development. The
scope of research of social sciences includes, among others, the observation
and analysis of the influence of such factors as the system of legal norms,
political power or technology on the way society functions. From this
perspective, and especially in view of the needs noted by legal studies, a
broader approach to the areas indicated may have important implications
for the further functioning of the Internet society and issues related to its
governance. We therefore invite you to join the discussion.

UN activities as well as the Internet are global in nature. That is why
researchers from many continents, many countries and academic centres
were invited to the “The Future of the Law of Internet and New Technologies”
project. Representing various legal systems together we want to point to
the problems of legal and social space in terms of the future of the Inter-
net. Interestingly, despite the differences in systems and views, scientists
from all over the world pointed quite consistently to the problems of
the Internet, providing interesting material for further not only scientific
discussions and contributions to the work of the UN.

We would also like to point out that our work, although carried out
as part of a single academic project, contains the views of many authors
who do not always agree with each other. However, we consider the fact
that there is pluralism in our team as well an additional value of the
publication, although we must state that each author is responsible for
his/her own views.

Krakéw, Katowice, 06.12.2021 Prof. Dariusz Szostek
Prof- Mariusz Zatucki
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The Future is Digital

Krzysztof Szubert!
WARSZAWA, Poland

1. The IGF and its role in the global digital diplomacy

The Internet Governance Forum (IGF) is a global venue for dialogue on
a wide variety of issues related to digital space and its actors. Organised
annually under the auspices of the United Nations Secretary-General, it
brings together various stakeholders on an equal footing to exchange infor-
mation and share good practices in order to foster the sustainability, secu-
rity, and development of the Internet. Its participants are governments,
intergovernmental organisations, as well as broadly defined communities:
businesses, industry organisations, academia, and civil society.

Over the years, the IGF has identified a wide range of issues to be
addressed by the international community. Through its annual meetings
and intersessional activities, the IGF promotes the debate on regulatory
frameworks, potential risks, and global trends, identifying practices or
schemes that need to be adopted, modified or abandoned.

The Internet Governance Forum does not adopt resolutions or create
any binding treaties. Its strength lies in facilitating discourse and forging
common ground among all the agents involved or interested in Inter-
net governance issues. As French President Emmanuel Macron once put
it, “The wide range of issues covered by digital transformation requires a
coordinated and coherent representation between state actors and non-sta-
te stakeholders at global and regional levels, as well as strong coordination
on the national level1.”? Despite not having a decision-making power, the
IGF informs and inspires those who do. In fact, its mission is to share
policy expertise, discuss emerging technology issues, reach agreement as
far as possible, and escalate these ideas to executive bodies.

The IGF traces its origins back to the 1t World Summit of the Informa-
tion Society, which was held in Geneva in 2003. Internet governance was

1 Co-written by: Grazyna Sleszyriska.
2 Excerpt from the speech by Emmanuel Macron at the Internet Governance Forum
2018 in Paris
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one of the pivotal issues raised. It was found instrumental in achieving
the development goals of the Geneva Plan of Action, but defining Internet
governance and the responsibilities of the stakeholders proved to be com-
plicated. The UN Secretary-General set up a Working Group on Internet
Governance (WGIG) to look into these issues. The resulting report fed into
the 274 World Summit on the Information Society (WSIS-II), which took
place in Tunis in 2005.

The signatories of the Tunis Agenda hammered out the following
definition: Internet governance is the development and application by
governments, the private sector and civil society, in their respective roles,
of shared principles, norms, rules, decision-making procedures, and pro-
grammes that shape the evolution and use of the Internet. To keep up
the momentum, they called on the UN Secretary-General to establish a
multilateral, multi-stakeholder, democratic and transparent platform for
discussions on Internet governance issues. That is how the IGF was born.

I am proud that the next edition will be held in my native Poland
(Katowice, 6-10 December 2021). My country was one of the first to fully
adapt the national legal framework to the provisions of the EU General
data protection regulation (GDPR) of 2016. Poland was also a fervent
supporter of the EU Regulation on the free flow of non-personal data of
2019, in a quest to remove controls on cross-border data transfers and
government restrictions requiring that a country’s data be stored and
processed on national territory. It is from Poland that came the idea of
organising, in cooperation with Estonia, the Tallinn Digital Summit in
2017 that gathered heads of state and government from across Europe. The
same year, Poland took part, for the first time in history, in the G20 Digital
Ministers Meeting, hosted by Germany in Dusseldorf. Such practices make
it impossible to fully tap the potential of the data-driven economy, thus
frustrating economic growth. Entrusting Poland with a mission to organi-
se this year’s IGF plenary meeting underpins our commitment to the cause
of open and universally accessible Internet.

2. The IGF 2021 priorities as stated by the MAG

The IGF is much more than a once-a-year event: it represents a whole-ye-
ar-long process including annual meetings and intersessional activities.
The IGF process is coordinated by the Multistakeholder Advisory Group
(MAG), which sets forth the guidelines for main sessions and where I
had spent two terms of office as a member before taking the honour to co-

14
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chair it this year. The community contributes by proposing and organising
workshops.

A call for issues, launched in the run-up for the IGF 2021 summit in
Katowice, Poland, resulted in over 230 responses. These were examined
and prioritised by the MAG, which eventually fell into two issue baskets,
each containing separate issue areas:

Basket 1: Main Focus Areas (outcome-focused):

- Economic and social inclusion and human rights
— Universal access and meaningful connectivity

Basket 2: Emerging and Cross-cutting Issues (discussion-driven):

- Emerging regulation: market structure, content, data and consu-
mer/users rights regulation

- Environmental sustainability and climate change

— Inclusive IG ecosystems and digital cooperation

- Trust, security, stability

To maximise the impact, we chose to stick with fewer policy issues and
deal with them in depth, making sure that all stakeholders have their say,
and that the conclusions are communicated effectively and strategically. By
taking on the issue-driven approach, we aim to deliver more focused and
structured outcomes, while keeping the IGF open for new and emerging
issues. A rough allocation of time has been proposed for each basket:
60 per cent for the main focus areas and 40 per cent for the emerging
and cross-cutting issues. Of course, this ratio is flexible, depending on the
quality and nature of the topics discussed.

2.1. Main Focus Areas — overview

2.1.1. Economic and soctal inclusion and human rights

Despite all the civilisational progress, social and economic inequalities are
actually on the increase around the globe. While the most urgent are
those existential and life-threatening — such as hunger, extreme poverty, or
compromised access to healthcare and education — we must not neglect
disruptive technologies, as these carry an enormous potential for positive
change. Indeed, they can go a long way towards promoting resilience,

15
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sustainability, and inclusion, and thus towards achieving the full-fledged,
indiscriminate participation in all walks of life. But this sword cuts both
ways: while digital inclusion is a great amplifier of social and economic
improvement, digital exclusion is a surefire way to deepening and entren-
ching all sorts of inequalities.

The paramount question is therefore how to leverage digital technolo-
gies to ensure that their benefits reach everyone. It goes without saying
that promoting digital literacy and equity across age, gender, and geogra-
phies remains a priority. The gender gap in global Internet connectivity
is in fact a stark example of digital divide — in two out of every three
countries, more men use the Internet than women.? Similar challenges af-
fect migrants, refugees, internally displaced persons, older persons, young
people, children, persons with disabilities, rural populations, and indige-
nous peoples. These problems can only be addressed through a multistake-
holder coordinated effort.

Digital technologies are crucial in providing online education or health
services. But no less vital is their role in shaping policies in the fields of
protection of privacy, freedom of expression, and freedom of assembly in
the digital space. Digital technologies provide new means of exercising hu-
man rights, but do not shield them from violation. As Melvin Kranzberg,
an American historian of science and technology, pointed out, ‘Although
technology might be a prime element in many public issues, nontechnical
factors take precedence in technology-policy decisions.”® Put simply, it is
a person and his/her human rights that should always be in the centre of
digital decision-making.

The idea of freedom has been around for a long time in the context of
debates about the Internet. Freedom, however, is not tantamount to chaos.
We need rules that will organise the online bahaviours of companies, go-
vernments, and individual users. The existing regulatory frameworks have
largely fallen behind the speeding digital train and need to be recalibrated
to reaffirm its authority. Data protection, digital identity, surveillance tech-
niques, online harassment, and content governance are of particular con-
cern. Social networking sites, sharing economy companies, e-commerce
outlets, fintechs need to be more accountable for their practices, and users
need to become more aware of how to enforce their rights. But perhaps
the most challenging issue is counteracting digital authoritarianism by

3 Report of the Secretary-General Roadmap for Digital Cooperation, June 2020
4 Melvin Kranzberg, Technology and History: Kranzberg’s Laws, Technology and
Culture, (1986) 27 3 Technology and Culture 544-560.

16
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governments who claim to be exercising their legitimate powers. Sadly, it
is often doomed to failure for lack of coercive measures within the UN sys-
tem, let alone the IGF community.

2.1.2. Universal access and meaningful connectivity

The COVID-19 pandemic demonstrated that ensuring sustainable access
to the Internet is a priority, indispensable for full participation in society,
democracy, and economy. In keeping with the Sustainable Development
Goals (SDGs), by 2030 every person should have a safe and affordable
Internet connectivity, including the use of digitally enabled services. As
of today, the brutal truth is that digital technologies are not there for
everyone. Many countries and citizens are deprived of capacities and skills,
which makes them illiterate in the digital era we live in. In fact, 40 per cent
of the world’s population currently does not have access to the Internet
(as of January 2021, the global Internet penetration rate is 59.5 per cent,
with 4.66 billion active Internet users worldwide’). In 2019, close to 87
per cent of individuals in developed countries used the Internet, compared
with only 19 per cent in the least developed countries.®

The prerequisite for achieving social welfare headway is universal con-
nectivity. Yet, the evidence is clear that access to the Internet is not suffici-
ent on its own. A more human-centric and holistic approach to digital
equity is needed. This means going beyond technical parameters and arti-
culating a definition of digital inclusion that combines:

— affordable, robust broadband service,

— Internet-enabled devices,

- digital skills,

— applications and content designed to enable and encourage self-suffi-
ciency, participation and collaboration (e.g. education, healthcare, eco-
nomic development, health, agriculture),

- digital equity, meaning that all these services should be available for all,
regardless of race, language, disability, or geographic location .

(9

Digital 2021. Global Overview Report.
6 International Telecommunications Union (ITU), Measuring Digital Development.
Facts and figures (ITU 2019).

17
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Only once all these aspects are present, connectivity will bring us closer to
achieving the UN Sustainable Development Goals and improving people’s
lives.

2.2. Emerging and Cross-cutting Issues — overview

2.2.1. Emerging regulations: market structure, content, data and consu-
mer/users rights regulation

The concept of Internet governance covers two major layers: technology
(carriers) and substance (content). Regulatory efforts should range from
national and international initiatives by governments and NGOs, through
private sector self-regulation, to co-regulation, with a special focus on:

— Addressing anticompetitive practices and monopolistic behaviours by
large technology companies and ensuring the level-playing field on the
market to encourage innovation and market-entry from small players.

— Enacting new regulations clarifying the responsibility of Internet inter-
mediaries for the content they host, as well as their role in tackling
issues such as online misinformation/disinformation and the spread of
violent content and hate speech. This begs the question of whether, and
to what extent, Internet platforms should be allowed to censor freedom
of expression online through their content moderation policies.

- Leveraging data governance frameworks to enable the responsible and
trustworthy use of personal and non-personal data. The issue of cross-
border data flows remains high on the international agenda, as coun-
tries have different approaches towards the extent and the conditions
under which they enable data transfers. Is developing unified data
governance frameworks possible at the international level?

— Protecting consumer rights in the digital space (sales, advertising, etc.).
Is more regulation needed to strengthen the enforcement of consumer
rights and ensure that Internet companies do not engage in unfair
and deceptive practices’ What can be done (and by whom) to build
consumer awareness (for instance, around practices such as cookies,
tracking, and targeted advertising)? Is there a role for Al in achieving
better consumer protection?

18
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2.2.2. Environmental sustainability and climate change

Mitigating the climate change and ensuring the environmental sustainabi-
lity are among the most pressing global issues. Here, again, the Internet
and other digital technologies can play a positive or a negative role: cause
harm to the environment (for instance, through e-waste and energy con-
sumption), or help advance environmental sustainability.

Targeted policies and actions are therefore needed to green the Internet
and foster the use of technologies such as Al and Big Data to address
environmental challenges. Examples include improving the circular econ-
omy around digital devices, extending the lifetime of software and devices,
and promoting technologies that help reduce carbon emissions and energy
consumption.

Equally important is developing and putting in practice adequate
governance frameworks that enable the sharing and re-use of environmen-
tal data. At the same time, more attention should be devoted to promo-
ting environmental education and building awareness on environmental
sustainability within the digital space.

2.2.3. Inclusive IG ecosystems and digital cooperation

The Internet serves as the primary tool both for mass and point-to-point
communication, and as such provides the global infrastructure of the in-
formation society. It appeals to people because of its distributed and inter-
operable design. Innovations based on information and communication
technologies (ICTs), such as social media and the mobile Internet, are em-
powering individuals and institutions by putting megabytes of knowledge
right at their fingertips, wherever they live, work or operate.

There is also a wide-ranging consensus on the need to promote open
information resources, such as for education and learning, the respect
for personal privacy, the protection from surveillance, and the freedom
of expression in an increasingly digital world. Over time, however, the
percentage of the Internet that is open source and public has significantly
decreased. Access to digital solutions is often limited by copyright regimes
and proprietary systems. Moreover, digital public goods are unevenly dis-
tributed in terms of language, content and infrastructure required to access
them.

It is symptomatic that we talk about Internet ‘governance’ rather
than ‘government’. The reason seems obvious but let us state it: what
constitutes the cyberspace and what happens there cannot be handled by

19
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traditional national institutions. ‘Governance’ implies a polycentric order,
reflecting the fact that the Internet is not a product of any institutional
hierarchy, but requires transnational cooperation to represent the global
population’s common interest.

The Internet spread around the globe without direction from the states
or intergovernmental bodies. It was a spontaneous and impetuous process,
generating no new rules of international law. By virtue of relying on a
combination of public and private components, the Internet has no single
owner. Also, as it crosses boarders, no single government has the sole
authority over it. However, governments, businesses and individuals can
materially impact, locally and internationally, the availability and functio-
nality of the network from a user’s perspective. Internet governance is
therefore a multistakeholder process. Its multifunctional and decentralised
nature means that an array of actors hold a stake in it and thus should be
involved in its development and enforcement. One of the challenges ahead
is reconciliating the inputs by governments, companies, civil society and
academia to effectively and fairly govern the Internet.

Digital sovereignty has become a hot topic in a wide variety of contexts.
In fact, some countries have pushed to expand the influence of national
governments at the expense of businesses and the civil society. They claim
digital sovereignty to justify nationalistic policy frameworks regarding di-
gital industrial policies, forced data localisation, and security measures,
while reducing international interdependencies and reasserting their au-
tonomy and control. Some actors back up this attitude as a necessary
corrective to Internet-based globalisation, whereas others fear that values
such as Internet freedom and openness, cross-border e-commerce may
be jeopardised. To bring Internet governance under governmental and
intergovernmental control, they argue, will produce dire consequences
for innovation, commerce, development, democracy, and human rights,
especially regarding censorship.

It is common knowledge that authoritarian governments censor politi-
cal and social content much as they do in the traditional media. Mecha-
nisms of online censorship include technical blocking of websites, search
result removal, legal take-downs, and induced self-censorship. Against this
background, the IGF defends democratic values that draw upon liberty.
Never has an organised and inclusive global debate been more needed
than it is now, and there is no better venue than the IGF to foster a
meaningful dialogue.
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2.2.4. Trust, security, stability

We all want a secure and stable Internet that will inspire trust and
confidence among users. The borderless nature of the Internet, the new
economy, the IoT-driven cyber-physical asymmetric interdependency, the
impact of the Internet on democracy and elections, finally its role in global
crises — all this makes for a complex policy, legal and operational context
for cybersecurity.

Almost all sectors use ICTs and rely on the Internet for everything
from the simplest to the most strategic tasks. Global supply chains are
increasingly interconnected, with their ICT systems and devices exposed
to various cyber risks, such as online gender-based violence, cyberbullying,
and misinformation. Neither the public nor the private sector can combat
these borderless threats on their own. The technical community and civil
society are key partners. As stakeholders seek to find ways to address cyber-
security concerns, collaboration is required in order to build awareness
of vulnerabilities and incidents and to increase resilience against these
complex, borderless cyber threats. To be sure, we will work towards a
broad and overarching statement, expressing a common understanding of
digital trust and security in the cyber sphere.

3. Challenges for the global digital dialogue

While the very notions of ‘digital foreign policy’ and ‘Internet governance’
have been around for a while, a lot remains to be done. To begin with,
digital diplomacy falls behind the speeding technological revolution. It
is challenging because it requires a greater coordination effort, which is
difficult to obtain in a multistakeholder environment, but otherwise, it is
a natural course of things and not a reason to worry. Instead, what really
bothers me is that digital issues do not seem to be receiving as much
attention as they deserve at a country level.

The impact of technologies is indisputable. Every country should have
a clearly defined digital roadmap and an established advocacy scheme
to pursue its digital priorities and influence global tendencies. Yet, the
issue features surprisingly low on countries’ diplomatic agendas, and that
despite a growing consciousness of its importance. Digital issues are dealt
with superficially or downright missing from the strategic diplomatic do-
cuments. Likewise, digital sherpas are conspicuous by their absence in
diplomatic service. It is my firm belief that it must change. Digital diplo-
macy should be brought into focus, become mainstreamed and relevant
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at the highest political level. It is indispensable if we want to have a mea-
ningful and consequential dialogue that translates into concrete actions
rather than bog down in rhetoric.

3.1. What and how to regulate in the world of technology?

First of all, we need to discuss regulatory issues relating to financing,
partnerships and digital market business models. This involves:

— Developing the capacity of regulators and service providers to build
universal Internet access;

— Ensuring affordable Internet access while incentivising the existence
and extent of local language content and locally relevant content;

— Creating a friendly environment for smaller-scale providers, including
broadband cooperatives, municipal networks and local businesses by
putting in place practices such as facilitating licence exemption and tax
incentive schemes;

— Leveraging universal service and access funds (USAFs), which are fi-
nanced primarily through contributions made by mobile network ope-
rators, to expand communications services to underserved areas and
populations;

— Setting universal affordability targets with respect to digital connectivi-
ty: it would be far easier to develop a financing platform to close
the global connectivity gap, including vulnerable and marginalised
groups, had affordability been defined as, for example, 1 GB of mobile
broadband data costing a certain tiny percentage (1,2,3...) of an average
monthly household income.

Another major challenge is settling the rules governing the circulation of
Big Data, a precondition for unlocking its vast economic potential. Why is
it so important?

The Internet-driven solutions are generating vast amounts of non-perso-
nal data, raising questions of who owns it and how it should be used.
Governments need to strike the right balance, i.e. to address privacy
concerns without stifling beneficial innovations. This is all the more
important that, in a digital age we live in, data has earned the status
of commodity, underlying the creation of value and the satisfaction of
human needs. It is derived from human activity, from observation of the
natural environment phenomena (e.g. geodetic, meteorological data) and
industrial processes (e.g. production line sensors). Data can be seen as a
factor of production, along with capital and labour, an essential substrate
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of social and economic undertakings. Scientific research suggests that data-
based activities have a paramount effect on growth nurturing compared
to other factors. Investing in the data-driven economy is perhaps the most
promising growth scenario for the post-pandemic era.

Raw non-personal data should circulate in the economy, leading to
welfare proliferation. This requires the resolve and effort pooling from
governments to facilitate the forming of robust and liquid data markets.
Currently, the landscape is dominated by isolated data collection systems
dominate that create inaccessible silos. For data potential to be fully tap-
ped, standards must be set for its circulation. Otherwise, businesses will
remain reluctant to share, exchange or sell it.

Likewise, the time has come for the provisions on the free flow of raw
non-personal data to be included in international free trade agreements.
For this to happen, we need to work together within the UN, OECD, and
WTO to overcome regulatory hurdles and reach a viable and operational
consensus.

Inevitably, where there is data, there are data breaches, since with more
people being brought online, vulnerabilities arise. The cost of data brea-
ches is expected to grow annually at 11 per cent, from $3 trillion in 2019 to
over $5 trillion in 2024.7 As the nature of cyber-attacks evolve, cybersecuri-
ty needs to adapt accordingly. System developers must invent safer devices.
Operators must leverage Al to develop new security techniques to protect
networks and platforms against scammers and attackers. Services must be
designed to run with the minimum of user information. And governments
must work in concert towards commonly accepted measures — ones that
will protect the cyber sphere without disrupting it.

Should the Internet become overregulated, it will lose its innate appeal.
It is obvious that governments should protect their citizens, but this must
be done in a collaborative way, with all stakeholders involved. If controls
are imposed too tightly or/and in an erratic manner, they will do more
harm than good. The Internet is a dynamic organism that functions like
a system of interconnected vessels. No single actor can make a positive
difference to its workings alone. Unilateral moves, attempting to draw
sovereign lines and rules are ineffective, counterproductive and ultimately
doomed to failure.

7 The Future of Cybercrime & Security: Threat Analysis, Impact Assessment & Mitigation
Strategies 2019-2024 (Jupiter Research, August 2019).
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3.2. What and how to finance in the world of technologies?

Securing sustainable Internet connectivity requires substantial spending.
The task is twice as challenging in developing countries. For instance,
the ITU/UNESCO Broadband Commission for Sustainable Development
estimates that achieving universal, affordable and quality Internet access by
2030 across Africa may cost as much as $100 billion.3

The characteristic feature of the ICT infrastructure is that most of its
financing has traditionally come from private-sector companies who make
substantial outlays seeking commercial return. Governments, sovereign
funds and multilateral players, such as development banks, have played a
relatively minor role, especially compared to the scale of their investment
in other infrastructure sectors. The reason for this is a tendency to view
Internet provision as a strictly private-sector activity rather than a public
right. In the United States, for example, the public sector’s share of ICT
infrastructure investments is nearly zero, while the share of public invest-
ment in transportation and water and sewage infrastructure is about 90 per
cent.” Moreover, procurement requirements of public institutions, which
can add months or even years to project timelines, are at odds with the
rapid speed of progress among ICT technologies and, therefore, undermi-
ne the suitability of public investment processes for ICT infrastructure
projects.

Interestingly, equity markets, which eagerly get involved in various
infrastructure projects, are absent from the ICT sector, dominated by
industry players (network operators, ISPs, tower builders, satellite compa-
nies). Many private-sector investors exclude ICT infrastructure assets from
their portfolios altogether, considering them too complex and largely the
domain of network operators and ISPs. And those who do make infrastruc-
ture investments avoid going beyond core population centres. Indeed, the
cost of extending infrastructure to remote or sparsely populated areas is
unprofitable to mobile network operators unless they receive significant
support from public-sector or international funds.

Meeting the global need for advanced network infrastructure requires
the development of financing models that account for returns on invest-
ment beyond simple business cases. In most developed and emerging mar-
kets, the public sector must improve the attractiveness of ICT investments.

8 Connecting Africa Through Broadband: A Strategy for Doubling Connectivity by 2021
and Reaching Universal Access by 2030 (Broadband Commission for Sustainable
Development, ITU and UNESCO, Geneva, 2019).

9 Bridging Global Infrastructure Gaps (McKinsey Global Institute, June 2016).
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This can be done through blended financing and risk-sharing arrange-
ments: government subsidies and operator fees would be pooled over time
to pay for infrastructure expansion in areas that are sparsely populated,
topologically challenging or difficult to serve. These arrangements help
investors overcome many barriers, such as low returns relative to risk or
inefficient local markets. Universal service and access funds (USAFs), set
up by governments to address gaps in coverage that cannot be served by
the private sector alone, have a prominent role to play here.

Infrastructure projects can be bundled into dedicated investment vehi-
cles or funds that reduce exposure to individual risks of geography or
technology and enable smaller projects to attract capital from larger in-
vestors. However, their use in ICT is limited. For example, only 3 per
cent of all deals undertaken by infrastructure funds in Asia from 2010
through 2015 involved telecommunications, compared with 44 per cent
involving energy, 22 per cent utilities and 16 per cent transportation.!?
Another option allowing for risk mitigation is bond issue by international
finance institutions who then invest in eligible projects through financial
intermediaries.

3.3. Technologies and sustainable development

On one hand, technological progress inevitably with pollution (from infra-
structure exploitation and manufacturing/disposal of electronic devices)
and power consumption. ICT operations are estimated to represent up to
20 per cent of global electricity demand, with one third stemming from
data centres alone.!* On the other hand, the Internet-driven Fourth Indus-
trial Revolution has largely succeeded in decoupling economic growth and
environmental damage. ICTs have steered the economy away from energy
and material-intensive activities, ushering in three major phenomena: de-
materialisation (less resource input), virtualisation (substitution of tangible
goods), and demobilisation (substitution of travel).

Not only less harm is caused to the planet, but actually a lot of good
is done to protect it (electronic monitoring, remote sensing etc.). The en-
vironmental SDGs cannot be met without frontier technologies and inte-

10 Georg Inderst, Infrastructure Investment, Private Finance, and Institutional Investors:
Asta from a Global Perspective (2016) 555 Asian Development Bank Institute,
Working Paper Series.

11 Nicola Jones, ‘How to stop data centers from gobbling up the world’s electricity’
(2018) 561 7722.
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grated data. A combination of satellites, drones, mobile phones, sensors, fi-
nancial technologies and IoT devices collect real-time data, something that
is able to transform the management of natural resources and ecosystems.
This potential can be harnessed to combat climate change and advance
global sustainability, environmental stewardship and human well-being.

4. The new skills needed

The future of work presents unparalleled opportunities, but also signifi-
cant challenges. The digital transformation is upending everything: it is
redefining economies, changing the way companies operate, introducing
new business models, changing the way countries are managed and the
way people communicate with each other. The International Labour Orga-
nisation estimates that 24 million new jobs could be created globally by
2030 on account of the adoption of sustainable practices in the energy sec-
tor, the use of electric vehicles and increasing energy efficiency in existing
and future buildings. Meanwhile, a report by McKinsey Institute!? suggests
that up to 800 million people could lose their jobs to automation by the
end of this decade. Polls reveal that employees worry that they do not have
the necessary training or skills to get a well-paid job.

These fears are legitimate, as the future of work will see a shift in
demand away from office support positions, machine operators, and other
low-skill occupations towards ICT professionals. Acquiring and maintai-
ning appropriate staff is therefore strategically important for the develop-
ment of modern economies, especially looking globally through the prism
of potentially high unemployment and at the lack of a qualified workforce.

It is crucial that policies help workers, employers (SMEs) and society at
large to manage the transition with the least possible disruption, while ma-
ximising the potential benefits. This requires changes in our approach to
education, for instance, by placing more emphasis on science, technology,
engineering, and mathematics; by teaching soft skills, and resilience; and
by ensuring that people can re-skill and up-skill throughout their lifetimes.

12 Jobs lost, jobs gained: Workforce transitions in a time of automation (McKinsey Global
Institute, November 2017).
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S. Dugitalising our way into a post-pandemic recovery

The calamitous fallout from the COVID-19 pandemic brought to the
forefront the imperative to take a concerted action to revive the stifled
economy and unlock growth factors. The global economic growth was
weak even pre-pandemic and now it is outright depressed, with thousands
of people having lost their jobs and being forced to shut up shop.

However, as vaccination rolls out and long-lasting recovery instruments
take effect, the world is — hopefully — on its way to emerge from devasta-
ting lockdowns into a new normal. Against this background, it is time to
revisit the established patterns of growth and reshuffle the existing toolbox
to move forward with digitalisation and have it implemented across the
board. Whether we will come out stronger from this unprecedented crisis
depends on how effectively and comprehensively we will address the digi-
tal challenge.

As trivial as it sounds, the fact remains that today’s world is defined
by speed. The economic environment is as dynamic and as competitive as
ever. The digital footprint is overarching in business, production, commu-
nication, transport, energy, and health care. And it is bound to grow ever
stronger in the future, with digital technologies moving on to permeate
whatever sector of the economy. Notably, the recent study by the Interna-
tional Data Corporation (IDC) suggests that 65 per cent of global GDP
will be digitalised by 2022.13

It is impossible to gain and maintain a competitive edge without inves-
ting in ICT technologies, including: Al, machine learning, autonomous
and assisted vehicles, edge computing, quantum computing, blockchain,
Big Data analytics, additive manufacturing, robotics, and 5G telecommu-
nications. Characterised by strong interdependencies, they make for a con-
nected and augmented world in which multiple devices talk and learn
from each other in real time.

Interestingly, a phenomenon that started as ‘platformisation’ in B2C is
now making its way into B2B, with smart devices being poised to result
in a disruptive industry shift. The Internet of Things is in fact a potent
enabler of growth in businesses across the market. Data gathered from the
IoT sensors help retailers and service providers attract and get know their
customers, just as they help manufacturers to streamline their production
lines and R&D activities.

13 Worldwide Digital Transformation Predictions 2021 (International Data Corporati-
on).
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This brings us to the issue of a data-driven economy where insights are
drawn upon Big Data analytics. It is no accident that data is called ‘the
oil of the 215t century’, as it can be seen as a factor of production, along
with land, capital and labour. As such, data will be the engine of growth
in the future — growth that has been hugely disappointing everywhere
except in China over the past decade. The economy needs it just as lungs
need air. Consequently, an absolute priority should be given to collection,
analysis and processing of data. This involves encouraging digitalisation
across industries to have data generated in the first place, in addition to
building analytical skills based on artificial intelligence.

Digital transformation is something that especially developing and
emerging countries should set their eyes on not to miss out on a genuine
chance. For them, it is a double bet: making up for the pandemic-inflicted
economic loss and catching up with the prosperity leaders. ICTs are offe-
ring even less developed countries a window of opportunities to leapfrog
the industrialisation stage and shift towards high value-added information
economies that can compete with global leaders. Take the example of my
native Poland. We have been extremely successful, we have managed to
achieve impressive progress over the past three decades, we have made
up for huge arrears left by the communist rule. And yet, we still have a
long way to go before attaining the standard of living enjoyed by Western
Europe.

Digital transformation, along with energy transformation that is itself
driven by technology, represent two megatrends critical for recovery and
resilience building. Digitalisation does indeed hold tremendous potential
for value creation and is able to propel the economies and industries that
suffered as a result of the pandemic back onto a growth trajectory. What
we call ‘disruptive technologies’ will be instrumental in boosting basic
growth factors: innovation, productivity and competitiveness.

To keep up the pace, businesses must think forward and innovate. With
this in mind, governments should create the conditions for SMEs to em-
brace digital improvements. Depending on the country, SMEs contribute
between 50 and 70 per cent of GDP, and are crucial to the future of
work, being more likely to hire people with lower chances of finding
employment, such as the 50+ and less-skilled workers. However, they can-
not invest in training and equipment as much as large companies do,
to increase their productivity, pay higher wages and offer better working
conditions.

The role of the public sector in stimulating digital transformation is
often stressed by Ursula von der Leyen who wants the European Commis-
sion to ‘lead by example.” The benefits are plentiful: cost reduction, more
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adequate due diligence, enhanced risk management, efficient and resilient
supply chains, greater connectivity throughout the market, upgraded ope-
rational and financial performance, increased market penetration, and ven-
turing into new markets. Last but not least, digital investments can drive
innovation forward at many otherwise struggling or undervalued compa-
nies. Ultimately, businesses are able to boost sales and revenues, which
feeds into greater investment and employment. The whole economy — and
society — benefits.

Special consideration should also be given to start-ups since they are
playing an extremely important role in digital transformation. Despite the
high-tech potential they carry, start-ups find it difficult to raise scale-up
capital to fully capture the growing demand for their products and services
after the first commercial launch. Here comes venture capital whose role
in nurturing innovations cannot be overstated.

No one could have predicted the level of disruption and uncertainty
that we have been up against for months now. To weather the storm and
prepare for recovery, we have to prove more agile to anticipate things, and
act faster, and more decisively. Most sectors have now passed the stage
where being digitally advanced was simply a competitive advantage and it
is now very often a matter of survival. We cannot afford to lose time. If
there was ever a time to be responsive and actionable, then it is now. The
lesson of past recessions is that fortune favours the bold who dare to turn
a crisis into an opportunity to consolidate their market standing or even
challenge the status quo.

6. How the IGF’s current format aligns with the challenges ahead

The IGF has evolved since it was first held in 2006. Over the years, it suc-
ceeded in becoming more open, bottom up, inclusive and collaborative.
It has broadened stakeholder participation, with a view to empowering its
participants to create informed and tangible solutions that benefit everyo-
ne. It has namely developed a supporting infrastructure of IGF’s National
and Regional Initiatives (NRIs) that add value both globally and in their
own locations. Finally, it has launched intersessional activities that keep
the dialogue going all year round and thus help achieve more substanti-
ve outcomes. The IGF is now better placed to constructively work with
the ISOC-Internet Society (ensures that Internet remains open, accessible,
trusted, and secure), the IANA-Internet Assigned Numbers Authority (re-
sponsible for the global coordination of the Domain Name System-DNS),
and the ICANN:-Internet Corporation for Assigned Names and Numbers
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(coordinates the system of unique names and numbers for an Internet
secure, stable, and interoperable).

As the IGF evolved, a host of alternative and complementary forms
of participation have emerged, surrounding the Main Focus Sessions. For
example, Dynamic Coalitions are groups consisting of stakeholders invol-
ved in a particular issue but are not necessarily like-minded or have conver-
gent interests. This format allows to take a thorough look into specific
topical segments, such as Accessibility and Disability, Child Online Safety,
or Freedom of the Media on the Internet. The Best Practices Fora are
meant to build consensus around best practices that contribute to capacity
building and can serve as guidance for future occurrences.

Dynamic Coalitions and Best Practices Fora work between annual sessi-
ons. So do the National and Regional IGF Initiatives, organic and indepen-
dent formations established in around half of the countries of the world.
There are currently more than 135 NRIs located in all five UN regions,
in addition to several new ones, now forming and working to hold their
first annual event in 2021/2022. To support the recommendations of the
NRIs, the IGF hosts regular (bi)monthly virtual meetings where the NRI
Coordinators share updates.

I often hear people from various milieus say ‘talking shop makes sense’.
And there is so much truth about it. Formal conventions do not work for
multistakeholder gatherings. Therefore, in addition to official discussions,
a portion of time must be allocated for meetings within the working
groups and on the sidelines. Too much of formalism stifles real debate
(and progress!) in such fora. That was the idea behind Flash Sessions and
Lighting Sessions, both of which are less formal versions of full-length
workshops.

What I find extremely useful in terms of ensuring continuity and co-
herence of our debate is a custom, practiced since 2017, of issuing the
consensus-driven IGF Messages at the end of the meeting. These provide
an overview of the talks and highlight the crucial points raised, in parti-
cular with regard to actions and steps needed to be undertaken. Finally,
the IGF agenda has also been extended to include high-level sessions, a
parliamentary track, and last but not least, a youth track. All these changes
are meant to make the IGF more diverse and more inclusive alike.

The parliamentary track was initiated during the IGF 2019 in Berlin and
will be continued in Katowice. We want the debate with parliamentarians
to be user-oriented. Preparatory talks are under away with the United
Nations and the Interparliamentary Union, and the Sejm of the Republic
of Poland whose Speaker was invited to chair the meeting,.
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As the host country, Poland is vocal about engaging the youth in the
Internet governance dialogue. In the run-up to the IGF meeting in Kato-
wice, they could participate in monthly (April-October) webinars devoted
to specific issue areas. Also, an international competition called ‘My Inter-
net of the Future’ was played out among 18-28-year olds. Entrants were
supposed to express their visions of the Internet through creative works
(categories: graphic work, short film, written story). The winning ones will
be presented in Katowice. The summit will also feature, traditionally, the
Youth IGF Summit will be held during the IGF 2021, along with many
accompanying events.

7. Looking forward

The IGF pays attention not to leave any country or any stakeholder group
outside the process. That said, it remains a project dominated by the like-
minded and the Internet insiders, with those of different views and from
outside the digital sphere underrepresented. Suffice it to take a glance at
private sector participants: they come overwhelmingly from major global
corporations and the supply side (Internet service providers), not from
demand-side businesses that make use of it (whether big businesses or
SMEs).

Developing countries are also underrepresented, both at the level of
stakeholder communities and governments. A special effort should be
made to get them engaged in the debate on Internet governance and
help them build adequate capacities. In theory, this is already happening.
Still, an organised framework (including financial assistance) should be
put in place to nurture new skills with which developing countries could
fully participate in existing and future Internet governance institutions and
arrangements. Ultimately, the involvement of all stakeholders, from devel-
oped as well as developing countries, is necessary for advancing dynamic
public policies in Internet governance.

Not only should the IGF be reaching out to new communities but,
above all, we ought to find ways to engage them. It is one thing is to
obtain a coherent output, it is another thing is to make a meaningful use
of this output rather than simply archiving it. The same goes to NRIs
(regional IGFs as mentioned above) whose voice is not heard enough glo-
bally. The intersessional framework should be enhanced to translate into
specific results. Otherwise, participants risk losing vigour and motivation.

As the IGF 2021 host country, Poland hopes to inaugurate in Katowice
the Multistakeholder High-Level Body (MHLB), proposed in the UN
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Secretary-General’s Roadmap for Digital Cooperation. It would create a
link between the decision world and the discussion world to leverage
knowledge and networks of high-profile participants who are not always
directly engaged in operational and technical discussions. To this end,
we would welcome a greater involvement of individuals representing the
past, present and future IGF host countries. This would be an added value
as these countries have broad contacts and experience in gathering the
IGF communities as well as other entities. Building on their expertise, an
informal presidency of the MHLB could be set up in the troika format,
with a special place reserved for the UN Tech Envoy. Moreover, the MHLB
would have an overall supervision of the UN SG. The MHLB would be a
permanent advisory panel composed of those who could play a prominent
role in the IGF ecosystem but have not been part of it so far. Its scope
should encompass governments, academia, private sector, NGOs, national
regulatory authorities, heads of UN entities that deal with digitalisation,
e.g. the International Telecommunication Union.

The IGF is one of the many Internet and digital venues. A pronounced
promotion strategy is needed to make it a globally recognised brand and
have its impact multiplied. But the fundamental question is whether the
multistakeholder model proves sustainable in the long run. A purely de-
liberative format is IGF’s strength as much as its weakness. Given that
global problems are most effectively solved with binding rules, does it
make sense, and is it even feasible, to transform it into a decision-making
body? And if not, how should it align with the evolving digital executive
ecosystem to avoid undermining its openness and freestyle? That is the
question of the day.

In an opening address of the 75 session of the UN General Assembly
in September 2020, UN Secretary General Anténio Guterres warned of
a ‘great fracture’, with the world’s two largest global economies creating
two separate and competing worlds, each with its own dominant currency,
trade and financial rules, their own Internet, Al capacities, and its own
zero-sum geopolitical and military strategies. He urged to pull all the stops
to prevent the world from splitting in two and to maintain a universal
system, governed by respect for international law and strong multilateral
institutions.

It is our responsibility not to let these mounting particularisms erect a
digital Iron Curtain.
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Connecting Law to New Technologies: Perspectives and
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Abstract

Currently, countries all over the world have undergone an expressive
technological transformation called digital age, in which a large part of hu-
man relations is determined by algorithms and / or artificial intelligence.
The fugacity of the information age poses new challenges for the Social
Sciences as a whole. Thus, Law, as a result of human rationality, will
need to undergo significant transformations in order to adapt to the new
social categories in metamorphosis. This article aims to discuss challenges
and impacts of the postmodern technological revolution and reflect on
the paradigm shifts for Law and its new directions in the digital age.
It will be carried out a theoretical-critical-documentary analysis, through
national and international bibliographic review, involving books, speciali-
zed periodicals, legislation and electronic sites, in order to understand the
main changes in the various branches of Law. Regarding to the researched
references, many speculations pointed to a situation where technology
exacerbated individualism, particularism, psychological diseases, human
and environmental conflicts, political division and influenced electoral
processes. However, it facilitated access to information, reconfigured the
relationships of time and space, optimized production processes and devel-
oped new forms of communication.

Keywords:
Digital Age; Law; Transformations; Challenges

1. Introduction

There is no stable product in the fluency of law. Apparently, however
long-lasting a legal order is given, its evolutionary march, its perishing and
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its exhaustion is simply inevitable. With this, there is an irrepressible wave
of constant transformation of society, under the tutelage of a Law that is
at the same time product and process of that space, as said by the Brasilian
teacher Fldscolo da Nobrega!.

The objective that, at a certain point in human life, was merely control-
ling, constantly subverts its profile, in function of the social landscape,
reducing the duration of human knowledge in this area to the specific
conditioning of the social fact. This point of view even brings to the
precise concept of Rudolph Ihering?, which sums up the question: "Law is
not a pure theory, but a living force".

Up to irrefutable findings, it achieves uneasiness caused by the great
Polish sociologist Zygmunt Bauman?, in his theory of liquid modernity,
characterized by “a society full of confused signals, prone to change quick-
ly and in an unpredictable way, where nothing is done to last”.

Describing the dichotomous and metaphorical transition between tra-
ditional / solid society and fluid modernity, the celebrated Polish philoso-
pher teaches:

“What all these characteristics of fluids show, in simple language, is that
liquids, unlike solids, do not maintain their shape easily. Fluids, so, do not
fix space or arrest time. Solids have clear spatial dimensions and neutralize
impact and, therefore, reduce the significance of time (effectively resist
its flow or make it irrelevant), fluids don't stick to any shape and are
constantly ready (and prone) to change it; thus, for them, what counts
is time more than the space that they have to occupy; space that, after
all, only fill “for a moment”. In a sense, solids suppress time; liquids, on
the contrary, time is what matters. In describing solids, we can ignore
time entirely; when describing fluids, leaving time out would be a serious
mistake.”

In this perspective, Law, as a social science, is frontally provoked to
reissue its main foundations, given the impact of new technologies and the
fugacity of the information age, receiving a great message of modification
of the natural existential way of humanity.

1 Jose Flésculo da Nobrega, Introdugdo ao Direito. 72. ed. Paraiba (Sugestdes Literdrias
1987).

2 Lucas Bicudo, ‘Robbs inteligentes podem acabar com o emprego de 40 % dos advo-
gados’ (startse.com, 20 February 2017): <https://www.startse.com/noticia/mercado/
inteligencia-artificial-automatizar-direito> accessed 12 February 2020.

3 Zygmunt Bauman, Modernidade Liquida (Zahar 2001).
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2. New Technologies - The Future of Law

Adopting a skeptical and objective view, the information age will bring
several paradigm changes, presenting benefits and harms for traditional
Law. On one hand, the use of artificial intelligence (Al), robots, lawtechs /
legaltechs, will come to assist Law on numerous relevant issues. However,
on the other hand, totally new and unknown problems will arise, thus
challenging the human / technical / professional Law capacity.

Within this perspective of uncertainty about the future of Law, a Deloit-
te Insight report, released in 2016, says that major reforms will take place
in the legal sector over the next decade, estimating that almost 40 % of jobs
may end up being automated in the long term.*

Still in this panorama of paradigm changes, it is estimated that 85 % of
the jobs that will exist in 2030 will be new and have not yet been created,
as shown by the project Designing 2030: a divided vision of the future,
commissioned by Dell Technologies from the Institute For The Future
(IFT)s.

Data are clear, future has already arrived. How should Law professional
behave? In recent survey, Getdlio Vargas Foundation (GVF)¢ concluded
that Law professionals will undergo a readjustment in their activities,
reflecting simultaneously: (1) in the emergence of new functions that
require new skills, generating completely new positions (hybrid professio-
nals, who dominate legal specialization and familiarity with notions of
programming), (2) new skills required from old roles (the requirement
that lawyers start to master elementary technological vocabularies) and
(3) in the new emphasis on skills and specializations that were already
required to some extent and that, from the processes of technological
change, acquire greater importance (the ability to work in groups and to
face complex cases from interdisciplinary perspectives).

Taking into account the new skills required for Law professionals, they
must also understand what challenges will be proposed for the main areas

4 Lucas Bicudo, ‘Robds inteligentes podem acabar com o emprego de 40 % dos advo-
gados’ (startse.com, 20 February 2017): <https://www.startse.com/noticia/mercado/
inteligencia-artificial-automatizar-direito> accessed 12 February 2020.

5 Rafaela Carvalho, ‘85 % das profissoes que existirdo em 2030 ainda ndo foram cria-
das’ (Projetodraft.com, 8 January 2019) <https://www.projetodraft.com/85-das-prof
issoes-que-existirao-2030-ainda-nao-foram-criadas> accessed 12 February 2020.

6 Fundagdo Getulio Vargas, ‘Futuro das profissdes juridicas — Vocé estd preparado?”
(FGV, 3 December 2018) <https://direitosp.fgv.br/sites/direitosp.fgv.br/files/arquiv
os/cepi_futuro_profissoes_juridicas_quali_v5.pdf> accessed 11 February 2020.
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of Law with the implementation of the digital age. Thus, through a brief
example, people can have an approximate idea of the new paradigms that
Law will face:

Law Specialties Paradigms related to a new technology

Administrative Law Public service and police power, besides other similar state activities (such
as regulation, promotion, economy intervention), are directly influenced by
new technologies. As these administrative activities (helpful or restrictive
from citizen's point of view) are dependent on acts, contracts, procedures
and plans, all forms of inclusion of new technologies that reach these legal
institutions automatically generate consequences for classic administrative
activities that develop between public administration and citizen. The gro-
wing adoption, by the public authorities, of automated and digital acts,
electronic contracts, performance of procedures over the internet (for examp-
le, in bidding), digital processes and many other phenomena evidences this
statement.”

Environmental Law Progress, stemming from technological innovations linked to biological
sciences, has contributed to the discovery of many species of living beings,
which had not been discovered yet. As well as new elements derived from
fauna and flora that can provide higher expectations and longevity for
human being. However, linked to this progress, other concerns related to
human life arises. And the most important of all are: the right to life and the
environmental preservation. Through this logic, the controversial discussion
about the existence of effective protection, as well as the sustainable use of
natural resources arises.®

Banking Law The topics related to blockchain, cryptocurrencies and smart contracts cause
many questions, doubts and, of course, a lot of curiosity in the legal environ-
ment. So, there are some main challenges:

Difficulty in reaching the concept - The theme is complex and involves
a series of new concepts and practices, so keeping yourself well-informed is
important, above all, to follow the details of this subject.

Immunity to censorship - Regulate and limitate bitcoin mining, for examp-
le, are requirements that may not be effective in today's reality.

Poor flow control across borders - It is being even more difficult to have
a sistematic control due to the fact that the resources circulate without
state control.’

7 Thiago Marrara, ‘Direito Administrativo e Novas Tecnologias’ (Genjuridico.com,
19 December 2017) <http://genjuridico.com.br/2017/12/19/direito-administrativo-n
ovas-tecnologias> accessed 18 February 2020.

8 David Silva de Souza and and Daiane Acosta Amaral, ‘Meio ambiente, sociedade
e tecnologia’ (Ambitojuridicio.com, 1 July 2014) <https://ambitojuridico.com.br
/cadernos/direito-ambiental/meio-ambiente-sociedade-e-tecnologia> accessed18
February, 2020.

9 Rosine Kadamani, ‘Blockchain e os efeitos das novas tecnologias no Direito’
(blockchainacademy.com.br, 21 November 2018) <https://blockchainacademy.c
om.br/blockchain-e-os-efeitos-das-novas-tecnologias-no-direito-especial-aurumsum
mit2018> accessed 29 May 2020.
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Law Specialties

Paradigms related to a new technology

Consumer Law

Companies are everywhere (in your home and in your neighborhood, your
state, city, country), through the internet (social and commercial sites, such
as facebook, twitter, instagram, virtual stores, submarine, free market, among
others), causing direct and indirect autonomy control, when related to their
freedom of choice. Due to the presence of these organizations is detected
a high degree of competition, sending their products everywhere, without
barriers, adopting universal strategies that meet the consumers interests. The
State Power is silent in relation to this invasion, due to the fact that it
benefits yourself with your own omission.'®

Contract Law

The use of new technologies and the emergence of the 'stuff internet', made
inter-system contractual relations grow, where machines manifests the ability
to employ above others causing obligations between them and telematic
contracts have evolved into a new concept, called digital contracts.

The evolution of form was also accompanied by the transformation of the
willingness manifestation. Even as the hirer and the hired will be represented
by machines, the registration of this hiring, even if it is made by a human
act, it will also be done by a machine, with the advantage of increase the
legal security of the relationship through greater proof of authenticity (proof
of authorship).

In other words, what long clauses provide for indemnity, responsibilities,
declarations, guarantees, escrow account, are used for?!!

Philosophy of Law

It offers knowledge of logic, philosophy of mathematics, theory of know-
ledge, anthropology, rhetoric, argumentation, writing, as well as the ability
to face problems and complex texts.

It favors the abstract reasoning that allows to analyze the complex informati-
on that is received in a speech and, at the same time, integrate a lot of data in
fragmented ways, from different sources of knowledge branches.

It fosters a critical spirit and the habit of thinking by your ownself deeply,
characterized by the ability to ask the right questions in face of new situati-
ons.

Educates aiming to the hability to dialogue, which implies create an awaren-
ess that it is just a point of view. In this way, it is possible to achieve openness
to news and your personal examination.

It generates a special ethical sensitivity, gained through knowledge and
reflection of the various ethical proposals that philosophers have offered
throughout history.

10 Jeane Nascimento, ‘As relagdes de consumo frente os avangos tecnoldgicos versus
a globalizagdo e manipulagdo no direito de escolha do consumidor’ (Jusbrasil,
2015) <https://jeanecnascimento.jusbrasil.com.br/artigos/195135894/as-relacoes-d
e-consumo-frente-os-avancos-tecnologicos-versus-a-globalizacao-e-manipulacao-no
-direito-de-escolha-do-consumidor> accessed 29 May 2020.

11 Por Patricia Peck Pinheiro, ‘Contratos digitais: apenas um meio ou nova modali-
dade contratual?” (Conjur.com.br, 29 July 2016) <https://www.conjur.com.br/20
16-jul-29/patricia-peck-contratos-digitais-sao-modalidade-contratual> accessed 4

March 2020.
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Law Specialties Paradigms related to a new technology

Philosophy of Law Philosophers have the role of making a slowly, rigorous and integrating

reflection on the consequences for the human life of the scientific and tech-
nological changes that we are experiencing.'>

International Law Modernization implied an increase in risk, for the individual and for the

state. If at the beginning of industrialization the risk was personal or local, it
is now impersonal and global.

At the same time that modern society has a great technical and scientific
knowledge, it is not free from the impact of multiple risks, as social, political
and environmental (like the urban riots in Paris in 2005, that quickly spread
to neighboring countries; like the contamination of water in international ri-
vers; as the war between states and refugee immigrants, acid rain, the import
of transgenic food, etc.). These are risks that know neither the borders nor
the limits of the state legal systems.'®

Criminal Law With the increase in illicit practices through new information and communi-

cation technologies, social peace is undermined, with such illegal conduct
being linked to financial fraud, apology to crime, violation of privacy, child
pornography, among others. And Criminal Law, in face of new behaviors
practiced on web or through these new technologies, cannot ignore and
need to face the issue proposed. There is an influence on criminal and
procedural rules showing that they are outdated, fragile or ineffective in face
of new conduct that violates web rights, requiring updates.'*

Civil Procedural Law | Online dispute resolution platforms; jurimetrics that is the application of

quantitative methods, usually statistics, to law, using a quantitative approach
to analyze judicial decisions; the use of robots, decisions by algorithm, virtu-
al plenary, online arbitration. In summarize, there are many thought-provo-
king questions that challenge legal operators, notably proceduralists.”

Civil Responsability | Control technological development and its social and economic reflexes is

certainly one of the most challenging missions attributed to Law. One of the
main aspects of this challenge is to approach the development risks. These
risks are imprecise and uncertain and they can be explained into a simple
question: if the product or service had a problem that was undetectable by
the scientific and technical knowledge at that time, the supplier must answer
for damages resulting from something that did not exist at that time?'®
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Law Specialties

Paradigms related to a new technology

Labor Law

There was a change of paradigms in the ways of work relationship, and with
automated and restructured production, another kind of worker came into
existence. A tough battle is going on, with globalization being placed as an
affront to Labor Law by eliminating employment through automation and
the divisién of labor process around the world. There is a great demand on
searching for qualified labor to adjust to the new flexibility requirement. In
addition, sophistication in service is sought, the existence of an infrastructure
in services to support the maintenance process of companies and globalizati-
on.l”

Tributary Law

The digital economy implies challenges and perplexities that have not been
articulated yet. It changes the way we communicate, consume and work.
New businesses and types of commerce appears. Increases capital flow. Intan-
gible assets are growing in importance. The tributary system must also chan-
ge: adapt to challenges imposed by the digital revolution. There is growing
evidence that many of the current taxes will soon become obsolete, given
the dynamism of electronic commerce and new economy. Income, consump-
tion and employment were deeply affected by new values, current forms of
business and work. The three pillars of 20" century assessment had been
shaken by the ongoing digital revolution. Although there is much literature
and discussion on how structural changes will affect each macroeconomic
variables and even how to modernize tributary collection, the discussion
about the necessary changes in tributary systems remains incipient. It will
not be necessary to change just practices. It is also important to rethinking
about fiscal policy and, above all, the current configuration of tributary
powers."®

As it turns out, the legal sciences are directly challenged to reflect and
rethink their main fundamentals, since they are impacted by new techno-
logies, without leaving apart the great role of Law to prescribe, at the same
time, parameters and rules, limiting the unrestrained cyber character and
giving protection and pacific cohexistance by the subjects.

On this situation, the teacher Maria Helena Diniz!® in her Introduction
to the Science of Law Compendium, exposes a feature of the systemicity of

Law:

ur.com.br, 25 November 2019) <https://www.conjur.com.br/2019-nov-25/direito-c
ivil-atual-riscos-novas-tecnologias-retornam-pauta#author> accessed 29 May 2020.

17 Lourival J. de Oliveira, ‘Os principios do direito do trabalho frente ao avango
tecnoldgico’ (www.ambitojuridico.com.br, 20 April 2008) <https://ambitojuridico
.com.br/edicoes/revista-52/0s-principios-do-direito-do-trabalho-frente-ao-avanco-te
cnologico> accessed 30 April 2020.

18 Celso B. C. Neto, José R. R. Alfonso and Luciano F. Fuck ‘A tributagdo na era
digital e os desafios do sistema tributdrio no Brasil’ (2019) Revista 15, 1 Brasileira
de Direito <https://seer.imed.edu.br/index.php/revistadedireito/article/view/3356/
2344> accessed 19 February1 2020.

19 Maria H. Dinz, Compéndio de introdugdo a ciéncia do direito (Editora Saraiva 2012).
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“Scientific knowledge - says the author - is not knowledge that is ready
and finished. It is, rather, knowledge obtained and elaborated deliberately,
with an awareness of the purposes proposed by the means to carry it out,
aiming at its justification as true and certain knowledge.”*”

Thus, the previously reflexive attitude about the impacts of changes in
the paradigms in Law, imposes a deep concern on how to achieve to merge
or systematize the information age and the new directions of the Legal
Sciences, taking into account the re-significance of the human condition
and the new forms of transhuman sociability.

3. Conclusion

Given the situation presented, many speculations point to a scenario where
technology exacerbated individualism, particularism, psychological disea-
ses, human and environmental conflicts, political division and influenced
electoral processes. However, it facilitated access to information, reconfigu-
red the relationships of time and space, optimized production processes
and developed new forms of communication.

In this perspective, the operator of postmodern Law will need a profi-
cient qualification, because new technological skills will be demanded.
However, as Giorgio Del Vecchio?® points out: "a simple temporal asso-
ciation made to achieve some particular objective, but also a necessary
communion, directed towards the perfection of life".

What is needed today, are not law operators who know the laws, or wri-
te a good contract, or know the jurisprudence. This, machines are already
doing and will do even better! What is needed is lawyers who understand
technology, operate their machines and, mainly, do what machines do not
know how to do: understand the human being and relate better to each
other.

20 Giorgio del Vecchio, Filosofia Del Derecho (Bosh Casa Editorial S.A. 1929).
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1. Introduction

While it is only natural that the market, business models and commercial
practices change constantly, the creation of the digital reality has had
an impact on the pace and depth of the ongoing changes. The digital
reality itself is also not constant — it undergoes profound and rapid trans-
formations. Unsurprisingly, these changes exert an impact on the market
actors, including on the perception of who an (average) consumer is. As
the complexity of today’s digital world is ever-growing, the challenges it
brings about from the consumers’ point of view are not static. What was
incomprehensible to consumers at the dawn of the e-commerce era, and
as such posed a threat to their interests, does not have to pose a similar
danger now.

It is therefore clear that the market reality reshapes the notion of a
consumer, as well as the model of a consumer, because they both are con-
structed to reflect the perils that the current market poses for consumers.
To examine the transformation of the notion and model of a consumer,
this article focuses on the reasons that triggered the changes in the con-
cept of consumer, and the menaces that are decisive for distinguishing
contemporary consumers in the digital world from other market players. It
focuses on the process, fuelled by the digital revolution that has triggered

1 The research of Monika Jagielska leading to this paper was prepared in frame
of the NCN Project 2015/17/B/HS/01416 “Protection of a weaker party to the
contract”.

2 The research of Monika Namystowska leading to this paper was financed by the
National Science Centre (Narodowe Centrum Nauki) in Poland on the basis of
decision DEC-2018/31/B/HS5/01169.
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and/or accelerated this transformation. It transforms customers, who cease
being consumers of goods and become users of goods. Consequently, con-
sumer protection measures based on the traditional design of a sales con-
tract are no longer sufficient to ensure the parties have an equivalent posi-
tion on the market. Next, it focuses on the new types of vulnerability crea-
ted by the digital environment. Further, it presents arguments to prove
that the traditional legal designs, originating in sales law set in an off-line
environment, require a critical analysis and, most likely, a significant re-
conceptualization. Finally, the analysis focuses on the consumer model
and the adjustments that would be required in order to apply the EU mo-
del of an average consumer for consumers who function in the contem-
porary digital reality.

2. The triggers of the change

2.1 Departing from sales contract

In the second half of the 20th century, when consumer protection became
a well-grounded element of legal orders, the structure of the business
chains was still rather simple, and the roles of the market players were
clearly defined. Each actor in the chain was either responsible for creation
or for consumption® — it was for the businesses to produce and for the
final buyers to consume. Mass production, sales of finished products and
the acquisition of goods for final consumption characterised the economic
turnover of those times. A traditionally perceived sales contract played
the role of the principal contract in legal systems that provided the basic
structure for regulating this nominate contract.* Hence, until the end of
the 20th century, the orientation of law was to protect the consumer
as the final purchaser of goods.* Logically, the legal means of consumer
protection were adapted to the market challenges arising in sales-related
situations. Therefore, consumer law focused on ensuring the safety and the

3 <https://www.brandingstrategyinsider.com/2017/01/unveiling-marketings-new-defi
nition-of-consumers.html#.XWuTgy3US00> accessed 17 June 2021.

4 Reinhard Zimmermann, ‘Roman Law and European Culture’ (2007) 2 New Zea-
land Law Review.

5 John Anthony Jolowicz, ‘The Protection of the Consumer and Purchaser of Goods
under English Law’ (1969) 32, 1 Modern Law Review.
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quality of goods on the market. Concepts such as strict product liability,®
warranty and guarantees for consumer goods’ and the right to withdraw
from a contract® were the instruments that allowed market balance to be
restored in trade involving consumers.

The market, however, has changed profoundly over the last few years,
along with the development of new technologies® that have initiated a di-
gital revolution.!? First, the role of digital content on the market has signi-
ficantly increased,'' which only intensified the shift from sales to service
contracts. Second, the sharing economy,'? implemented mainly via online
platforms,!3 started to gain increasing importance. Third, consumers, who-
se role was initially restricted to merely consuming goods, now gained
the possibility to become producers themselves, fortifying the switch from

6 William Prosser, ‘The Assault Upon the Citadel (Strict Liability to the Consu-
mer)’ (1960) 69 Yale Law Journal 1099-1134; Thomas Cowan, ‘Some Policy Basis
of Products Liability’ (1965) 17 Stanford Law Review; Spiros Simitis, Grundfra-
gen der Produzentenhaftung (Tubingen 1965); Friedrich Kessler, ‘Product Liability’
(1967) 76 Yale Law Journal; Marshall Shapo, Product Liability, Cases and Materials
(Mineola 1980); John Wade, ‘On the Nature of Strict Tort Liability for Products’
(1973) 44 Mississippi Law Journal; John. Montgomery and David Owen, ‘Reflec-
tions on the Theory and Administration of Strict Tort Liability for Defective Pro-
ducts’ (1976) 27 Santa Clara Law Review 1; Vernon Palmer, ‘A General Theory of
the Inner Structure of Strict Liability: Common Law, Civil Law and Comparative
Law’ (1989) 12 JPTL ; John Fleming, ‘Mass Torts’ (1994) 42 AJCL 1994.

7 Friedrich Kessler, ‘The Protection of the Consumer under the Modern Sales Law’
(1964) 74 Yale Law Journal; ‘Disclaimer of Warranty in Consumer Sales’ (1963)
77 Harv. L. R. 1963.; Addison Mueller, ‘Contract of Frustration’ (1969) 78 Yale
Law Journal 1969; Edward Murphy, ‘Another Assault upon the Citadel: Limiting
the Use of Negotiable Notes and Waiver-of-Defense Clauses in Consumer Sales.
Consumer Protection Symposium’ (1968) 29 Ohio State Law Journal.

8 Omri Ben-Shahar and Eric A. Posner, ‘The right to withdraw in contract law’
(2011) 40 Journal of Legal Studies 2011.

9 Georgios Doukidis, Nikolaos Mylonopoulos and Nancy Pouloudi (eds) Social and
Economic Transformation in the Digital Era (Idea Group Publishing 2004).

10 Reiner Schulze and Dirk Staudenmayer (eds) Digital Revolution: Challenges for
Contract Law in Practice (Nomos 2016).

11 John B. Meisel, ‘Entry into the Market for Online Distribution of Digital Con-
tent: Economic and Legal Ramifications’ (2008) S, 1 SCRIPTed: A Journal of
Law, Technology and Society .

12 Daniela Selloni, New Forms of Economies: Sharing Economy, Collaborative Consump-
tion, Peer-to-Peer Economy (Springer 2017).

13 Kateryna Stanoevska-Slabeva, Vera Lenz-Kesekamp and Viktor Suter, ‘Platforms
and the Sharing Economy: An Analysis’ (Report from the EU H2020 Research
Project Ps2Sahre) <https://www.bi.edu/globalassets/forskning/h2020/ps2share_pla
tform-analysis-paper_final.pdf> accessed 20 August 2021.
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consumer to prosumer. The increasing popularity of 3D printing techno-
logy and the solar panel electricity production placed consumers in the
position of a party that not only consumes, but also produces the goods
they are interested in acquiring.

While the sharing economy was initially fuelled by the concept of crea-
ting an alternative business model, where social aspects of the business
model were on an equal footing with profit making, in time it leapt back
towards the traditional business concept. The increased access to goods, on
a basis other than ownership, reflected (but also facilitated) the trend of
slowly rejecting the concept of ownership as the leading market concept.
This process lead to questions being asked about the position of the sales
contract (that transfers the ownership) as the conceptual foundation for
regulating contracts.

Modern consumers (known as 3.0 consumers),!* especially the younger
generation, do not show a far-reaching need to own goods.!> Such consu-
mers prefer to have an access'® to the goods for a specific period that
corresponds to their needs (taking the simplest examples of Uber!'” or
Airbnb'®), over the ownership of the goods. The market is witnessing
a constant departure from traditionally understood consumption and ow-
nership towards the temporary use of goods. The customer ceases to be a
person who consumes the purchased products and becomes a user, one
who needs access,!”” but who is not necessarily the “final link” in the
chain of the economic process. Consumer interest in the temporary use or
access to goods is even more pronounced in relation to digital content (for

14 Petr Houdek, ‘A Perspective on Consumers 3.0: They Are Not Better Decision-
Makers than Previous Generations’ (Frontiers in Psychology 2016), <https://www.
ncbi.nlm.nih.gov/pmc/articles/PMC4891336> accessed 20 August 2021.

15 See: Inara Scott and Elizabeth Brown, ‘Redefining and Regulating the New
Sharing Economy’ (2017) 19, 3 University of Pennsylvania Journal of Business
Law .

16 Antonis Kalogeropoulous, ‘How Younger Generations Consume News DIfeerent-
ly’ (Reuters Institute, September 2019) <http://www.digitalnewsreport.org/surve
y/2019/how-younger-generations-consume-news-differently> accessed 20 August
2021.

17 Elena Mazareanu, ‘Uber Technologies — statistics & facts’ (Statista, 6 November
2020) <https://www.statista.com/topics/4826/uber-technologies> accessed 20
August 2021.

18 Jaleesa Bustamante, ‘Airbnb Statistics’ (Iproperty Management, 2020) <https://ipr
opertymanagement.com/airbnb-statistics> accessed 20 August 2021.

19 Bronwen Morgan and Declan Kuch, ‘Radical Transactionalism: Legal Conscious-
ness, Diverse Economies, and the Sharing Economy’ (2015) 42, 4 Journal of Law
and Society 2015.
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example, Spotify?® or Netflix?!). It should be assumed that this tendency
will deepen?? as the sharing economy also goes along with the growing pu-
blic awareness of the need for action to protect the natural environment
and recourses, in which the ides of permanent usage fit very well.23 Hence,
it has become necessary to reorient consumer law, still focused on protec-
ting the final purchaser of consumer goods, into a system that protects the
user, usually a long-term user, of various types of goods and services.

2.2 Departing from the off-line world

Although the consumer concept and the consumer model have always
been built based on the consumer-trader juxtaposition,?* the digital revolu-
tion has brought about a new type of imbalance of power. For a certain
moment it seemed that the digitalisation would strengthen the consumer’s
position against traders, as it provided consumers with instruments that
addressed the very reasons that decided about qualifying them as the
weaker party to a contract. First, search machines and collections of data
available online gave consumers instruments to combat the informational
imbalance that distinguished them from traders. Collecting and analysing
data became inexpensive in terms of time and money, which levelled

20 John Porter, ‘Spotify is first to 100 million paid subscribers’ (The Verge, 29 April
2019) <https://www.theverge.com/2019/4/29/18522297/spotify-100-million-users
-apple-music-podcasting-free-users-advertising-voice-speakers> accessed 20 August
2021.

21 Seth Fiegerman, ‘Netflix adds 9 million paying subsribers, but stock falls’ (CNN
Business 18 January 2019) <https://edition.cnn.com/2019/01/17/media/netflix-earn
ings-q4/index.html> accessed 20 August 2021.

22 Julie Beck, ‘The Decline of the Driver’s License’ (The Atlantic, 22 January 2016),
https://www.theatlantic.com/technology/archive/2016/01/the-decline-of-the-driver
s-license/425169 <http://www.umich.edu/~umtriswt/PDF/UMTRI-2016-4_Abstrac
t_English.pdf> accessed 20 August 2021.

23 Vanessa Mak and Enna Lujinovic “Towards a Circular Economy in EU Consumer
Markets — Legal Possibilities and Legal Challenges and the Dutch Example’(2019)
4 EuCML 2019; Bronwen Morgan and Declan Kuch, ‘Radical Transactionalism:
Legal Consciousness, Diverse Economies, and the Sharing Economy’(2015) 42, 4
Journal of Law and Society.

24 See e.g. Natali Helberger, and others ‘Analysis of the applicable legal frameworks
and suggestions for the contours of a model system of consumer protection in
relation to digital content contracts. Final report: Comparative analysis, law &
economics analysis, assessment and development of recommendations for possi-
ble future rules on digital content contracts’ (University of Amsterdam, 2011) 17
<https://hdl.handle.net/11245/1.345662> accessed 5 May 2021.
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out the informational imbalance between consumers and traders. Soon,
however, it turned out that the instruments that were supposed to provide
objective information to consumers, actually offered them biased data. The
simple search machines and comparison websites were accused of presen-
ting results with a certain degree of bias.?> When it comes to reputational
systems — the building block of the sharing economy concept based on
platforms — they proved to suffer from manipulation. A report prepared
for the UK’s Competition and Market Authority in 2015 proved that,
while consumers rely on online reviews and find them valuable, businesses
write or commission fake positive reviews about themselves, businesses or
individuals write or commission fake negative reviews about others, review
sites “cherry-pick” positive reviews, or suppress negative reviews, which
they collect or display without making it clear to readers that they are
presenting a selection of reviews only.?¢

The ease at which news is spread also (at least temporarily) strengthened
the negotiation position of the consumer (the threat of going viral). Howe-
ver, it soon became clear that digitalisation creates new types of imbalances
that are driven by the technological advantages that the traders structurally
enjoy over consumers.

Consumers have become more and more vulnerable, as traders collect
increasing amounts of data about them and their preferences, which is
subsequently used in sophisticated trade techniques and business models
based on the AI systems. As Pasquale put it,>” “tracked even more closely
by firms and governments, we have no idea of just how much of this infor-
mation can travel, how it is used, or its consequences.” The manipulative
potential of such tools grows steadily and they become nearly impossible

25 Dirk Lewandowski, ‘Living in the world of biased search engines’ (2015) Online
Information Review <https://www.researchgate.net/publication/279240937_Livin
g in_a_world_of biased_search_engines>accessed 14 May 2021.

26 See: Competition & Markets Authority, ‘Online reviews and endorsements, Re-
port on the CMA’s call for information’ (CMA, 19 June 2015) <https://assets.pu
blishing.service.gov.uk/government/uploads/system/uploads/attachment_data/f
ile/436238/Online_reviews_and_endorsements.pdf>, accessed 14 June 2021, see
also: Christoph Busch, ‘Crowdsourcing Consumer Confidence, How to regulate
online rating and review systems in the collaborative economy’ in de Franceschi
(ed) European Contract Law and the Digital Single Market: the Implications of
the Digital Revolution, Intersentia, (Cambridge 2016).

27 David Anthony Whitaker, ‘How a Career Con Man Led a Federal Sting that Cost
Google $500 Million® (Wired, 1 May 2013), as referred to in Frank Pasquale, “The
Black Box Society: The Secret Algorithms that Control Money and Information’
(2015) Harvard University Press7.
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to understand. Consumers are confronted with new types of risks, which
they often do not even recognise as risks. Consumer behaviour becomes
increasingly easy to affect, with traders obtaining tools that allows them to
effectively control the group of consumers that they want to offer their ser-
vices to (for example: medical data being used to evaluate the creditworthi-
ness of consumers).

The frequency of use of these algorithm-based data-driven practices by
the market players is also growing steadily, which is particularly endan-
gering in the case of the large, global companies that accumulate vast
amounts of data on their users. These two types of practices, combined
with the size of the traders involved, leads to the creation of a unique
asymmetry, known as digital asymmetry. This is understood as a structural
phenomenon that affects all consumers and that cannot be overcome by
the traditional means used as consumer protection measures, i.e. by provi-
ding more information.?8

Another aspect of the new market reality is digital vulnerability. This
concept assumes that in digital marketplaces most, if not all, consumers
are potentially vulnerable.? Digital vulnerability is defined as “a universal
state of defencelessness and susceptibility to (the exploitation of) power imbalan-
ces that are the result of increasing automation of commerce, datafied consumer-
seller relations and the very architecture of digital marketplaces.”3® Not only
does digital vulnerability as a concept seems to be in opposition to the
average consumer model, but it also refines the notion of a vulnerable
consumer. EU consumer law does not foresee such a standard, which is
why proposals are being made to amend the law accordingly.3!

3. Changes in the notion of a consumer

Considering the depth of the current market changes, the need to reorient
consumer law from being focused on protecting the final purchaser of
goods into a system that protects users of various types of goods and
services, usually in a long-term relation, became evident. Over the past
50 years, not only in the European Union,*? legal mechanisms have been

28 Helberger (n 14) 51.

29 ibid s.

30 ibid 5.

31 ibid 79.

32 Since 198S, the EU has developed a wide range of consumer protection instru-
ments, mainly via consumer law directives; for more, see Stephen Weatherill,
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developed to protect traditional consumers.?3 The fundamental question,
therefore, is whether these traditional means of protection require merely
an adjustment, or whether a complete change of concept is required,
because the existing structure is completely inappropriate to address the
challenges of the modern market.

It seems as if the most efficient choice is to focus on ensuring adequate
protection for a new category of entity — users of goods (as opposed to the
final consumers of goods). In situations where the sales contract is replaced
by a contract for the use of goods, usually concluded for an extended
period, the mechanisms of controlling the content of the contract begin to
play a very important role. Contracts for the sale of consumer goods are
usually concluded without complying with any formal requirements (save
for situations when the law requires the observance of a certain form).
In the contracts of everyday life, the parties usually reach a consensus on
the basic issues, such as the price and main characteristics of the goods.
Contracts for the use of goods, on the other hand, are usually more formal
and are typically concluded based on standard contract terms, which is
rather rare in trivial sales contracts. When such a long-lasting legal relation
is created between the parties, provisions relating to the possibility of
unilaterally shaping the content of a contract, and the mutual obligations
of the parties,* including liability, as well as the termination of the legal
relationship, gain particular importance.

An analysis of the contractual patterns used in this type of contract
indicates that they contain provisions that may be considered unfair.3® Eu-
ropean law provides protection against such clauses in relation to all types

EU Consumer Law and Policy (Edward Elgar Publishing 2014); Geraint Howells,
Christian Twigg-Flesner and Thomas Wilhelmsson, Rethinking EU Consumer
Law (Routledge 2019); Hans-wolfgang Micklitz and NorbertReich, EU Consumer
Law(Intersentia 2014); Hans Schulte-Noelke, Christian Twigg-Flesner and Martin
Ebers (eds) EC Consumer Law Compendium. The Consumer Acquis and its transpostiti-
on in the Member States ( Sellier European Law Publisher 2008); Hans W. Micklitz,
Jules Stuyck and Eevlyne Terryn (eds) Cases, Materials and Text on Consumer Law,
(Oxford 2010).

33 Iain Ramsay, Consumer Law and Policy (Hart Publishing 1974); Geraint Howells
and Stephen Weatherill, Consumer Protection Law (Routledge 2017); Geraint
Howells, Iain Ramsay and Thomas Wilhelmsson, Handbook of Research on In-
ternational Consumer Law (Elgar 2010).

34 Joanna Luzak, ‘Digital age: time to say goodbye to traditional concepts’ (2018) 17
EuCML.

35 Evelyne Terryn, ‘The sharing economy in Belgium - a case for regulation?” (2016)
45 EuCML.
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of contracts concluded with consumers,?¢ though it may be worth conside-
ring which abusive clauses are characteristic for temporary use contracts,
how they violate the contractual balance and then introduce such clauses
to the catalogue of unfair contract terms. From a similar perspective, it
would also be necessary to analyse the information obligations posed on
the business, as well as the regulation of the unfair market practices.

4. Changes in consumer model

The changing nature of the consumer in the digital reality leads directly to
questions about the parallel change of the consumer model, which is one
of the fundamental concepts of EU consumer law. The consumer model
is the reference point for determining whether a trader’s conduct towards
consumers is lawful or not. In other words, the accepted image of a consu-
mer defines who is protected, and under what conditions. Although many
consumer images exist, the basic consumer model is that of the average
consumer. This roughly means that the standard of consumer protection is
set by the expectations, perception capabilities and circumspection of the
average consumer.

When discussing the digital reality, it is important to note that the
currently applied model of the average consumer dates from pre-digital
times and originates from the case-law of the Court of Justice on the pro-
portionality of national restrictions under the free movement law.3” The
origin of the average consumer model implies that its development was
not based on any idea of consumer protection. The aim of the Court of
Justice was to promote cross-border free trade,?® so the average consumer
standard considers the interests of traders. However, it must also guarantee
a high level of consumer protection, as required by Articles 114 and 169
TFEU. This is particularly important, as the consumer model has been
gradually transferred to the acts harmonising the national consumer laws.

36 Council Directive 93/13/EEC of § April 1993 on unfair terms in consumer con-
tracts [1993] OJ L 95/29-34.

37 C-210/96 Gut Springenheide and Tusky v Oberkreisdirektor des Kreises Steinfurt
[1998], paras 30, 31. See also: Mateja Durovic, ‘The Subtle Europeanization of
Contract Law: The Case of Directive 2005/29/EC on Unfair Commercial Prac-
tices” (2015) 5 European Review of Private Law 715, 719.

38 Peter Rott, ‘Der ,,Durchschnittsverbraucher® — ein Auslaufmodell angesichts per-
sonalisierten Marketings?’, (2015) 5 Verbraucher und Recht 163.
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The consumer model plays a pivotal role in Directive 2005/29/EC on
unfair commercial practices (hereinafter: UCPD) which is the most power-
ful instrument for consumer protection, even in the new digital reality.’
It is the average consumer model that serves as a general vantage point
for establishing the unfairness of a commercial practice.*’ Since the Késler
case,*! the average consumer model is used as a yardstick in the assessment
of transparency of the contract terms. The average consumer model applies
to food legislation,*? the conformity of goods,* pre-contractual informati-
on disclosure** etc. It is also visible outside the core acts of consumer law,
such as intellectual property law.*

It is worth noting that the omnipresent ‘average consumer’ is not de-
fined in any legal acts. It is the Court of Justice that sets out a definition
of the average consumer as a consumer who is reasonably well-informed
and reasonably observant and circumspect.*¢ Certain characteristics are
therefore required from the consumer and the standard of protection is
established to reflect them. The main reason for criticism is the assumpti-
on that the average consumer model refers to a kind of person that does
not exist in real life.#” However, when seen as a normative standard, this

39 Stefan Scheuerer, ‘Artificial Intelligence and Unfair Competition — Unveiling an
Underestimated Building Block of the AI Regulation Landscape’ (2021) GRUR
International, 4, <https://academic.oup.com/grurint/advance-article/doi/10.1093/g
rurint/ikab021/6178541> accessed 31 May 2021.

40 Articles 5-8 of the UCPD.

41 C-26/13 Kdsler and Kdslerné Rdbai [2014] paras 74.

42 Article 5(2) of the Regulation (EC) No 1924/2006 of the European Parliament
and of the Council of 20 December 2006 on nutrition and health claims made on
foods [2006] O] L404/9-25.

43 C-52/18 Fiilla [2019] paras 40.

44 C-430/17 Walbusch Walter Busch [2019] paras 39.

45 C-456/19 Aktiebolaget Ostgotatrafiken [2020] para. 40.

46 Recital 18 of the UCPD.

47 Vanessa Mak, The ‘Average Consumer’ of EU Law (in:) Dorota Leczykiewicz,
Stephen Weatherill (eds.), The Involvement of EU Law in Private Law Relationships
(Hart Publishing 2013) 335; Peter Rott, ‘Der ,Durchschnittsverbraucher“— ein
Auslaufmodell angesichts personalisierten Marketings?’ (2015) 5 Verbraucher und
Recht 163-164; Rossella Incardona and Cristina Poncibo, ‘The average consumer,
the unfair commercial practices directive, and the Cognitive Revolution’ (2007)
30, 1 Journal of Consumer Policy28.
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concept allows questions to be raised about the presumed expectations of
an average consumer in a given situation,*® without empirical evidence.*
Under the UCPD, the basic model may be modified to the average
member of a group of consumers when a practice is targeted at a particular
group of consumers.’® These specific average consumers are then the yard-
stick to be used when assessing the unfairness of a commercial practice.
The predominance of the average consumer model does not leave
vulnerable consumers unprotected. The UCPD introduces an alternative
standard - the vulnerable consumer model - for consumers whose cha-
racteristics make them particularly vulnerable to an unfair commercial
practice’! or the underlying product because of their mental or physical
infirmity, age or credulity.’?> This definition was criticised as being too
narrow,> arbitrary,’* paternalistic and superfluous.’® The Court of Justice
does not delve into the vulnerable consumer model.’¢ The European Com-
mission claims, however, that, despite the wording of Article 5(3), the
UCPD provides a non-exhaustive list of characteristics that make a consu-
mer ‘particularly susceptible’’” This is followed by the ‘New Consumer
Agenda’: “The vulnerability of consumers can be driven by social circumstances
or because of particular characteristics of individual consumers or groups of con-
sumers, such as their age, gender, bealth, digital literacy, numeracy or financial

48 Vanessa Mak, ‘The ‘Average Consumer’ of EU Law’ in: Dorota Leczykiewicz,
Stephen Weatherill (eds) The Involvement of EU Law in Private Law Relationships
(Hart Publishing 2016) 335.

49 ibid 386.

50 Article 5(2)(b) of the UCPD.

51 Recital 18 of the UCPD.

52 Article 5(3) of the UCPD. See more Eleni Kaprou, ‘The legal definition of ‘vul-
nerable’ consumers in the UCPD: Benefits and limitations of a focus on personal
attributes’ in: Christine Riefa and Séverine Saintier (eds) Vulnerable Consumers
and the Law: Consumer Protection and Access to Justice (Routledge 2021) 56-63.

53 Bram Duivenvoorde, ‘The Protection of Vulnerable Consumers under the Unfair
Commercial Practices Directive’ (2013) 2 euvr 201371.

54 Jules Stuyck, Evelyne Terryn and Tom Van Dyck, ‘Confidence through Fairness?
The New Directive on Unfair Business-To-Business Commercial Practices in the
Internal Market’ (2006) 43, Common Market Law Review 107, 122-123.

55 Rossella Incardona and Cristina Poncibo, ‘The average consumer, the unfair com-
mercial practices directive, and the Cognitive Revolution’ (2007) 30, 1 Journal of
Consumer Policy 29.

56 C-853/19, STING Reality [2020] paras 48, 49.

57 Guidance on the Implementation/Application of Directive 2005/29/EC on Unfair
Commercial Practices, SWD(2016) 163 final, section 2.6.
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situation.”® The shift from internal factors such as age or physical infirmity
to external and situational ones is clearly visible.’®

Against this background, the question arises as to the consumer model
that should be applied in the digital reality. Is it still justified to rely
on an average consumer model that was defined long before the digital
transformation, or has the time come to change the yardstick of consumer
law to provide a high level of protection against the new challenges that
consumers are facing?

It goes without saying that the digital vulnerability concept is based on
valuable assumptions. Nevertheless, the new reality must not immediately
lead to legal changes, especially as the process can take a long time and
the outcomes do not unveil immediately. It is therefore worth considering
whether an appropriate interpretation of the existing concepts, such as the
average consumer model, is currently sufficient to maintain a high level of
consumer protection.

The possibility of an interpretation suitable for the digital world results
from the fact that the average consumer model is not static. No single
average “Euro-consumer” exists.®? Recital 18 of the UCPD emphasises that
the average consumer should be defined by “taking into account social,
cultural and linguistic factors,” and that national courts and authorities
have to rely on their own faculty of judgement to determine the typical
reaction of the average consumer in a given case. The relativisation of the
average consumer is thus required.®!

It is therefore necessary to specify how the average consumer behaves
in the digital reality. Several factors should be considered, e.g. the type of
new technology (e-commerce, digital content, smart contracts, Al systems

58 Communication from the Commission to the European Parliament and the
Council, New Consumer Agenda. Strengthening consumer resilience for sus-
tainable recovery, COM(2020) 696 final, section 3.4.

59 Natali Helberger, Hans-W. Micklitz, Marijn Sax and Joanna Strycharz, Surveillan-
ce, Consent and the Vulnerable Consumer. Regaining Citizen Agency in the
Information Economy (in) Natali Helberger, Orla Lynskey, Hans-W. Micklitz,
Marijn Sax and Joanna Strycharz, Consumer protection 2.0. Structural asymmetries in
digital consumer markets (2021), 15 <www.beuc.eu/publications/beuc-x-2021-018_e
u_consumer_protection.0_0.pdf>> accessed 31 May 2021.

60 This notion applied in: Sybe De Vries, ‘Consumer protection and the EU Single
Market rules — The search for the ‘paradigm consumer’ (2012) 4 Journal of Consu-
mer and Market Law 228.

61 Thomas Wilhelmsson, ‘Misleading Practices’ in: Geraint Howells, Hans-W. Mick-
litz and Thomas Wilhelmsson, European Fair Trading Law. The Unfair Commercial
Practices Directive (Ashgate 2006) 134.
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etc.), the category of the practice and product.®? Further, whether the
consumer’s attention is adequate to the situation,®® along with their know-
ledge.%* The average consumer may be not very observant or circumspect®’
and their ability to act rationally should not be over-estimated.®¢

The average consumer test does not need empirical or mathematical in
content,® yet it allows empirical studies to be considered. For example, the
assessment of the average consumer’s expectations towards the application
of Al systems may be influenced by a September 2020 study. This report
revealed that 22 % of consumers think Al is very little or not at all present,
while 21 % of consumers have never heard of Al or have no idea about its
presence.®® On the other hand, this perception of Al-driven goods and ser-
vices will certainly change, at least partly, in the future. The dynamic rea-
ding of averageness allows, however, socio-economic changes and develop-
ments in consumer behaviour® to be captured and thereby to adapt the
average consumer model to the changing reality.

For new technology practices, which are often based on personalisation,
it is important that the average consumer model can also be personalised”®
by referring to the concept of an average member of a group at whom a
practice is targeted.

62 See Peter Reuss, ‘§ S UWG’ in: Peter W. Heermann and Jochen Schlingloff (eds)
Miinchener Kommentar zum Lauterkeitsrecht (C.H.Beck 2020) 98-103.

63 Hans-W. Micklitz and Monika Namystowska, ‘§ 5 UWG’ in: Gerald Spindler and
Fabian Schuster (eds) Recht der elektronischen Medien. Kommentar (C.H.Beck 2019)
128.

64 C-673/17 Planet49 [2019] ECLI:EU:C:2019:246, Opinion of Advocate General
Szupnar, 114.

65 Wilhelmsson (n 61) 132.

66 Stephen Weatherill, “‘Who is the “Average Consumer™ in: Stephen Weatherill
and Ulf Bernitz (eds) The Regulation of Unfair Commercial Practices under EC
Directive 2005/29. New Rules and New Techniques (Hart Publishing 2007) 133.

67 Wilhelmsson (n 61) 132.

68 The European Consumer Organisation, ‘Artificial Intelligence: What consumer
say. Findings and policy recommendations of a multi-country survey on A[,
(2020) 6 <https://www.beuc.eu/publications/beuc-x-2020-078_artificial_intelligenc
e_what_consumers_say_report.pdf> accessed 5 May 2021.

69 Stefan Scheuerer, ‘Artificial Intelligence and Unfair Competition — Unveiling an
Underestimated Building Block of the Al Regulation Landscape’ (2021) 1 GRUR
International 4.

70 Philipp Hacker, ‘Manipulation by Algorithms. Exploring the Triangle of Unfair
Commercial Practice, Data Protection, and Privacy Law’ (2021) European Law
Journal (forthcoming).
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Similarly, the notion of a vulnerable consumer can be applied if a
practice/business model is geared towards the exploitation of particular
vulnerabilities, understood as characteristics beyond the consumer’s con-
trol.”! These consumers need a higher level of protection than others,
which may still be granted.

To conclude, all three types of consumer yardstick: the average con-
sumer, the target group and vulnerable consumer benchmark may be
applied in a digital reality. The condition is that they are used reasonably,
striking a balance between the expectations towards consumers’ abilities
and those abilities in reality. If this is the case, they provide a comparably
high bar for consumer protection as the recently proposed concept of
digital vulnerability.

S. Conclusions

The main objective of consumer law, which is to ensure a high level
of protection to counterbalance the structural inequalities between consu-
mers and traders, remains unchanged. What has changed, however, is the
subject of protection — the user who needs to be protected, the reasons
why they need protection and the means of that protection. On the one
hand, at a conceptual level, the situation is less complicated than those
times when consumer law was being created in the second half of the
twentieth century. The idea of protecting the weaker party and its justifi-
cation is generally approved, appropriate protective measures have been
developed and traders have grown accustomed to the idea of providing
adequate protection to both parties to the transaction. At the same time,
however, the technological advancements, and the increasing use of Al-ba-
sed, automated systems require an appropriate reaction, not only at a
legislative level, but it also requires the adjustment of the enforcement
tools and mechanisms (a similar intensity of technology utilisation). In
addition, it should be emphasised that the existing rules, such as the rules
on monitoring unfair contract terms and unfair market practices, would
be able to provide users with an adequate legislative protection scheme.
What is important is that the protection measures available to consumers
should work effectively (i.e. also without needing a lawyer’s assistance
for “normal” cases) in a digital environment. In other words, as the market

71 Mateja Durovic, European Law on Unfair Commercial Practices and Contract Law
(Hart Publishing 2016) 43.
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transforms itself into functioning in the digital reality, so should the sys-
tem of consumer protection.

What is definitely needed is the reconsideration of the consumer con-
cept (due to the changed market structure) and the consumer model
(due to the new, specific nature and high complexity of today’s digital
reality). The existence of digital asymmetry and of new power imbalances
cannot be denied and should be addressed by legislation (self-regulation
advanced by many market sectors hardly seems an adequate response). The
emergence of technology-driven challenges justifies the re-examination of
the existing principles of consumer law, including the consumer model.

Ensuring a high level of consumer protection can also be achieved
through an appropriate, dynamic interpretation of the ‘average consumer’,
which protects against excessive protectionism and stigmatisation.”> This
standard enables a variation in the expectations placed on the consumer”?
and is future-proof because the changing nature of the consumer resulting
from the changing reality can be considered. As consumers acquire a
certain standard of legal and technical knowledge, the average consumer
model will have to adapt. A proper benchmark of the average consumer in
a digital reality may also result in consumer empowerment.

Nevertheless, as the notion of consumer and the model of the average
consumer are only one element of the consumer protection system, a
separate analysis should be carried out of whether the entire regulatory
framework ensures an adequate protection of consumers/users in today’s
digital reality.”#

72 See more on the stigmatisation of vulnerable consumers in Alyson Cole, All of
Us Are Vulnerable, But Some Are More Vulnerable than Others: The Political
Ambiguity of Vulnerability Studies, An Ambivalent Critique, Critical Horizons,
Vol. 17, No 2 2016, 261-262; Gianclaudio Malgieri, Jedrzej Niklas, ‘Vulnerable
data subjects’, Computer Law & Security Review 37 (2020), 3.

73 Paolo Siciliani, Christine Riefa andHarriet Gamper, Consumer Theories of Harm
(Hart Publishing 2019), 36.

74 See Monika Namystowska and Agnieszka Jablonowska, ‘Artificial Intelligence
and Platform Services: EU Consumer (Contract) Law and New Regulatory Deve-
lopments’ in: Martin Ebers, Cristina Poncibo and Mimi Zou (eds) Contracting and
Contract Law in the Age of Artificial Intelligence (Hart Publishing 2021, forthcom-
ing).
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Abstract

Artificial Intelligence- (AI) driven Big Data analytics are becoming a core
capability for financial institutions, giving rise to promises of profits and
increased efficiency both for new FinTech firms and incumbent instituti-
ons. This, however, may come at a cost to consumers. This chapter analyses
the challenges to legal and regulatory framework applicable to provision
of financial services to consumers brought about by the use of Al and
Big Data tools by financial services firms. We discuss harms to consumers
potentially arising in terms of discrimination, privacy breaches, digital ma-
nipulation and financial exclusion, and argue policymakers and regulators
must deliver a fit-for-purpose legal and regulatory framework, allowing
both financial firms and consumers to reap benefits of the technological
revolution.

Keywords:
Artificial Intelligence, Big Data, Financial Services, Consumer Protection,
Consumer Harms

1. Introduction
Artificial Intelligence (Al)- and Big Data-related technologies have been

recently causing major disruptions to the financial services industry. The-
se technologies create important new opportunities for financial services
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providers, in terms of costs reduction and increased efficiency.! The na-
turally data-rich industry is a perfect environment for Al and Big Data
tools, which are leveraged to create value, offer innovative products and
introduce new processes through Al-enabled analytics, risk management,
customer acquisition, customer service, as well as automation and process
re-engineering.? Al and Big Data analytics are becoming a core capability
for financial institutions, with the technology playing ‘an increasingly cen-
tral role in creating value for banks’? insurers* and financial investment
firms,> as well as their customers. The focus of this chapter is the use of Al
and Big Data tools for automated decision-making in relation to offering
of financial services to consumers and challenges it poses for legal and
regulatory frameworks protecting consumers of financial services.

Recent studies are consistently showing increasing adoption of Al tech-
nology by financial services firms, indicating 85% of firms are already
using the technology,® and in particular, machine learning (ML) models.”
The industry is making significant investments in Al technologies,® expec-
ting consequent important benefits for firms. FinTech organisations are
leading technological transformation of the industry.?

These promises of improvements may, however, come at a cost to
consumers. Many customers will likely benefit from more accessible, chea-
per and personalised services. Nevertheless, the technologies’ use and au-
tomated decision-making may affect some consumers negatively, leading
to harms related to discrimination, exclusion, invasions of privacy, un-
fair prices and digital consumer manipulation. Some of these issues are
known, ‘old’ problems, which may become exacerbated through the tech-

1 Tom CW Lin, ‘Artificial Intelligence, Finance, and the Law’ (2019) 88 Fordham
Law Review 531, 532-33.

2 Cambridge Centre for Alternative Finance and World Economic Forum
(CCAF), ‘Transforming Paradigms: A Global Al in Financial Services Survey’ (Ja-
nuary 2020) 30-33.

3 Sven Blumberg and others, ‘Beyond Digital Transformations: Modernizing Core
Technology for the Al Bank of The Future’ (McKinsey & Company Financial
Services, 28 April 2021).

4 Ramnath Balasubramanian, Ari Libarikian and Doug McElhaney, ‘Insurance 2030:
The Impact of Al on the Future of Insurance’ (McKinsey & Company Insurance
Practice, March 2021).

5 Deloitte, ‘Client-facing technologies for investment banks’ (December 2020).

6 CCAF (n2)25.

7 Deloitte Centre for Financial Services, ‘Al leaders in financial services’ (Deloitte
Insights, 13 August 2019).

8 CCAF (n2)18.

9 ibid 26.
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nology; some are new, arising directly out of this sociotechnical transfor-
mation. The use of Al and Big Data analytics may thus present a number
of important challenges for law and regulation of retail financial services
provided to consumers.

The issue is time sensitive. This sociotechnical change is already occur-
ring, and it is crucial to analyse how existing legal rules govern this new
reality, and if law reform is needed. The rules need to achieve a balance
between protecting the market, as well as consumers, from harms, while
at the same time creating a space in which innovation thrives. Timely
examination of the problem against these criteria will allow us to assess
whether the current legal and regulatory framework is fit for purpose, in
order to both incentivise beneficial innovation and discourage harmful
business models, that may otherwise become too entrenched to be easily
dislodged later.1”

This chapter proceeds as follows. Section 2 starts with a brief overview
of AI and Big Data technologies, analyses how they are currently used in
financial services, and outlines their potentially concerning characteristics.
Section 3 focusses on challenges posed by these sociotechnical develop-
ments to legal and regulatory frameworks, including possible harms to
consumers arising out of algorithmic bias, excessive data collection, digital
manipulation and personalisation of financial services. Section 4 conclu-

des.

2. The Technologies: Characteristics and Use in Financial Services

2.1. Emerging Technologies Used by Financial Services Firms

The sociotechnical change brought about by Al and Big Data technologies
in the financial services industry is nothing short of revolutionary.!! To

10 This conundrum or incentive for timely analysis of regulatory regimes in the
face of sociotechnical change is also known as the ‘Collingridge dilemma’. For
a detailed discussion of the effects of the Collingridge dilemma, see Lyria Ben-
nett Moses, ‘How to Think about Law, Regulation and Technology: Problems
with “Technology” as a Regulatory Target’, (2013) 5 Law, Innovation and Techno-
logy 1, 8 and Kayleen Manwaring ‘Kickstarting Reconnection: An Approach to
Legal Problems Arising from Emerging Technologies’ (2017) 22 Deakin Law
Review 51, 58. Collingridge himself described it as the ‘dilemma of social control’:
David Collingridge, The Social Control of Technology (Pinter, 1980) 11.

11 See eg CCAF (n 2) 11; OECD, ‘The Impact of Big Data and Artificial Intelligence
(AI) in the Insurance Sector’ (Report, 2020) 6-7; Linklaters, ‘Artificial Intelligence
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properly understand the legal and social consequences, we need to under-
stand what these technologies are and what makes them so disruptive.!?

Artificial Intelligence and Machine Learning

The term ‘artificial intelligence’, coined in the mid-1950s,'3 can be defined
in a number of ways, both as a sociotechnical concept!# and as a technolo-
gy. As a technology, Al encompasses a range of tools and techniques.!s
One of the most common forms of Al of particular interest in the context
of financial services is machine learning (ML).!® ML models can be used in
decision-making processes. These models improve their outcomes through
learning, ie ‘modify[ing] or adapt[ing] their actions’,'” eg using methods
which detect patterns in data, which can be used to predict future data, or
in probabilistic decision-making.!® ML models tend to be empirically con-
structed, so their outcomes are based on the identification and application
of correlations in the data, rather than causal reasoning.!

in Financial Services: Managing Machines in an Evolving Legal Landscape’ (Re-
port, September 2019) 4-6.

12 Chris Reed, ‘Taking Sides on Technology Neutrality’ (Pt 2007) (2007) 4(3) SCRIP-
Ted 263, 282; Bert-Jaap Koops, ‘“Ten Dimensions of Technology Regulation: Fin-
ding Your Bearings in the Research Space of an Emerging Discipline’ in Morag
Goodwin, Bert-Jaap Koops and Ronald Leenes (eds), Dimensions of Technology
Regulation (Wolf Legal Publishing 2010) 312.

13 Gil Press, ‘A Very Short History Of Artificial Intelligence (AI)’ Forbes (30 Decem-
ber 2016) <https://www.forbes.com/sites/gilpress/2016/12/30/a-very-short-history-o
f-artificial-intelligence-ai/?sh=45bbb6e96fba> accessed 26 May 2021.

14 Michael Guihot and Lyria Bennett Moses, Artificial Intelligence, Robots and the Law
(LexisNexis, 2020) Ch 1; Toby Walsh, It’s Alive! Artificial Intelligence from the Logic
Piano to Killer Robots (La Trobe UP, 2017) 17; House of Lords Select Committee
on Artificial Intelligence, Al in the UK: Ready, Willing and Able? (Report of Session
2017-19, HL Paper 100, 16 April 2018) 13-14. Also See eg High-Level Expert
Group on Artificial Intelligence, 'A Definition of Al: Main Capabilities and Disci-
plines' (European Commission, 8 April 2019) 1.

15 Toby Walsh and others, ‘The Effective and Ethical Development of Artificial In-
telligence: An Opportunity to Improve Our Wellbeing’ (Report for the Australian
Council of Learned Academies, July 2019).

16 CCAF (n2)16-17.

17 Guihot and Bennett Moses (n 14) 23.

18 Kevin P Murphy, Machine Learning: A Probabilistic Perspective (MIT Press, 2012) 1.

19 Clarke, Roger, "Why the world wants controls over Artificial Intelligence' (2019)
35 Computer Law and Security Review 423, 428 and Table 2. See also Kalev Lee-
taru, ‘A Reminder that Machine Learning is About Correlations not Causation’
Forbes (15 January 2019) <https://www.forbes.com/sites/kalevleetaru/2019/01/15/a
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The advancements in Al technology bring about a paradigm shift. ML
offers tools allowing for data analysis which are unprecedented in terms of
their potential for managing large quantities of data and uncovering new
correlations and trends difficult or impossible for humans to discover. Fur-
thermore, the models now, as opposed to traditional, statistical ML, work
with unstructured data, having capability to process high volumes and va-
riety of data to produce a wide range of inferences, in particular about in-
dividuals.

Big Data

The Al models described are able to process ‘data with high volume, velo-
city and/or variety’, ie Big Data.?’ The volume of Big Data is significant,
usually in excess of terabytes, and is continuously expanding.?! “Velocity’
describes dynamic data generation, creation and modification requiring
high processing speeds.?? “Variety’ of data ‘refers to the fact that data
will not all lie within a single database architecture’?® and includes ‘large
volumes of structured and unstructured data [held] in different formats
from which insights may be drawn’.2* For example, it is possible to link
different forms of data such as images, text, audio and video files, and
numbers.?

2.2. Use of Al and Big Data in Retail Financial Services

The properties of the technologies described promise important beneficial
capabilities for the industry. The technology uptake within the industry is
growing, with new FinTech market entrants quite literally enabled by the

-reminder-that-machine-learning-is-about-correlations-not-causation/?sh=5£2b93d6
6161> accessed 26 May 2021.

20 Guihot and Bennett Moses (n 14) 9, citing Rob Kitchin, The Data Revolution:
Big Data, Open Data, Data Infrastructures and Their Consequences (Sage Publication
Ltd, 2014) 68.

21 Terabyte is 240 bytes, see OECD (n 11) 10; Rob Kitchin and Gavin McArd-
le, “What makes Big Data, Big Data? Exploring the ontological characteristics of
26 datasets’ (2010) Jan-Jun Big Data and Society 1, 6.

22 Guihot and Bennett Moses (n 14) 76.

23 ibid 9.

24 ibid.

25 Kitchin (n 20) 77.
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technological advancements, and more traditional incumbents, including
banks and insurers, quickly catching up.2¢

Due to ‘entrenched corporate secrecy practices and a consequential lack
of transparency’,”” some of the data practices and harms mentioned in
this chapter are as yet unconfirmed in a financial services context. Also,
some of the examples are likely to be much less complex than the reality.
The corporate secrecy around Al models and data used by financial firms
makes it even more challenging for policymakers and regulators to adequa-
tely address emerging issues, including potential consumer harms.

Surveys indicate the great majority (85 %) of financial services firms, in-
cluding banks, investment firms and insurers, use some forms of AI.?® Fi-
nancial services, as a data-rich industry, benefit from a wide variety of app-
lications of the technology. Our focus in this chapter is the automated de-
cision-making affecting consumers. It is already considered a standard
practice to use Big Data analytics for consumer credit scoring and len-
ding.?” Emerging evidence also suggests insurers are increasingly engaging
in using ML models for underwriting of contracts.>

2.3. (Concerning) Characteristics of the Technologies

Al (in particular ML tools) used in Big Data analytics often presents certain
characteristics that can be concerning, especially in the context of decisi-
on-making processes affecting consumers of financial services. The most
relevant issues for our discussion are the opacity of ML models and the
potentially inaccurate inferences they produce.

Opacity

The opacity (or lack of transparency) of many Al and Big Data processes has
attracted significant attention. This attention arises particularly in contexts

26 CCAF (n2)11.

27 Kayleen Manwaring, ‘Will emerging information technologies outpace consumer
protection law? The case of digital consumer manipulation’ (2018) 26 Competition
and Consumer Law Journal 141, 180.

28 CCAF (n2)25.

29 Blumberg and others (n 3).

30 European Insurance and Occupational Pensions Authority (EIOPA), ‘Big Data
Analytics in Motor and Health Insurance: A Thematic Review’ (Report, 2019)
29-41.
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where those processes are used to make decisions resulting in social conse-
quences, such as a decision to grant a loan or insurance. Three types of
opacity seen in Al models can be distinguished:3!

1. an opacity resulting from deliberate corporate secrecy, for reasons such
as protecting trade secrets, limiting ‘gaming’, and avoiding scrutiny
and/or regulation of dubious activities;3?

2. ‘technical illiteracy’, as most people lack specialist skills required to
understand algorithmic design; and

3. opacity due to complexity arising out of:

(a) multi-component systems; and

(b) interplay between large datasets and the way the model processes
data: complex ML models are notable for the difficulty or even
impossibility to understand why a decision was made, or outcome
arrived at, even by the original programmer.3

(In)accuracy of Inferred Information

ML models have been shown to be capable of inferring things such as a
person’s sexual orientation from their face photos,>* or a person’s suicidal
tendencies from their posts on Twitter.>*> However, a question arises as to
accuracy of such predictions. Models operate on correlations between in-
put data and target variables, rather than confirming a causal relationship
between them.3¢ Consequently, where certain features of a person or their
behaviour correlate statistically with a ML model’s desired outcome, this

31 Jenna Burrell, ‘How the Machine “Thinks”: Understanding Opacity in Machine
Learning Algorithms’ (2016) 3 Big Data & Society 1, 3-S5.

32 See Frank Pasquale, The Black Box Society: The Secret Algorithms That Control
Money and Information (Harvard University Press, 2015).

33 Eg the Deep Patient ML system was able to come to accurate predictions of schi-
zophrenia in patients, but the developers have admitted they do not understand
how it arrives at its predictions. Will Knight, “The Dark Secret at the Heart of Al’
(2017) 120 MIT Technology Review 54, 57.

34 Yilun Wang and Michal Kosinski, ‘Deep Neural Networks Are More Accurate
Than Humans at Detecting Sexual Orientation from Facial Images’ OSF (Re-
search Project, updated 26 May 2020) <https://ost.io/zn79k/>.

35 Bridianne O'Dea and others, ‘Detecting Suicidality on Twitter’ (2015) 2 Internet
Interventions 183.

36 Anya E. R. Prince and Daniel Schwarcz, ‘Proxy Discrimination in the Age of
Artificial Intelligence and Big Data’ (2020) 105 lowa Law Review 1257, 1263—64.
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does not mean the outcome is correct for a specific individual. Accuracy is
also heavily dependent on training data provided.?”

3. Challenges to Financial Law and Regulation

3.1. Overview of Potential Consumer Harms

Al and Big Data technologies used in automated decision-making in the
context of retail financial services may lead to consumer harm. Several
reasons for this can be identified. First, harm may partly stem from cha-
racteristics of the technology discussed, such as opacity and unreliable infe-
rences. Second, new technologies are opening doors to new possibilities in
terms of financial products being offered, especially personalised products,
which may affect consumers in negative ways. Third, use of technologies
and the promised benefits incentivises wide-reaching collection of consu-
mers’ data by financial firms, which again may (potentially) have negative
consequences for consumers. We discuss specific instances of consumer
harm below.

Various areas of law and regulation can potentially address some harms.
In many cases current rules, when applied to factual scenarios arising in
the context of the use of Al and Big Data analytics, should provide a high
level of consumer protection. Areas of potential relevance include:

— financial services law, applying to consumer contracts such as banking
contracts, insurance, investment contracts, and especially rules requi-
ring consumer-centric approaches to design, advertising and selling of
financial products;

- consumer protection rules, especially rules:

- introducing fairness standards for treatment of consumers, either
generally, or specifically in the financial services context (inclu-
ding concepts such as ‘good faith’ and ‘utmost good faith’, ‘fair
dealing’, ‘fairness’, etc);

-  protecting consumers from unfair commercial practices, mislea-
ding conduct, and related concepts;

- related to consumer contracts in general, including formation, in-
formation duties, withdrawal or termination, online contracting;

37 Guihot and Bennett Moses (n 14) 31-41.
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— privacy and data protection rules, including rules aimed at providing
consumers with information and control over automated processing of
their data;

— anti-discrimination laws, relevant to provision of financial services to
consumers.

Sometimes, however, current law and regulation may be inadequate in ad-
dressing some potential harms. There are two reasons for this. First, it may
be because use of new technologies exacerbates issues arising previously or
independently from technology use. For instance, if financial services firms
have already been engaged in misconduct harming consumers,?® either by
breaking the law or taking advantage of legal loopholes, there are reasons
to believe they will continue doing so, especially where technology makes
such conduct easier to hide, cheaper, or more efficient. The examples dis-
cussed below, in particular regarding algorithmic bias and discrimination,
and excessive data collection, provide useful illustrations.

Second, use of this technology by the financial services industry can also
bring about new challenges for consumer protection legal frameworks.
For example, certain uses of technology can enable firms to manipulate
consumers more efficiently and in new ways. It can also provide means
to personalise financial services to a point not possible before. Although
this may benefit some consumers on price or terms, others may find them-
selves totally excluded from accessing financial services such as insurance
or bank loans.

3.2. Algorithmic Bias and Discrimination

A concern often raised in the context of Al tools being used for decisi-
on-making is the possibility of algorithmic bias and resulting discriminati-
on.* Discrimination in provision of financial services is not strictly related
to the use of Al models. It is actually an ‘old” problem,* but it can potenti-

38 Systemic misconduct of financial services firms towards consumers has been evi-
denced, eg, in Australia, see Royal Commission into Misconduct in the Banking,
Superannuation and Financial Services Industry, ‘Final Report’ (1 February 2019).

39 Centre for Data Ethics and Innovation (CDEI), ‘Review into Bias in Algorithmic
Decision-Making’ (Report, November 2020) 21; Eirini Ntoutsi and others, ‘Bias
in Data-Driven Artificial Intelligence Systems: An Introductory Survey’ [2020]
WIREs Data Mining and Knowledge Discovery 1, 2.

40 See eg practices such as ‘redlining’: Robert Barlett and others, ‘Consumer-Len-
ding Discrimination in the FinTech Era’ (2019) National Bureau of Economic
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ally be exacerbated through use of new technologies.#! With the increasing
volume of data held by financial services firms, rapid technological advan-
cements and promised benefits, more and more consumers may become
affected.*?

Algorithmic bias can result from perpetuating human biases embedded
in datasets used for training and testing of models.** For example, histori-
cally women were underrepresented in banks’ clients bases. Men would
traditionally be the income earners, consequently using bank services such
as loans. A ML model trained on such historic data could therefore learn
that more loans, with lower default risk, were granted to men, and then
reproduce this in its outcomes.

Use of Al models may also lead to creating new biases. Even where
a ‘protected attribute’ under discrimination law has been removed from
an automated decision-making algorithm, where the attribute correlates
with a particular risk on historical data, Al-enabled tools may nevertheless
find proxies for this protected attribute, and outcomes will be based on
these proxies.** These may be more difficult to discover than decisions
based directly on the protected attribute. For example, if data processed
by an AI model discovered a correlation that people with a commonly
protected attribute, such as a disability, were more likely to default on a
loan, the model may base its decisions on the proxzes for disability found
in the dataset. These could be very diverse information items, such as

Research Working Paper 25943, 5 <https://www.nber.org/papers/w25943>,
and ‘cherry-picking’ and ‘lemon-dropping’: Marshall Allen, ‘Health Insurers Are
Vacuuming Up Details About You: And It Could Raise Your Rates’, NPR (17 July
2018) <https://www.npr.org/sections/health-shots/2018/07/17/629441555/health-i
nsurers-are-vacuuming-up-details-about-you-and-it-could-raise-your-rates> accessed
26 May 2021.

41 Australian Human Rights Commission (AHRC), ‘Using Artificial Intelligence to
Make Decisions: Addressing the Problem of Algorithmic Bias’ (Technical Paper,
2020) 26, 31, 40; Prince and Schwarcz (n 36) 1267-68; CDEI (n 39) 7; Frederik
J. Zuiderveen Borgesius, 'Strengthening Legal Protection Against Discrimination
by Algorithms and Artificial Intelligence' (2020) 24(10) The International Journal
of Human Rights 1572, 1577; Ntoutsi and others (n 39) 9.

42 CDEI (n 39) 24.

43 AHRC (n 411) Scenarios 2 and 3.

44 ibid 32; Prince and Schwarcz (n 36) 1273.
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membership in certain Facebook groups,* grocery shopping history,* or
Google search history.

The risk of algorithmic bias is exacerbated by lack of reliable datasets
for training and testing of models. Ironically, this derives in part from
operation of data protection rules requiring anonymisation or de-identifi-
cation of data to protect individual identity.#” This often results in sensitive
or protected attributes, such as gender-, health-, or ethnicity-related data
being removed, which means bias may become unmeasurable.*®

However, two considerations need to be made. First, some form of
discrimination, and especially indirect discrimination,® will almost always
exist in any decision-making procedure,’® including automated decision-
making. Second, some types of discrimination are not always unlawful,
due to exemptions for industries such as insurance.

3.3. Excessive Data Collection

There is growing evidence that various organisations, including financial
services firms, are obtaining consumers’ data from external sources.’! Such

45 Moana Mononoke and Fred Trotter, ‘Strict Inclusion Closed Group Reverse
Lookup (SICGRL) Attack’, Missing Facebook Patient Consent (Report, 16 February
2019) <https://missingconsent.org/downloads/SicGRL _initial_report.pdf>.

46 See eg observations made in Australian Competition and Consumer Commissi-
on, ‘Customer Loyalty Schemes’ (Final Report, December 2019) 45ff.

47 Christine M O’Keefe and others, ‘The De-Identification Decision-Making Frame-
work’ (CSIRO Data61 Report, 18 September 2017) 18-20.

48 This is a very real-life problem, as the example of Onfido, a company providing
remote biometric identity verification technology for banks, demonstrates: Infor-
mation Commissioner's Office UK, ‘Regulatory Sandbox Final Report: Onfido’
(A summary of Onfido’s participation in the ICO’s Regulatory Sandbox Beta,
September 2020).

49 Which is when a seemingly neutral rule leads to discriminatory outcomes, see
eg European Court of Human Rights, ‘Guide on Article 14 of the Convention
(Prohibition of Discrimination) and on Article 1 of Protocol No. 12 (General
Prohibition of Discrimination)’ (Report, updated 31 December 2020) 11-12.

50 And especially in processes such as underwriting of insurance, Anti-Discriminati-
on Working Group of the Actuaries Institute, “The Australian Anti-Discriminati-
on Acts: Information and Practical Suggestions for Actuaries’ (Paper Presented to
the Actuaries Institute 20/20 All-Actuaries Virtual Summit, 3-28 August 2020) 28.

51 See eg Mohammed Aaser and Doug McElhaney, ‘Harnessing the Power of Exter-
nal Data’, McKinsey Technology (3 February 2021) <https://www.mckinsey.com/bu
siness-functions/mckinsey-digital/our-insights/harnessing-the-power-of-external-da
ta> accessed 26 May 2021.
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external sources may include, for example, consumers’ social media, Inter-
net browsing history, website cookies, retail loyalty schemes, credit cards,
smartphone applications, wearable devices, connected cars, smart home
devices, voice assistants such as Alexa — the list is potentially endless. Finan-
cial firms may directly engage in collection of such data, which includes
practices such as sharing of data between various entities belonging to
the same company group or aggregating and repurposing information
collected previously. They may also purchase consumers’ data from data
brokers.*?

The financial services industry has always been concerned with data
analytics and statistics, and it has quickly adopted the new technologies. Al
models need huge amounts of data to work, as they become increasingly
accurate with more training and testing data available. The reverse is also
true: Al models provide means to analyse massive amounts of data and
create value for corporations.

Such large-scale data collection presents important challenges for priva-
cy and data protection regimes. Various questions arise, such as:

— how consumers’ data should be collected;

— to what extent consumers should be able to control what happens to
their data;

— whether sharing of personal data can be a condition of access to ser-
vices; and

— how re-identification of data should be treated.

These issues, already of concern in online advertising,’® are becoming
increasingly relevant in the context of financial services.

Data collection from external sources also raises ethical questions. Al
tools make it possible to analyse data without an easily identified link
to customer’s financial value, such as peoples’ lifestyles, hobbies, and be-
haviours.** They may infer, and thus reveal, facts that individuals would
prefer to keep private, for example their sexual orientation,* mental health

52 Wolfie Christl, ‘Corporate Surveillance in Everyday Life: How Companies
Collect, Combine, Analyze,
Trade, and Use Personal Data on Billions’ (Report by Cracked Labs, Vienna, June
2017).

53 See eg Forbrukerridet, ‘Out of Control: How Consumers Are Exploited by the
Online Advertising Industry’ (Report, 14 January 2020).

54 Allen (n 40).

55 See Wang and Kosinski (n 34).
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issues,’¢ or pregnancy.’’ Finally, abundant data collection potentially expo-
ses the data, including inferences, to cyber security breaches.’8

3.4. Dagital Consumer Manipulation

There is a concern that increasing use of Al and Big Data tools will
support a significantly increased capacity not only to discover consumer
preferences, but also to use data combined with insights from behaviou-
ral research to exploit consumer vulnerabilities, emotions and individual
cognitive biases for commercial benefit. This type of ‘digital consumer
manipulation™® may be used to manipulate consumers to buy particular
products or services, hand over additional data, pay higher prices or recom-
mend particular brands to other consumers.

In a financial services context, digital consumer manipulation may ta-
ke the form of ‘margin optimisation’, a ‘process where firms adapt the
margins they aim to earn on individual consumers’.®’ Reviews of EU, UK
and US insurance firms’ practices demonstrated how, when setting prices,
firms may look at a consumer’s willingness to pay based on their personal
characteristics gained from the insights that external data provides.®! The
use of data analytics means that the firms, instead of taking into account
the cost a consumer generates for the firm, examine the consumer’s price
sensitivity and propensity to switch to a different product. This may be
inferred by an AI model from, eg, the analysis of consumers’ behaviour on
a website or app controlled by the financial firm, the time an individual
spends reading terms and conditions, or websites visited before applying

56 See O'Dea and others (n 35).

57 Brigid Richmond, ‘A Day in the Life of Data: Removing the opacity surrounding
the data collection, sharing and use environment in Australia’ (Consumer Policy
Research Centre Report, 2019) 34 describes how US retailer Target inferred a
customer