Chapter 4. Mapping the notion of secrecy

§ 1 Secrecy in the digital age
A) Increasing vulnerability of confidential information

The advent of new technologies in the globalised world has allowed indi-
viduals and companies to generate and share information at a much faster
pace than ever before. The flow of information is unprecedented to the
point that some suggest that we now live in a “data centred economy”.1267
In effect, the ever-growing amount of data available, mostly through the
Internet, may be deployed to unlock new sources of economic develop-
ment, foster scientific progress and scrutinise governments’ actions.'2¢8 De-
spite the numerous advantages, the increase in information is creating a
host of new problems. Indeed, it is becoming more and more difficult to
ensure data security and personal privacy.!2¢?

Legislators all around the globe are trying to adapt to the changes
brought about by the widespread and constant information exchange. A
prime example of this is the comprehensive reform of the Data Protection
framework undertaken by the EU Commission with the adoption of the
GDPR and the publication of the Final Report on the e-commerce sector
inquiry led by the Commission.!?”? In the same vein, in 2012, the U.S. Fed-
eral Government announced the Big Data Research and Development Ini-
tiative, which aimed at facilitating the gathering, organisation and access
to big sets of digital data.!?”! The adoption of the DTSA in the U.S. and the

1267 ‘Data, data everywhere’ The Economist (London, 25 February 2010) <http://ww
w.economist.com/node/15557443> accessed 15 September 2018; see further
Gintare Surblyte, ‘6th GRUR Int / JIPLP Joint Seminar: Internet search en-
gines in the focus of EU competition law — a closer look at the broader picture’
[2015] GRUR 127, 130.

1268 ‘Data, data everywhere’ The Economist (London, 25 February 2010) <http://ww
w.economist.com/node/15557443> accessed 15 September.

1269 1Ibid.

1270 Commission, ‘Final report on the E-commerce Sector Inquiry” COM(2017)
229 final <http://ec.europa.eu/competition/antitrust/sector_inquiry_final_repo
rt_en.pdf> accessed 15 September 2018.

1271 ‘Obama Administration unveils “Big Data” Initiative: Announces $ 200 mil-
lion in new R&D investments’ (29 March 2012) <https://www.whitehouse.gov
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Chapter 4. Mapping the notion of secrecy

TSD in the EU is set against this backdrop. The convergence of protection
on both sides of the Atlantic was prompted, among other reasons, by the
increasing vulnerability and strategic importance of confidential informa-
tion.'?”2 In effect, the Impact Assessment prepared by the Commission
during the TSD legislative process identified five main factors underpin-
ning the increasing difficulties in concealing trade secrets, which partially
correspond to those mentioned by the perfume industry representa-
tives.!?”3 They are: (i) labour mobility, (ii) globalisation, (iii) longer supply
chains, (iv) the information-intensive economy that we live in, and (v) the
shortening of production cycles and the rise of fast-moving industries.'?74
Without doubt, it is now easier to store large amounts of business sensi-
tive information in a single spreadsheet document or on a computer hard
drive, which can also be downloaded within seconds on to a USB thumb-
drive or uploaded to the cloud and reach a broader audience much
faster.'?”> Even though this clearly facilitates the effective management of
information within firms, it also increases the risk of leakage of valuable
information. By way of illustration, in 2006 the Texas District Court had to
decide on a preliminary injunction preventing a former employee who
had downloaded the equivalent of 1,5 million raw pages on to several USB
thumb-drives before leaving his job and had subsequently copied the
downloaded files on to his personal computer and the system of his new
employer from working for any competitor.'?’¢ The use of servers also
poses new risks for trade secret holders, as the vast amounts of data that
were previously stored in physical cabinets or document warchouses are
now available to hundreds of employees in a company through the mere
clicking a mouse.!?”7 Similar concerns apply to the general use of laptop
computers, which allow employees to take valuable information outside
the premises of their companies or to remotely access it from anywhere in

/sites/default/files/microsites/ostp/big_data_press_release.pdf> accessed 15
September 2018.

1272 Victoria A. Cundiff and others 2016 (n 789) 738.

1273 See chapter 5 § 4 B).

1274 Impact Assessment (n 385) 15-16.

1275 Elizabeth A. Rowe, ‘Contributory Negligence, Technology, and Trade Secrets’
[2009] 17 George Mason LR 1, 14.

1276 1In Anadarko Petroleum Corp. v. Davis, 2006 WL 3837518 (S.D. Tex. Dec. 28,
2006) the court denied the preliminary injunction, but the parties entered into
an Agreed Order, whereby the competitor unterook to return all proprietary
information and to refrain from using such information.

1277 Elizabeth A. Rowe 2009 (n 1275) 14.
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§ 1 Secrecy in the digital age

the world through virtual private networks (“VPN”).1278 This has facilitat-
ed both the physical misappropriation of information (for instance,
through the theft of the laptop), as well as unauthorised access to data
stored on a server or computer by hackers.127?

Furthermore, the advent of digital technologies has made the dissemina-
tion of valuable secret information easier; now it can be done with the
“mere push of a button”.1280 Notably, this has been facilitated by the
widespread use of email communications within companies that allow em-
ployees to send sensitive information from their corporate account to their
personal accounts, or even to competitors, as well as instant messaging ser-
vices, such as Skype and Google Hangouts. Similarly, posting confidential
information on the Internet has become an increasing threat for com-
panies, which risk losing their valuable trade secrets if an employee inad-
vertently or maliciously posts them on an Internet website and, as a result,
the information becomes generally known.!281

In view of the above, it is undeniable that in the digital age it has be-
come much harder to conceal information from competitors and the pub-
lic at large. This, in turn, calls into question how secrecy should be con-
strued vis-a-vis its frontiers with the public domain and, ultimately, en-
quires about the optimal scope of protection. The following section under-
scores the main difficulties in this regard.

B) Constructing the public domain

Defining the boundaries of the public and private spheres is of utmost im-
portance in every legal system. In the realm of intellectual property, this is
particularly challenging, as constructing and defining the contours of pri-
vate rights and the intangible objects to which they refer is seemingly
more complex than with regard to tangible property.!282

In the context of confidentiality, “the public domain” is an expression
that has been used for decades to designate information that cannot be the

1278 Elizabeth A. Rowe 2009 (n 1275) 14

1279 Elizabeth A. Rowe 2009 (n 1275) 14.

1280 Elizabeth A. Rowe 2009 (n 1275) 16

1281 Elizabeth A. Rowe 2009 (n 1275) 16.

1282 Nari Lee, ‘Public domain at the interface of trade mark and unfair competition
law: The case of referential use of trade marks’ 309, 309 in Nari Lee, Ansgar
Ohly, Annette Kur, Guido Westkamp (eds), Intellectual Property, Unfair Compe-
tition and Publicity (Edward Elgar 2014).
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Chapter 4. Mapping the notion of secrecy

object of trade secrets protection.!?$3 More generally, it has also been de-
ployed to refer to “material that is unprotected by Intellectual Property
Rights”.1284 Indeed, the construction of the public domain has been stud-
ied extensively in connection to copyright and patents. However, in the
field of trade secrets it has attracted less scholarly discussion. This mostly
results from the casuistic nature of trade secrets protection, as well as from
the fact that there is no universally accepted definition of the public do-
main. Its boundaries change from jurisdiction to jurisdiction and evolve
with time.!?8 Thus, an innovation that was initially kept secret by an un-
dertaking may be discovered by competitors through reverse engineering
or independent creation and enter the realm of the public domain after
some time. Similarly, it has been suggested that the abstract definition of
the public domain does not necessarily correspond to the actual informa-
tion that a departing employee may use in his new employment.'286
Despite these inherent difficulties, mapping the public domain has nor-
mative significance, as it allows for identifying the relevant values under-
pinning its components.!?8” To be sure, a solid public domain is necessary
to foster creativity and innovation.'?8% More specifically, according to
Samuelson, it allows for creating new knowledge, and encourages compe-
tition through imitation, as well as follow-on innovation. Thus, a robust
public domain is essential to promote access to information in the academ-
ic, scientific and cultural spheres.'?® In the field of trade secrets this is
even more problematic, as the subject matter protected may never enter

1283 Charles Tait Graves 2007 (n 337) 39, footnote 145; see for instance in the US:
Kewanee Oil Co. v. Bicron Corp., 416 U.S. 470, 484 (1974) stating that “by defi-
nition a trade secret has not been placed in the public domain”; similarly Stor-
age Tech. Corp. v. Custom Hardware Eng’g & Consulting Inc., 421 F.3d 1307, 1319
(Fed Circ. 2005) “Information that is in the public domain cannot be appro-
priated by a party as its proprietary trade secret”; VD, Inc. v. Raytheon Co., 769
F.2d 842 (1st Cir. 1985): “Once a trade secret enters the public domain, the
possessor’s exclusive rights to the secret are lost”.

1284 James Boyle, ‘Foreword: The Opposite of Property?” [2003] 66 Law and Con-
temporary Problems 1, 30.

1285 Pamela Samuelson, ‘Challenges in Mapping the Public Domain’ 7, 13 in P.
Bernt Hugenholtz and Lucie Guibault (eds), The Public Domain of Information
(Kluwer International Law 2006).

1286 Charles Tait Graves 2007 (n 337) 87-88.

1287 Pamela Samuelson 2006 (n 1285) 13.

1288 Nari Lee 2014 (n 1282) 311.

1289 Pamela Samuelson 2006 (n 1285) 13; for a more detailed overview of the dis-
cussion surrounding the public domain see Lawrence Lessig, Free Culture (The
Penguin Press 2004).
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§ 1 Secrecy in the digital age

the public domain. Unlike formal IPRs, trade secrets are not subject to any
time limitation.'?®° Thus, the pool of information available to individuals
and companies is diminished as the protection of trade secrets increas-
es.1291

In the light of the above, determining whether a specific piece of infor-
mation has lost its secret nature and accordingly entered the public do-
main is crucial to assess whether it can be used by third parties other than
the original holder or the recipient of the information bound by a confi-
dentiality obligation, or whether such an obligation remains enforceable.
This is essential, for instance, in the case of departing employees who may
intend to use information that they have acquired during the course of
their employment relationship or for licensees that wish to cease paying
their licensing fees. At the same time, as explained in chapter 1, the protec-
tion of a company’s secret valuable information appears necessary and jus-
tified from a utilitarian perspective (and to a certain extent, also from a de-
ontological one).'??? Thus, in view of the increasing challenges in conceal-
ing digital information, it is of utmost importance to find the appropriate
balance between the secret sphere and the public domain. The following
sections are devoted to analysing the principles that govern such an ap-
praisal: namely, whether something is generally known or readily accessi-
ble.

To this end, first the different concepts and requirements of trade secrets
protection followed in Germany and England before the implementation
of the TSD are examined (§ 2). From this comparative analysis, some inter-
pretative principles regarding the definition of trade secrets laid down in
Article 2 TSD and the subject matter protected are proposed (§ 3). Next,
the dissertation goes on to examine the essential features of the notion of
secrecy in greater depth, namely the degree of secrecy required (§4 A), the
concept of readily ascertainability (§4 B), and the effects of the disclosure
(§4 C) through the lenses of English, German and U.S. case law. In the
light of this comparative analysis, some conclusions as to the interpreta-
tion of the relevant circles doctrine are drawn (§ 4 D). Thereafter, in § 4 E,
the secrecy standard is compared to other IPRs, such as novelty in patent
law and originality in copyright law, with a view to finding an equilibrium
between the different legal regimes. Next, the possibility of resorting to
trade secrets protection for Big Data sets is analysed under § 4F (Excursus).

1290 William van Caenegem 2014 (n 7) 13-14.
1291 William van Caenegem 2014 (n 7) 14.
1292 See chapter 1 § 2.
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Chapter 4. Mapping the notion of secrecy

The ultimate goal of this investigation is to underscore the principles
that courts across EU jurisdictions should follow in order to determine, in
a consistent manner, whether information is part of the public domain or
remains secret pursuant to Article 2(1)(a) TSD. Notwithstanding the afore-
mentioned, such an analysis is largely factually driven. For that reason, it is
only possible to outline general guiding principles.

§ 2 Different concepts and requirements for protection of trade secrets before the
implementation of the TSD

A) Concept and requirements for the protection of trade secrets in
Germany

I. Distinction between Geschiftsgeheimnis and Betriebsgeheimnissen

In Germany, unlike other jurisdictions, no statutory definition of trade se-
crets exists. Instead, the following working definition has been developed
by the courts:

A trade secret is information which relates to a particular business, is
known only to a narrow limited number of persons, so is secret, and
under the express or identifiable (as a rule, commercial) owner’s will,
which is based on a legitimate interest, is intended to be kept se-
cret.1293

Article 17 UWG distinguishes between two categories of trade secrets,
namely commercial secrets (“Geschifisgeheimnisse”) and industrial secrets
(“Betriebsgeheimnisse”). The former refers to the business-related informa-
tion of an undertaking,'?** such as customers’ and suppliers’ data, or con-
tractual and cost estimation documents,'?>> while the latter encompasses
technical information.'?¢ Among others, courts have ruled that industrial

1293 Translation by Gintare Surblyte 2011 (n 182) 49; BGH MMR 2006, 815, 816 —
Kundendatenprogramm; BGH GRUR 2003, 356, 358 — Prizisionsmessgerdte.

1294 Gintare Surblyte 2011 (n 182) 49.

1295 Obly/Sosnitza (n 813) § 17 Rdn 5.

1296 Harte-Bavendamm/Henning-Bodewig (n 376) § 17 Rdn 1.
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§ 2 Different concepts and requirements for protection of trade secrets

secrets are manufacture and assembly processes,'?” formulas!**® or com-
puter programs.!?%

At first glance, the division of trade secrets into two categories might ap-
pear merely formal, as no definition of any of these concepts is provided,
either in § 17 UWG or throughout the Act. Notwithstanding this, during
the travaux préparatoires of the UWG (1896) it was extensively debated
whether commercial information should be covered by the legal regime
for the protection of trade secrets.!3® Accordingly, an explicit distinction
was included for the purposes of clarity, which unequivocally stated that
commercial information fell within the scope of §9 UWG 1896 (now § 17
UWG). However, in practice, no substantial legal consequences arise from
such a distinction'3%! other than the exclusive application of § 18(1) UWG
to industrial secrets (“Betriebsgeheimnisse”).13°2 Thus, the terms “business se-
cret” (“Unternehmensgeheimnis”) and “economic secrets” (“Wirtschaftsge-
heimnis”) are often used as generic terms (“Oberbegriff”).1303

II. Requirements for the protection of trade secrets

As stated in the previous section, the definition of trade secrets that has
been followed by case law requires that (i) information, (ii) must be con-
nected to a particular business, (iii) must not be public, but only known by
a limited circle of people, (iv) must be kept secret by the express will of the
trade secret holder, and (v) the desire to keep the information secret must
be based on an economic interest.!3%4

1297 BGH GRUR 1963, 367 — Industrieboden.

1298 BGH GRUR 1980, 750 — Pankreaplex.

1299 BGH GRUR 1977, 539 — Prozessrechner; Kohler/Bornkamm/Feddersen (n 835)
§ 17 Rdn 12a.

1300 Bjorn H. Kalbfus, Know-how Schutz in Deutschland zwischen Strafrecht und Zivil-
recht-welcher Reformbedarf bestebt? (1st edn, Carl Heymanns Verlag 2011) 70.

1301 Lutz Lehmer, UWG: Kommentar zum Wettbewerbsrecht (Luchterhand 2007)
555; Obly/Sosnitza (n 813) §17 Rdn 5, Axel Beater (n 811) §22 Rdn 686;
Kdéhler/Bornkamm/Feddersen (n 835) § 17 Rdn 4a.

1302 Lutz Lehmer 2010 (n 1301) 555.

1303 Ohly/Sosnitza (n 813) 17 Rdn 5; Gintare Surblyte 2011 (n 182) 49; Bjorn H.
Kalbfus 2011 (n 1300) 70; Harte- Harte-Bavendamm/Henning-Bodewig (n 376)
§ 17 Rdn 1; hereinafer, the generic term “trade secret” will be used.

1304 BGH GRUR 2009, 603, Rdn 13 — Versicherungsvertreter; Hirsch/Ann/Brammsen,
Miinchener Kommentar zum Lauterkeitsrecht (2nd edn, C.H. Beck 2014) §17
Rdn 8; Florian Schweyer 2012 (n 99) 458.
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Chapter 4. Mapping the notion of secrecy

The following sections analyse the requirements for the protection of in-
formation as a trade secret in the German jurisdiction.

1. Information

The working definition adopted by the German courts refers to facts (“Tat-
sachen”). The use of this term has been criticised for not being sufficiently
precise, because the law of trade secrets protects information about facts
(“Tatsachen”) and not the facts themselves.!305

2. Information connected to a business — Geschaftsbezogenheit

In Germany, information can only be protected as a trade secret if it can be
ascribed to a particular business,'3%¢ i.e. the information must be “used in
relation to the business”'3% or owned and controlled by the said busi-
ness.'3% No other requirements regarding the content or the object of the
secret information have to be met.!3%

Consequently, private secrets’3!0 and information that stems from uni-
versities and research institutions do not fall within the scope of §§ 17 and
18 UWG.13!! This contrasts with the broad scope of the English breach of
confidence action and the broad interpretation of commercial value fol-
lowed by courts in the U.S. The rationale behind such a limitation derives
from the very foundations of unfair competition.'3? The legal regime for
the protection of trade secrets was established with the intention of safe-
guarding the “exercise without disruption of the business activity”!313 of

1305 See Stephan Hillenbrand, Der Begriff des Betriebs- und Geschifisgebeimnisses
(Herbert Utz Verlag 2017) 28 and Bjorn H. Kalbfus 2016 (n 1122)1010 with
further references.

1306 See Florian Schweyer 2012 (n 99) 458; Gintare Surblyte 2011 (n 182) 50.

1307 Rudolf Krafer 1970 (n 831) 589; Michael Knospe (n 834) § 15:5; Gintare Sur-
blyte 2011 (n 182) 49.

1308 Florian Schweyer 2012 (n 99) 458; Michael Knospe (n 834) 15:5.

1309 Axel Beater (n 811) Rdn 1878.

1310 Obhly/Sosnitza (n 813) § 17 Rdn 6.

1311 Florian Schweyer 2012 (n 99) 458 noting that in other jurisdictions, like the
United States, they are actually considered trade secrets.

1312 Harte-Bavendamm/Henning-Bodewig (n 376) § 17 Rdn 2.

1313 Harte-Bavendamm/Henning-Bodewig (n 376) § 17 Rdn 2.
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§ 2 Different concepts and requirements for protection of trade secrets

the trade secret holder in order to preserve the market position that he had
obtained through his secret knowledge and experience.!314

From the outset it was controversially discussed, as happened in most ju-
risdictions, whether the information protected under the trade secrets legal
regime should meet the patentability requirements set forth in the Ger-
man Patent Act.1315 In 1907, one of the first decisions rendered by the
Supreme Court of the German Reich regarding trade secret protection, the
Pomri['31¢ judgement, ruled out such a possibility, stating that: “It is not
relevant whether the (...) process was new in the sense of §§ 1,2 of the
Patent Act (...)”.1317 Later on in the same decision, it was further noted
that a known process could be the object of a trade secret only if by keep-
ing the information secret the trade secret holder could achieve a certain
competitive advantage.'3'® The principles set out by the Pomril decision
have been incorporated by subsequent case law.131

Likewise, courts have repeatedly stated that it is irrelevant whether the
information is secret as such, or whether only its relationship with the
business is kept secret. This issue was first clarified by the Supreme Court
of the German Reich in the Stiefeleisenpresse decision.’320 In the legal rea-
soning of this landmark case, the court noted that a known process could
be the object of a trade secret, as long as its use by the business was not
disclosed. It further added that the relationship with the company lasted
for as long as the trade secret holder had a legitimate economic interest in
keeping the relationship between the process and the undertaking confi-
dential. Hence, the relationship with the company is not lost by the mere
fact of selling the product in which the trade secret is embodied.!32!

1314 Harte-Bavendamm/Henning-Bodewig (n 376) § 17 Rdn 2.

1315 See § 3 German Patent Act.

1316 RGZ 1907 65, 333, 335 — Pomril.

1317 RGZ 1907 65, 333, 335 — Pomril (...)“kommt es nicht darauf an, ob das Promil
Verfahren in dem Sinne neu war, in dem eine Erfindung nach §§1, 2 des
Patentsgesetz neu sein mufl, wenn die patentfihig sein soll”. This point of
view has been reiterated in subsequent case law, for example: RGZ 1935 149,
329, 335- Stiefeleisenpresse; BGH GRUR 1995, 424, 426 — Mdbelpaste.

1318 RGZ 1907 65, 333, 335 — Pomril; RGZ 1935 149, 329, 334 — Stiefeleisenpresse,
BGH GRUR 1995, 424 — Mébelpaste.

1319 Florian Schweyer 2012 (n 99) 459.

1320 RGZ 1935 149, 329, 335 — Stiefeleisenpresse.

1321 Ohly/Sosnitza (n 813) § 17 Rdn 6.
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Chapter 4. Mapping the notion of secrecy

In this context, it has been stated that the information connected to busi-
ness requirement correlates with the condition that “information is lawful-
ly within the control” of its holder, spelt out in Article 39(2) TRIPs.1322

3. Secrecy — Nichtoffenkundigkeit

By definition, the subject matter of trade secrets protection must not be in
the public domain.!3?3 Pursuant to the prevailing view in case law, infor-
mation will be regarded as secret as long as it is neither generally known
nor easily accessible.!32# The threshold for assessing these requirements is
the so-called “circle of experts” (“Fachkreise”) but also the competitors,
whose actions are ultimately the object of the UWG regulation.!325
Information will only be regarded as secret if it is “only known by a li-
mited circle of people”.’326 Consequently, in Germany, the relevant yard-
stick has become whether the trade secret owner maintains control over
the number and type of persons who know or who have access to the in-
formation.!3?” Thus, courts do not resort to a precise numerical value in or-
der to evaluate if the “number of persons who have knowledge of the in-
formation is sufficiently limited”.!3?8 Instead, a case-by-case analysis is con-

1322 Obly/Sosnitza (n 813) § 17 Rdn 6.

1323 Michael Knospe (n 834) 15:8.

1324 Florian Schweyer 2012 (n 99) 459, Michael Knospe (n 834) 15:8; Obly/Sosnitza
(n 813) § 17 Rdn 7; Harte-Bavendamm/Henning-Bodewig (n 376) § 17 Rdn 3.

1325 Florian Schweyer 2012 (n 99) 461; Thomas Reimann,‘Einige Uberlegungen
zur Offenkundigkeit im Rahmen von §§ 17 ff. UWG und von § 3 PatG’ [1998]
GRUR 298, 299; BGH GRUR 2012, 1048 Rdn 21 — Movicol (Zulassungsantrag):
“Das BerGer. hat zutreffend angenommen, dass es nicht zu einer den
Geheimnischarakter ausschlieSenden allgemeinen Bekanntheit fiithrt, wenn
die Zulassungsunterlagen einem begrenzten — wenn auch unter Umstinden
groferen — Personenkreis zuginglich waren, etwa den auf Grund des Ar-
beitsvertrags zur Verschwiegenheit verpflichteten Betriebsangehdrigen oder
auch bestimmten Kunden und Lieferanten. Nichts anderes gilt, soweit die Un-
terlagen den mit der Vorbereitung und Priffung des Zulassungsantrags dien-
stlich befassten Personen bekannt geworden sind”; this topic is further elabo-
rated in chapter 4 § 4 D) IIL.

1326 Obhly/Sosnitza (n 813) § 17 Rdn 8.

1327 Obly/Sosnitza (n 813) §17 Rdn 8; Rudolf Krafler, ‘Grundlagen des zivil-
rechtlichen Schutz von Geschifts- und Betriebsgeheimnissen sowie von Know-
how’ [1977] GRUR 177, 178.

1328 Michael Knospe (n 834) 15:4.
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§ 2 Different concepts and requirements for protection of trade secrets

ducted,®?” where the decisive factor is the likelihood of a disclosure to any
third parties, in particular competitors, not bound by a confidentiality
obligation.!330 Hence, courts have deemed that the trade secret holder is in
control of the secret, not only among his employees, who are bound by
their labour contracts, but also with regard to licensees and contract manu-
facturers, so long as they are expressly bound by a confidentiality obliga-
tion. 133!

As stated above, information will be deemed public and thus not pro-
tectable under trade secrets law, not only if it is generally known, but also
if it may be easily accessed (“leichte Zugdnglichkeit”).332 This requirement
comprises both actual access and the possibility of accessing the informa-
tion concerned.!33? In patent law, a disclosure that is theoretically accessi-
ble by any third party is considered novelty destroying pursuant to §2 of
the German Patent Act,'33* whereas under the trade secrets regime, the ac-
cessibility requirement has been construed in a much narrower and “spe-
cific” sense.!33% Information that can only be obtained in an extremely dif-
ficult manner is considered to meet such a condition and consequently can
be protected as a trade secret.'33¢ This highlights one of the defining fea-
tures of trade secrets vis-d-vis other IPRs: in order to be protected informa-
tion must fulfil neither the technical novelty criterion as applied in patent
law, nor the originality requirement necessary to grant copyright law.1337

In the light of the above, a new standard for the assessment of secrecy
was developed by case law, according to which “information which in its
specific manifestation can only be obtained through great difficulty and
cost (“grofie Schwierigkeit und Opfer”) is considered to be secret”.1338 In con-
trast, information that can be learned by the interested parties without
such difficulty is deemed to be dedicated to the public and thus part of the
public domain. The development of this standard was considered neces-

1329 Ohly/Sosnitza (n 813) § 17 Rdn 8.

1330 Harte-Bavendamm/Henning-Bodewig (n 376) § 17 Rdn 4; Rudolf Krafler 1977
(n1327) 177.

1331 Rudolf Krafler 1977 (n 1327) 179.

1332 Florian Schweyer 2012 (n 99) 461.

1333 Rudolf Krafler 1977 (n 1327) 179; Florian Schweyer 2012 (n 99) 462.

1334 See § 2 German Patent Act.

1335 Henning Harte-Bavendamm 2010 (n 823) § 77 Rdn 11.

1336 Rudolf Krafler 1977 (n 1327) 179; Thomas Reimann 1998 (1325) 298, 299.

1337 Hirsch/Ann/Brammsen (n 1304) § 17 Rdn 13; BGH GRUR 1995, 424, 426 — M¢-
belpaste.

1338 Rudolf Krafler 1977 (n 1327) 179.

289



https://doi.org/10.5771/9783748911975-279
https://www.nomos-elibrary.de/agb

Chapter 4. Mapping the notion of secrecy

sary in order to protect competitors who acquired a secret independently
and through a high investment of effort and costs.!33® Thus, information
does not necessarily lose its secret nature if third parties achieve similar re-
sults independently.!340

4. Will to keep the information secret — Geheimhaltunsgswille

The fourth requirement applied by courts sets forth that information must
remain undisclosed as a result of the will of the trade secret holder.'3#! The
rationale behind this subjective requisite’#? is to differentiate mere un-
known information from information that is intentionally kept secret.!343
The will to observe confidentiality must stem from the holder and it can
be agreed upon orally or in a written form,!3#* even though it will often be
inferred from the circumstances of the case.!3*5 Courts have construed the
intent requirement in a broad sense, encompassing both the “potential”
and the actual intent.’34¢ In addition, it has been suggested that if such in-
tent is unclear, employees should presume that “all knowledge and pro-
cesses, whose existence is unknown outside the inner sphere of the particu-
lar business and that play a role in its competitive position”,'3# are kept
undisclosed as a result of the express will of the trade secret holder.1343
Thus, the burden of proof lies with the employee, who will have to pro-
vide evidence that the employer did not intend to keep the information
undisclosed.!3# Likewise, actual knowledge of the secret information by
the employer is not required, so long as if he had in fact been acquainted

1339 Rudolf Krafer 1977 (n 1327) 179; Henning Harte-Bavendamm 2010 (n 823)
§77 Rdn 10.

1340 Henning Harte-Bavendamm 2010 (n 823) § 77 Rdn 10.

1341 BGH GRUR 1964, 31 — Petromax I1.

1342 Gintare Surblyte 2011 (n 182) 51.

1343 Obly/Sosnitza (n 813) § 17 Rdn 11; Henning Harte-Bavendamm 2010 (n 823)
§77 Rdn 12.

1344 Henning Harte-Bavendamm 2010 (n 823) § 77 Rdn 12.

1345 Henning Harte-Bavendamm 2010 (n 823) § 77 Rdn 12.

1346 Axel Beater (n 811) §22 Rdn 1880.

1347 Henning Harte-Bavendamm 2010 (n 823) §77 Rdn 12; BGH GRUR 2006,
1044 Rdn 19 — Kundendatenprogramm.

1348 Henning Harte-Bavendamm 2010 (n 823) § 77 Rdn 12.

1349 Henning Harte-Bavendamm 2010 (n 823) § 77 Rdn 12; Florian Schweyer 2012
(n 99) 468, Michael Knospe (n 834) 15:4.
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with it he would have intended to keep it secret.!3*° This general presump-
tion refers to the situation where information was developed by employees
but still had to be communicated to employers, and it was introduced for
practical purposes, because there is always a period of time between the ac-
tual invention and the act of communication.

This requirement has been strongly criticised by several commentators,
who believe that the way in which it is tailored nowadays renders it a su-
perfluous condition for protection.!35! Some argue that establishing such a
fiction appears redundant and should be abandoned.!®? Hence, the only
relevant yardstick should be whether the trade secret holder had disclosed
the information and consequently it had become generally known.!3%3

5. Interest in keeping the information secret — Geheimhaltungsinteresse

The will to keep information secret (“Gebeimbaltungswille”) is closely con-
nected with the last requirement set forth by case law for protecting trade
secrets, namely the interest in keeping the information undisclosed
(“Gebeimbaltungsinteresse”).!33* Nowadays, it is generally accepted by case
law and academia that the trade secret holder must have a justifiable eco-
nomic interest in keeping the information secret, as the mere intention is
deemed an inadequate subjective parameter for assessing trade secrets pro-
tection.!3%5 Such an objective condition was essentially introduced with
the aim of ensuring that the owner could not arbitrarily establish the infor-
mation covered by the trade secret, irrespective of whether an objective un-

1350 Florian Schweyer 2012 (n 99) 468; BGH GRUR 1977, 539 — Prozessrechner.

1351 In that sense, Henning Harte-Bavendamm 2010 (n 823) § Rdn 12 states that
“Die Erkannbarkeit dieses Willens mag fir die Strafbarkeit wegen
Geheimnisverrat von Bedeutung sein, jedoch nicht fir den Begriff des
Geheimnisses und nicht unbedingt fiir zivilrechtliches Vorgehen”.

1352 Ohly/Sosnitza (n 813) § 17 Rdn 11.

1353 Ohly/Sosnitza (n 813) § 17 Rdn 11.

1354 Rudolf Kra8er 1970 (n 831) 590.

1355 In this sense, BGH GRUR 1955, 424, 425- Mobelwachspaste: “Der Begriff des
Betriebsgeheimnisses auffer dem Willen zur Geheimhaltung ein berechtigtes
wirtschaftliches Interesse des Betriebsinhabers an der Geheimhaltung voraus-
setze”; Obly/Sosnitza (n 813) § 17 Rn 12; Kohler/Bornkamm/Feddersen (n 835)
§ 17 Rdn 9; Henning Harte-Bavendamm 2010 (n 823) § 77 noting that “Auf8er
dem Willen zur Geheimhaltung ist ein berechtigtes wirtschaftliches Interesse
des Betriebsinhabers an der Geheimhaltung erforderlich”.
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derlying justification existed.!3%¢ In that regard, it should be noted that
§§ 17 and 18 of the UWG are criminal law provisions and accordingly set
forth criminal penalties in the event of infringement.!357

The ground for the assessment of the so-called “justifiable interest” is
based on the competitive advantage gained by keeping the specific infor-
mation secret, in line with Article 39(2)(b) TRIPs. Hence, case law has in-
troduced a general presumption, whereby a legitimate economic interest
will be assumed if the disclosure of the information hinders the righthold-
er’s position in the market, or conversely, it leads to an improvement in
the competitor’s position.!3® However, this does not mean that the trade
secret must have economic value as such.!®%® Likewise, as already stated
with regard to the secrecy requirement, it is not necessary that the object of
protection is undisclosed information from a company, such as a secret
method of manufacture. It suffices that its relationship with the business is
kept secret. For instance, based on the previous example, the method for
manufacture could be generally known, but if its use by a given company
remains secret this relationship could constitute the object of trade secrets
protection.!3¢0

As a final consideration, it should be pointed out that it is irrelevant
whether the protected secret deals with immoral or unlawful informa-
tion.!3¢! Notwithstanding this, a disclosure might be justified on the basis
of third parties” best interests and, arguably, an obligation to do so may
arise in the event of an emergency situation pursuant to § 34 of the Crimi-
nal Code.!36?

1356 Henning Harte-Bavendamm 2010 (n 823) 13; Ohbly/Sosnitza (n 813) §17 Rdn
12.

1357 Gintare Surblyte 2011 (n 182) 47.

1358 Kohler/Bornkamm/Feddersen (n 835) § 17 Rdn 9.

1359 Kohler/Bornkamm/Feddersen (n 835) § 17 Rdn 9.

1360 Kohler/Bornkamm/Feddersen (n 835) § 17 Rdn 9.

1361 Henning Harte-Bavendamm 2010 (n 823) §77 Rn13; Kohler/Bornkamm/
Feddersen (n 835) §17 Rdn 9; Stephan Hillenbrand, Der Begriff des Betriebs-
und Geschdftsgeheimnisses (Herbert Utz Verlag 2017) 75.

1362 Henning Harte-Bavendamm 2010 (n 823) §77 Rdn 13; Kéhler/Bornkamm/
Feddersen (n 835) § 17 Rdn 9.
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B) The notion of confidentiality in England
I. Concepts of confidential information and trade secret in England

The inclusion of trade secrets within the general legal framework created
by the breach of confidence action has led to the establishment of a very
complex system, where the boundaries between privacy and secrecy have
progressively faded, causing the concepts to merge. In numerous rulings,
English courts have sought to provide a uniform interpretation of essential
concepts, such as confidential information, trade secrets and know-
how.1363 The following paragraphs attempt to shed light on the complex
and at times confusing terminology used in case law when applying the
breach of confidence action.

Confidential information is most adequately defined as the general term
used to refer to information that is protected under the breach of confi-
dence action.!3¢* As mentioned previously, its scope covers all types of in-
formation without restrictions on the subject matter of protection,'3¢ irre-
spective of the format in which it is presented.!3¢¢

As regards trade secrets, no statutory definition of this term has been en-
acted into law in England.’3¢” A detailed study of the authorities on the
subject reveals that the English courts have mostly avoided precisely delin-
eating the semantic contours of this concept.!3¢% As such, trade secrets refer
to one of the several categories of information that are protected under the

1363 The difficulties of establishing a uniform interpretation of confidential infor-
mation were already outlined by Lord Megarry in Thomas Marshall (Exports) Li-
mited v Guinle [1979] ESR 208 (Ch), 209 where he held that “it is far from easy
to state in general terms what is confidential information or trade secret”.

1364 John Hull, ‘Trade Secret Licensing: the art of the possible’ [2009] 14 JIPLP 203,
205.

1365 Tanya Aplin and others 2012 (n 22) para 6.02 state that confidential informa-
tion can be generally classified in four kinds, i.e. trade secrets, artistic and liter-
ary information, government secrets and personal information. However, it is
further noted that “the boundaries separating these categories are not always
easy to draw and there is a certain amount of overlapping”.

1366 Lionel Bently and Brad Sherman 2014 (n 125) 1144.

1367 Notwithstanding, the Freedom of Information Act 2000, s 43(1) refers to trade
secrets.

1368 John Hull 2013 (n 934) 158.
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breach of confidence action,'3¢ although some commentators argue that
the courts have applied this phrase such that is has a two-fold meaning.!37°
The first and more restrictive approach limits the scope of trade secrets
to post-employment restraints on former employees, based both on express
and implied duties of confidentiality.!3”! This was the case in Helmet Inte-
grated Systems Ltd v Tunnard, where Moses ] noted that former employees
should be free to use and apply for their own benefit the skill and knowl-
edge acquired and developed during the course of an employment rela-
tionship, even if it entails competing with the former employer. However,
he added that they should not benefit from information regarded as a
trade secret.!372
Conversely, the prevailing and broader approach uses the term trade se-
crets as a “synonym for commercial and industrial confidential informa-
tion”,'373 similarly to Article 2(1) TSD. Indeed, Megarry J in Thomas Mar-
shall (Exports) Limited v Guinle stated that trade secrets are information
concerning industrial and trade settings that meets the following four re-
quirements:
(i) First, the disclosure of the information would be detrimental to its
holder or to the benefit of a competitor or any other third party;
(ii) Second, the owner should believe that the information concerned is se-
cret;
(iii) Third, the holder’s belief under the two previous requirements “must
be reasonable”;
(iv) Fourth, information must be assessed according to the “usage and
practices of the particular industry or trade concerned”.1374
Against this background, the traditional distinction between technical se-
crets and business secrets is also applicable. In particular, know-how is con-

1369 John Hull 2013 (n 934) 161.

1370 Tanya Aplin and others 2012 (n 22) para 6.06.

1371 See among others Faccenda Chicken Ltd v Fowler [1987] Ch 117 (CA), 136
where Nei/ L] highlighted that: “The implied term which imposes an obliga-
tion on the employee as to his conduct after the termination of the employ-
ment is more restricted in scope than that which imposes a general duty of
good faith. It is clear that the obligation not to use or disclose information
may cover secret processes of manufacture such as chemical formulae (...), or
designs or special methods of construction (...), and other information which
is of sufficiently degree of confidentiality as to amount to a trade secret”.

1372 Helmet Integrated Systems Ltd v Tunnard [2007] FSR 385 (CA), 445-446.

1373 Tanya Aplin and others 2012 (n 22) para 6.06.

1374 Thomas Marshall (Exports) Limited v Guinle [1979] FSR 208 (Ch), 229.
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sidered to encompass two kinds of technical information.’3”S On the one
hand, it is used to refer to non-patented practical information that has
been developed through experience and testing and that is secret, substan-
tial and identified.!376 On the other hand, know-how has been used to des-
ignate the set of skills and knowledge that employees acquire during the
course of their employment. This was the view supported, among others,
by Sir Thomas Bingham M.R. in Lancashire Fire Ltd v Lyons, where it was
held that:

The normal presumption is that information which the employee has
obtained in the ordinary course of his employment, without specific
steps such as memorising particular documents, is information which
he is free to take away and use in alternative employment.!377

With the above clarification in mind, the following section delves into two
of the four conditions that are necessary to find liability under the breach
of confidence action mentioned above: (i) the subject matter capable of
protection, and (ii) the confidential nature of the information.'378

II. Subject matter capable of protection

One of the most notable features of the English legal system is the fact that
the breach of confidence action places no restrictions on the type of infor-
mation protected and the format in which it is conveyed.!3”? Accordingly,
the action has been invoked to protect both oral and written informa-
tion,"380 as well as drawings,'®®! photographs'3®? and products.!383
Notwithstanding this, courts have developed four limitations as to the in-
formation that falls under its scope of protection. Consequently, trivial in-
formation, information that is vague, immoral information and false infor-

1375 Tanya Aplin and others 2012 (n 22) para 6.10; John Hull 2009 (n 1364) 206.

1376 Similar to Article 1(i) TTBER.

1377 Lancashire Fires Limited v S.A. Lyons & Company Limited and Others [1996] FSR
629 (CA), 656.

1378 See chapter 3 §3 C) IL

1379 Lionel Bently and Brad Sherman 2014 (n 125) 1144.

1380 Fraser v Thames Television Ltd [1984] QB 44 (QB).

1381 Morison v Moat [1851] 9 Hare 241.

1382 Douglas v Hello! Ltd and others [2007] UKHL 21.

1383 Vestergaard Frandsen A/S v Bestnet Europe Ltd [2013]1 UKSC 31; Helmet Integrated
Systems Ltd v Tunnard [2007] FSR 16 (CA).
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mation are not eligible for protection.!3%* Each of these exceptions will be
analysed in turn.

1. Commercial value: protection of trivial information?

As a first general limitation, case law has provided that trivial information
may not be subject to a confidential obligation. Famously, Megarry | in
Coco v A.N.Clark (Engineers) Ltd stated that “equity ought not to be in-
voked merely to protect trivial tittle-tattle, however confidential”.!3%5 Yet,
the decision provided no further guidance on how to assess such a require-
ment. The Oxford dictionary defines tittle-tattle as referring to “casual con-
versation about other people, typically involving details that are not con-
firmed as true; gossip”.13% In line with this definition, in Attorney General
v Guardian Newspapers Ltd Lord Goff stressed “the duty of confidence ap-
plies neither to useless information, nor to trivia”.!3%” However, in Stephens
v Avery'38 the notion that information concerning an extramarital affair
between two people published in a tabloid was not eligible for protection
under the breach of confidence action was rejected. In this case, the plain-
tiff, Mrs Stephens, conveyed in confidence certain information of a private
nature to one of the defendants, Mrs Avery. In particular, the information
related to a lesbian relationship between the plaintiff and Mrs Telling, who
because of the affair was murdered by her husband. Subsequently, Mrs Av-
ery communicated the information about the lesbian relationship to one
of the most prominent tabloids in the UK, “The Mail on Sunday”, in
which an article revealing details of the relationship was published in July
1984. As a result, Mrs Stephens brought an action for a breach of confi-
dence. Upon Appeal, Sir Nicolas noted that the exclusion of “trivial tittle-
tattle” information in Coco v A.N.Clark (Engineers) Ltd was exclusively con-
cerned with information that was of industrial value and expressed scepti-

1384 Lionel Bently and Brad Sherman 2014 (n 125) 1144.

1385 Coco v A.N.Clark (Engineers) Ltd [1969] RPC 41 (Ch), 48; later Judge Dean in
Moorgate Tobacco Co, Ltd v Philip Morris Ltd (No 2) [1984] 156 CLR 414, 438.

1386 ‘tittle-tattle, n’ (OED Online, OUP June 2013) <https://en.oxforddictionaries.co
m/definition/tittle-tattle> accessed 15 September 2018.

1387 Lord Goff in Attorney General v Guardian Newspapers Ltd (No. 2) [1990] 1 AC
109 (HL), 282.

1388 Stephens v Avery [1988] FSR 510 (Ch).
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cism about considering the sexual conduct of an individual as trivial tittle-
tattle information.!3%

Accordingly, courts have been wary of regarding information as trivial,
partially due to the uncertainty and difficulty related to the consideration
of what constitutes trivial information,3®® which in practice has led to a
reduction in the applicability of this limitation.!3!

Notwithstanding this, in the field of trade secrets, some decisions have
demanded information to be commercially valuable or at least attractive,
in line with Article 2(1)(b) TSD.!3? Yet, a survey of the cases involving
trade secrets protection reveals that most of them do not expressly refer to
the value of the information, as it is often deemed that companies would
not bring legal action if the information concerned did not have a certain
“value”.13%3

More recently, the notion of “objective value” was used as one of the fac-
tors that signalled whether the information possessed the necessary quality
of confidence.'3** In addition, in the landmark decision from the House of
Lords Douglas v Hello and other Ltd the fact that the parties entered into an
agreement covering the protection of information was considered crucial
in assessing the confidential nature of the pictures of the wedding that had
been misappropriated.’3%S In view of this, it appears that “commercial val-
ue” as such is not a normative requirement under the breach of confidence

1389 Stephens v Avery [1988] FSR 510 (Ch), 515.

1390 Lionel Bently and Brad Sherman 2014 (n 125) 1000.

1391 Lionel Bently and Brad Sherman 2014 (n 125) 1001.

1392 For instance, in Thomas Marshall (Exports) Limited v Guinle [1979] FSR 208
(Ch), 229 it was stated that one of the requirements to find liability was that
the disclosure of the information should cause a prejudice to the owner or an
advantage to competitors or third parties; see further Lionel Bently and Brad
Sherman 2014 (n 125) 1000; Gintare Surblyte 2011 (n 182) 78.

1393 Tanya Aplin and others 2012 (n 22) para 5.51; however, in Nichrothermc Electri-
cal Co Ltd v Percy [1956] RPC 272 (Ch) the plaintiffs brought legal action for
the misappropriation of a machine that presented no commercial value.

1394 HEFCE v Information Commissioner and the Guardian News and Media Ltd (EA/
2009/0036, 10]anuary 2010) [48].

1395 See Douglas v Hello! Ltd and others [2007] UKHL 21 [325] (Lord Brown): “Hav-
ing paid £1m for an exclusive right it seems to me that OK! ought to be in a
position to protect that right and to look to the law for redress were a third
party intentionally to destroy it. Like Lord Hoffmann, I would uphold OK!’s
claim, as Lindsay J did at first instance, on the ground of breach of confi-
dence”; however Lord Walker [299] held the opposite view, by noting that
“the confidentiality of any information must depend on its nature, not on its
market value”.
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action in England, but it is a strong indicator of the existence of informa-
tion that is worth protecting.!39¢

2. Information that is vague

In addition to being non-trivial, the general principle is that confidential
information should be specific i.e. clear and identifiable.!3%” Vague or gen-
eral information is excluded from the scope of the breach of confidence ac-
tion."3%8 In effect, as noted in Terrapin Ltd v Builders® Supply Co (Hayes) Ltd.
by Roxburh J, confidential information must be “something that can be
traced to a particular source and not something which has become so com-
pletely merged in the mind of the person informed that it is impossible to
say from what precise quarter he derived the information which led to the
knowledge which he is found to possess”.!3%?

Identifying the information for which protection is sought is crucial not
only to establish the duration of an injunction and the amount of damages
due, but also to elucidate whether an actual breach has occurred.!#% It also
appears of paramount importance in the context of the licensing agree-
ments in order to delineate the scope of the contracts.!40!

Such a limitation has often been invoked by courts as a ground to deny
granting an injunction preventing the use of a “generalized body of infor-
mation”.'402 Consequently, injunctions should be drafted in a very specific
manner so as to allow defendants to know with certainty which conducts
are permitted and which are forbidden. This is particularly relevant, for in-
stance, in injunctions relating to post employment restraints as regards
trade secrets.!403 In the event of litigation, the trade secrets that former em-
ployees are not allowed to use after the termination of their employment
relationship should be clearly identifiable in any potential injunction. It is

1396 Nevertheless, Roger M. Toulson and Charles M. Phipps 2012 (n 326) 3-081
suggest that “There must be some value to the party claiming confidentiality
(not necessarily commercial) in the information being treated as confidential”.

1397 Roger M. Toulson and Charles M. Phipps 2012 (n 326) para 3-086.

1398 Lionel Bently and Brad Sherman 2014 (n 125) 1001-1003.

1399 Terrapin Ltd v Builders’ Supply Co (Hayes) Ltd [1962] RPC 375 (Ch), 391; a de-
taied account of this case is provided in chapter 6 § 2 B) IIL. 3).

1400 Tanya Aplin and others (n 22) para 5.74.

1401 John Hull 2009 (n 1364) 208.

1402 Tanya Aplin and others (n 22) para 5.74.

1403 Roger M. Toulson and Charles M. Phipps 2012 (n 326) para 3-088.
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essential to distinguish them from general skills and knowledge, which ev-
ery employee should be free to use.’#* The importance of identifying the
information that constitutes the trade secret in order to find liability under
the breach of confidence action was restated by the Supreme Court in
Vestergaard v Bestnet, a case concerning an alleged breach by a former em-
ployee.1405

The above should not be understood to mean that simple ideas cannot
be protected, even though the more novel or original ideas are, the more
likely they are to merit protection.'% As opposed to copyright law, the
breach of confidence action affords protection to ideas without the need to
show their specific expression.!*” By way of illustration, the ideas for a
new TV programme'# and an innovative concept of a dance club were
deemed confidential.14® Yet again, the courts have struggled to draw a line
with regard to when an idea is sufficiently detailed. Notably, this require-
ment has been construed as meaning that the concept or idea must be “suf-
ficiently developed to be capable of being realized”.!#1° This is analysed
further in the assessment of the secrecy requirement vis-a-vis IPRs norma-
tive standards.!411

1404 Faccenda Chicken Ltd v Fowler [1987] Ch 117 (CA), 122-123.

1405 Vestergaard Frandsen A/S v Bestnet Europe Ltd [2013] UKSC 31, [22]: “It would
seem surprising if Mrs Sig could be liable for breaching Vestergaard’s rights of
confidence through the misuse of its trade secrets, given that she did not know
(i) the identity of those secrets, and (ii) that they were being, or had been,
used, let alone misused. The absence of such knowledge would appear to pre-
clude liability, at least without the existence of special facts”.

1406 See Tanya Aplin and others 2012 (n 22) para 5.55.

1407 William Cornish, David Llewellyn and Tanya Aplin 2013 (n 209) para 8-10
note that “an idea for something to be elaborated may attract legal protection
as confidential information where there is nothing that generates copyright”.

1408 Fraser v Thames Television Ltd [1984] QB 44 (QB).

1409 De Maudsley v Palumbo [1996] FSR 447 (Ch).

1410 Lionel Bently and Brad Sherman 2014 (n 125) 1145-1146 noting that this is cri-
terion was first developed in the Supreme Court of Victoria in Tablot v General
Television Corp [1981] RPC 1.

1411 Chapter 4 §4 E) 11 2).
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3. Immoral and false information

In England the general principle is that immoral information is not eligi-
ble for protection under the breach of confidence action.!#!? However, as
no generally accepted code of morality exists, courts have shown reluc-
tance to apply this limitation. For instance, in Stephens v Avery, while the
court ruled that in abstract a duty of confidence would not be enforceable
against “matters which have a grossly immoral tendency”, it concluded
that no common view existed on the immoral nature of sexual relation-
ships between consenting adults.!413

Another unsettled issue is whether false information (i.e. inaccurate in-
formation) can be protected under the breach of confidence action, partic-
ularly due to its intersection with the defamation cause of action.!## A re-
view of leading academic works on confidentiality seems to support that
inaccuracies should not affect the confidential nature of the information,
provided that such an action is not intended to cover a defamation
claim,'5 as noted by the Court of Appeal in McKennitt v Ash.'41¢ This case
concerned the publication of a book on the life of the plaintiff, a Canadian
folk singer. In the book, private information about the singer was dis-
closed by the author, a former friend and business partner. As regards the
falsity of the allegations, the court concluded that, “the truth or falsity of
the information is an irrelevant inquiry in deciding whether the informa-
tion is entitled to be protected”.!#'” However, some commentators have
noted that these arguments seem less persuasive with regard to non-private
or non-personal matters, such as government information.'#!8 Indeed, in
Financial Times Ltd & Ors v Interbrew SA the leakage of five documents that
contained false information about the acquisition of a brewery in South
Africa was not deemed enforceable under the breach of confidence action,
because in the words of Sedley J, “there can be no confidentiality in false
information”.1#1? In sum, it appears that case law under the breach of con-

1412 William Cornish, David Llewellyn and Tanya Aplin 2013 (n 209) paras 8-10.

1413 Stephens v Avery [1988] FSR 510 (Ch).

1414 Roger M. Toulson and Charles M. Phipps 2012 (n 326) para 3-093.

1415 Tanya Aplin and others (n 22) para 5.67; Roger M. Toulson and Charles M.
Phipps 2012 (n 326) para 3-093; McKennitt v Ash [2006] EWCA Civ 1714 (CA).

1416 McKennitt v Ash [2006] EWCA Civ 1714 (CA), [86].

1417 McKennitt v Ash [2006] EWCA Civ 1714 (CA), [86].

1418 Tanya Aplin and others (n 22) para 5.62 and para 5.72.

1419 Financial Times Ltd. & Ors v Interbrew SA [2002] EWCA Civ 274 (CA),
[27]28].
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fidence action provides no clear answer as to the protection of false infor-
mation.

[II. Confidential nature of the information

Crucially, in order to bring an action under an alleged breach of confi-
dence, it must always be proved that the disclosed information is of a con-
fidential nature i.e. “it possesses the necessary quality of confidence”. De-
spite the widespread use of this term, few English cases seem to provide a
satisfactory definition.!420

In assessing this requirement, courts tend to follow a pragmatic ap-
proach, where the analysis of confidentiality is considered against the spe-
cific background of every particular case.!4?!

The following sections examine the general test developed by English
courts, along with the main attributes of confidentiality.

1. The general test of inaccessibility

The tests developed to assess confidentiality are mostly of an objective na-
ture, as they do not take into account the views of the parties.!#?? Indeed
the “status of the information is a question of fact, not intention”.1423
Notwithstanding this, Toulson and Phipps have propounded that an im-
plicit principle is that courts should only recognise confidentiality in those
cases where it appears reasonable to do so.'#2* This is argued on the basis
that a number of cases have resorted to the “reasonable man yardstick”
when assessing the confidential nature of the information (and not just
whether an obligation of confidence arises),'#?’ and the fact that secrecy is

1420 John Hull 1998 (1016) para 3.03.

1421 Tanya Aplin and others 2012 (n 22) 149.

1422 Allison Coleman 1992 (n 911) 8; this was also noted in Lancashire Fires Limited
v S.A. Lyons & Company Limited and Others [1996] FSR 629 (CA), 656: “the
subjective view of the owner cannot be decisive. There must be something
which is not objectively a trade secret, but something which was known, or
ought to have been known, by both parties to be so”.

1423 Lionel Bently and Brad Sherman 2014 (n 125) 1148.

1424 Roger M. Toulson and Charles M. Phipps 2012 (n 326) para 3-082.

1425 Thomas Marshall (Exports) Limited v Guinle [1979] ESR 208 (Ch), 229 and chap-
ter3§3 C) IL. 2. a).
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often defined by its limits, in which “reasonableness” is often invoked.!426
Yet, this view is not supported because it introduces an element of subjec-
tivity, (“the owner’s belief -which must be reasonable- that the information
is confidential”) that should only be taken into account in the assessment
of whether an obligation on the recipient arises, not as regards the status of
the information.'4”

In effect, most decisions follow the objective test of confidentiality first
developed in Saltman Engineering v Campbell Engineering, where confiden-
tiality was defined by the limitations imposed by the public domain:

The information, to be confidential, must, I apprehend, apart from
contract, have the necessary quality of confidence about it, namely it
must not be something which is public property and public knowl-
edge. On the other hand, it is perfectly possible to have a confidential
document, be it a formula, a plan, a sketch, or something of that kind,
which is the result of work by the maker upon materials which may be
available for the use of anybody; but what makes it confidential is the
fact that the maker of the document has used his brain and thus pro-
duced a result which can only be produced by somebody who goes
through the same process.!428

As is apparent from the above passage, for information to qualify as confi-
dential it should meet two requirements. The first is rather broad and de-
mands that information is not “public property” or “public knowledge”,
i.e. part of the “public domain”.'#?° Secondly, Lord Griffin suggested a
test, according to which information would only be deemed confidential if
it could only be acquired through the reproduction of the mental process
that led to the creation of the resulting information.

In the light of the above, courts have applied the general principle of
“inaccessibility” with the aim of assessing whether certain information falls
into the public domain.!®? This judgement is based on a confidentiality
test developed by subsequent authorities, according to which information

1426 Roger M. Toulson and Charles M. Phipps 2012 (n 326) 3-082 and footnote 142
for an account of the cases in which “reasonableness” is invoked.

1427 John Hull 1998 (1016) para 3.09.

1428 Saltman Engineering v Campell Engineering [1948] 65 RPC 203 (CA), 215.

1429 Law Commission 1981 (n 327) 27 noting that “in referring to this requirement
the courts have used a variety of expressions, but it has become increasingly
common to say that the information for which protection is sought by the ac-
tion of breach of confidence must not be in the public domain”.

1430 Tanya Aplin and others 2012 (n 22) paras 5.14 -5.39.
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will only be deemed confidential if “special intellectual skill and labour”
are essential in order to reproduce it.'#3! That is understood to mean that
the alleged infringer would have to go through the same burdensome
mental process as the confider.!#3? This criterion is applied to information
considered in its entirety, irrespective of its components.!433

Against this background, it is noteworthy that generally known infor-
mation can also be deemed confidential, so long as intellectual skill and
labour are required in order to compile it.'3* This rationale has been ap-
plied to decide on cases concerning the confidential nature of customer
lists, where the data on individual customers were also available in other
trade databases. However, the lists in their entirety were regarded as confi-
dential, as competitors had to undergo the same intellectual labour as the
creators of the lists.!43

Drawing on the foregoing, it appears that courts in England have adopt-
ed a “relative secrecy” approach, as opposed to patent law, where the stan-
dard for assessing the novelty of an invention is an absolute one. Informa-
tion can be conveyed to a limited number of people without losing its con-
fidential nature.'*3¢ The issue lies in determining the extent of publication
permitted. The general principle is that once information is generally ac-
cessible and widespread it cannot be regarded as confidential.!#37 Similarly,

1431 Tanya Aplin and others 2012 (n 22) para 5.15; Ocular Sciences Ltd v Aspect Vi-
ston Care Ltd [1997] RPC 289 (Ch), 375.

1432 Tanya Aplin and others 2012 (n 22) 5.16.

1433 Coco v A.N.Clark (Engineers) Ltd [1969] RPC 41 (Ch), 47.

1434 Tanya Aplin and others 2012 (n 22) para 5.17.

1435 International Scientific Communications Inc v Pattinson and Others [1979] FSR
429 (Ch), 434.

1436 Lionel Bently and Brad Sherman 2014 (n 125) 1148 ; Franchi v Franchi [1967]
RPC 149 (Ch), 152: “Clearly a claim that the disclosure of some information
would be a breach of confidence is not to be defeated simply by providing that
there are other people in the world who know the facts in question besides the
man as to whom it is said that his disclosure would be a breach of confidence
and those to whom he had disclosed them. It must be a question of degree de-
pending on the particular case, but if relative secrecy remains, the plaintiff can
still succeed”.

1437 See Attorney General v Guardian Newspapers Ltd (No 2) [1990] 1 AC 109 (HL),
282 where Lord Goff stated that: “In particular, once it has entered what is
usually called the public domain (which means no more than that the infor-
mation in question is so generally accessible that, in all the circumstances it
cannot be regarded as confidential) then, as a general rule, the principle of
confidentiality can have no application to it”.
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the fact that information can be obtained from reverse engineering should
not deprive the information of its secret nature.!438

In this context, it should be indicated that “the status of information
may change over time” and that information that is in the public domain
may become secret if the public forgets the information or the relevant
public changes.!43?

In the light of the above, it is clear that establishing whether informa-
tion is confidential is a question of fact that should be assessed on a case-
by-case basis.#40 Against this background, Hull refers to an Australian case
in which a multi-factor test to assist in determining whether a specific
piece of information presented the “necessary quality of confidence” was
developed. The factors taken into consideration were:

(i) The extent to which the information was known outside the plaintiff s
business;

(ii) The extent to which the information was known to employees and
others inside the plaintiff’s business;

(iii) The extent to which the plaintiff had taken measures to safeguard the
information;

(iv) The value of the information to the plaintiff competitors;

(v) The amount of effort expended by the plaintiff in developing the in-
formation; and

(vi) The ease or difficulty with which the information could properly be
acquired.!##

While these factors are to be weighed against each other, the assessment of

secrecy is ultimately factually driven. No normative value can be attached

to either of them. In particular, the adoption of measures (factor 3), the

value of the information (factor 4) and the cost of development (factor $)

signal the existence of information worth protecting, which may neverthe-

less be generally known.

In sum, it appears that the English notion of confidentiality is very simi-
lar to the concept of “Nichtoffenkundigkeit” followed under German law. In
both jurisdictions, the crucial test to assess secrecy consists of looking into
whether the information can only be obtained through great difficulty and

Paul Lavery,‘Secrecy, Springboards and the Public Domain’ [1998] 20 EIPR
93, 95.

1438 John Hull 1998 (1016) para 3.18.

1439 Lionel Bently and Brad Sherman 2014 (n 125) 1153.

1440 John Hull 1998 (1016) para 3.06.

1441 John Hull 1998 (1016) para 3.07 citing the Austalian case Section Pty v Dela-
woodPty Ltd [1991] 21 IPR 136.
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cost (“grofie Schwierigkeit und Opfer” in Germany), which is just another
way of referring to the “intellectual skill and labour” yardstick propound-
ed in the English jurisdiction under the test of inaccessibility. However, a
cardinal distinction between the two jurisdictions is that English cases
seem to emphasise the need to prove that intellectual skill (not just labour)
is necessary to obtain the information. In addition, English case law does
not refer to the fact that information loses its secret nature when it is
known among the “circle of experts” that usually deal with the informa-
tion in question.'#? The reason behind this distinction can be traced back
to the fact that the scope of the breach of confidence action is not confined
to the protection of trade secrets, but also covers artistic and literary infor-
mation, private information and government information. However, a re-
view of the case law concerning trade secrets reveals that decisions refer-
ring to trade secrets define the public domain by reference to a narrow
field, industry or profession, similar to the “relevant circle yardstick” fol-
lowed under German law.1443

2. Form of the information

In England courts have also been confronted with the issue of deciding
whether the disclosure of information in a specific form leads to its disclo-
sure in another form. This particular topic was discussed by the House of
Lords in the famous Douglas v Hello! case, which concerned the unautho-
rised publication of pictures of the wedding of the actors Michael Douglas
and Katherine Zeta-Jones by Hello! magazine.'## The pictures published
by Hello! were taken without permission by an undercover photographer
who had then sold them to the defendant. As a result, both the couple and
OK! Magazine brought legal action against Hello! under the breach of con-
fidence action. Crucially, some months before the event, the couple had
reached an exclusive licensing agreement with OK! Magazine, granting
this publication the exclusive right to publish pictures of the event in ex-
change for consideration. The salient issue in this case was to decide
whether protection under the breach of confidence could extend to pho-

1442 Paul Lavery,‘Secrecy, Springboards and the Public Domain’ [1998] 20 EIPR
93, 93 suggests that this has been required in some cases in Ireland and Aus-
tralia to find a breach of confidence.

1443 John Hull 1998 (1016) para 3.16.

1444 Douglas v Hello! Ltd and others [2007] UKHL 21.
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tographs that were already in the public domain, as the pictures had been
published by national newspapers some hours before OK! Magazine came
out. In rendering the decision, Lord Hoffman concluded that the object of
confidentiality was “any picture of the wedding”, as this was the only pos-
sible way of protecting the interests of OK!.1445

3. No need to adopt reasonable measures

One remarkable difference between the English breach of confidence
regime prior to the implementation of the TSD and the legal system laid
down in Article 39(2) TRIPs (but also in the U.S. under the UTSA and the
DTSA)!#¢ is that protection is not subject to the adoption of reasonable
steps by the trade secret holder to safeguard the secret nature of the infor-
mation. While the adoption of such measures is assessed in a positive man-
ner by the English courts, legal commentators seem to agree on the fact
that it is not a precondition for meriting protection.'#” Notwithstanding
this, in Thomas Marshall (Exports) Limited v Guinle the adoption of reason-
able measures was considered as one of the four requirements for the pro-
tection of trade secrets.!443

§ 3 The concept of trade secret in the Directive: considerations in the light of the
comparative analysis

A) Preliminary remarks

The subject matter covered by the TSD is set out in Article 1(1), which
“lays down rules on the protection against the unlawful acquisition, disclo-
sure and use of trade secrets”. Thereupon, Article 2(1) provides a definition
of trade secrets, which is identical to the one set forth in Article 39(2)
TRIPs. In order to be protected, trade secrets must (a) be information that

1445 Douglas v Hello! Ltd and others [2007] UKHL 21 [123]; similar considerations
were applied in Creations Records Ltd v News Group Newspaper Ltd [1997]
EWHC Ch 370 (Ch), [29] which concerned the publication by tabloids in the
UK of pictures of the shooting of the cover of a rock band’s forthcoming al-
bum.

1446 See § 1(4) UTSA and supra chapter 4.

1447 Lionel Bently 2012 (n 114) para 3.18.

1448 Thomas Marshall (Exports) Limited v Guinle [1979] FSR 208 (Ch), 229.
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is not generally known or readily accessible; (b) must have commercial val-
ue due to their secret nature; and (c) must be subject to reasonable steps
under the circumstances to preserve secrecy. In this regard, it is worth not-
ing that the 28 Member States of the EU are also part of the WTO and, as
such, they were bound to implement the TRIPs minimum standards of
protection for IPRsin their national regimes by 1 January 1996.144 1450
Thus, the inclusion in the Directive of the same definition as the one pro-
vided in the TRIPs Agreement for “undisclosed information”, as a mini-
mum standard of protection, appears to be a restatement of such an obliga-
tion and provides flexibility to Member States in its implementation.!4!
To be sure, the object of protection of Article 2(1) TSD is information,
which coincides with the subject matter protected under the breach of
confidence action in England and §§ 17-19 of the German UWG.%2 Ac-
cordingly, information is deemed secret “if it is not, as a body or in the
precise configuration and assembly of its components, generally known
among or readily accessible to persons within the circles that normally deal
with the kind of information in question”. However, upon closer examina-
tion, some uncertainty arises in connection with the meaning of some of

1449 TRIPs transitional provisions are essentially regulated in Article 65 of the
Agreement. The general rule is set forth in paragraph 1, which established an
automatic transitional period of one year for all WTO Members (until 1 Jan-
uary 1996). However, paragraphs (2) and (3) granted a four-year transitional
period (until 1 January 2000) for developing countries and countries that were
in the process of transformation from a centrally planned economy into a free
market economy. The computing of the time referred to in Article 65 is a defi-
nite term based on the date of entry into force of the WTO Agreement. Hence,
countries acceding after 1995 could not benefit from any additional transition-
al periods and were requested to amend their legislation before their accession,
unless they qualified to benefit from the transitional periods of paragraphs (2)
and (3), but only until January 1, 2000.

1450 Likewise, the European Union, as a supranational entity, became a party to the
TRIPs Agreement by virtue of the Council, ‘Council Decision 94/800/EC of 22
December 1994 concerning the conclusion on behalf of the European Com-
munity as regards matters within its competence, of the agreements reached in
the Uruguay Round multilateral negotiations (1986-1994)’ [1994] OJ L336;
this is also clarified in Recital 5 TSD.

1451 In Baker McKenzie 2013 (n 1057) 5 it is noted that despite the existence of a
common denominator (based on the criteria of Article 39(2) TRIPs) the defini-
tions adopted in the different jurisdictions present divergences and in addition
require particular constitutive elements.

1452 But see chapter 4 §2 A) II. 1.
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the terms used by the EU legislature and the subject matter of protection,
as analysed in the following sections.

B) Terminology

The terminology used in the Directive to refer to the term trade secret and
the types of information that fall under its scope are not consistently ap-
plied. Recital 14 highlights the importance of establishing a common defi-
nition without limiting the subject matter protected against misappropria-
tion, which should cover the protection of “know-how, business informa-
tion and technological information” if two conditions are fulfilled, name-
ly, (i) there is a legitimate interest in maintaining the confidentiality of the
information, and (ii) there is also a legitimate expectation in the preserva-
tion of such confidentiality. The distinction between business and techno-
logical information mirrors the practice in most Member States before the
implementation of the Directive, where case law and even some statutes
differentiated between industrial secrets and commercial secrets, and
presents no interpretative questions.!433

However, the reference to know-how is confusing. It is used in the title
of the Directive and in the first sentence of Recital 1 as a full synonym of
trade secret, whereas Recitals 2 and 14 instead refer to it as one of the cat-
egories of undisclosed information. This is particularly problematic, as
know-how is autonomously defined in Article 1(i) TTBER in a manner
that seems to partially overlap with what is usually understood by “techni-
cal trade secrets” or “technological information”, as mentioned in Recital
14. The use of such confusing terminology reflects the current practice in
many national jurisdictions, like Germany, where know-how is regarded as
an economic term rather than a legal one.'** Hence, for the sake of legal
certainty, it would have been best if the Directive had abandoned the use
of “know-how” or clarified its relationship with Article 1(i) of the
TTBER.145

English courts under the breach of confidence action have also used the
term “know-how” to designate the set of skills and knowledge that em-

1453 As discussed in chapter 4 with regard to Germany and England.

1454 Hannes Beyerbach, Die gebeime Unternehmensinformation (Mohr Siebeck 2012)
103; Ohly/Sosnitza (n 813) § 17 Rdn 11.

1455 Tanya Aplin 2014 (n 384) 264.
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ployees acquire during the course of their employment.!#¢ However, such
an acceptation is not supported by the TSD, which provides in Recital 14
that “the definition of trade secret excludes trivial information and the ex-
perience and skills gained by employees in the normal course of their em-
ployment” (emphasis added)."*” The establishment of common ground
on the information that departing employees are free to use after the ter-
mination of their employment contract represents considerable progress,
as Member States’ practice differed substantially on this particular aspect.
Notwithstanding this, the Directive provides little guidance on how to as-
sess the boundaries between information that is actually part of a trade se-
cret and information that constitutes “experience and skills” that employ-
ees are free to use. The TSD resorts to a vague clause that provides great
flexibility to national competent courts to conduct a balancing exercise,
taking into account all of the circumstances of the specific case. Some have
criticised that such a broad clause will lead to an abuse of litigation,!48
although the Directive already provides a comprehensive array of safe-
guards against such practices in Articles 6 to 9.

From a legislative technique perspective, the exclusion of “experience
and skills gained by employees in the normal course of their employment”
from the subject matter protected by trade secrets law is more problematic.
This approach creates a two-tier definition of trade secret and seems unsys-
tematically placed within the Directive. Indeed, such an assessment should
be carried out in the context of the relevant liability conducts'*? and in
particular, within the balancing exercised imposed by Article 5 TSD and
not at the definition level. We will return to the provisions of the TSD that
regulate post-employment obligations in chapter 6, where a number of cri-
teria to differentiate between protected trade secrets and the skill and
knowledge that employees are free to use are suggested.!460

1456 See chapter 4 §2 B) I.

1457 See further Article 1(3)(b) TSD.

1458 1P Federation, ‘The EU Trade Secrets Directive’ (2014) Policy Paper PP04/15,
3-4 <https://www.ipfederation.com/news/ip-federation-comments-on-the-comp
romise-text-for-the-eu-trade-secrets-directive/> 15 September 2018.

1459 Tanya Aplin 2014 (n 384).

1460 This issue is discussed in greater detail in chapter 6 §1 A) and has recently
been the object of a comprehensive study by Magdalena Kolasa, Trade Secrets
and Employee Mobility (CUP 2018).

309



http://<https://www.ipfederation.com/news/ip-federation-comments-on-the-compromise-text-for-the-eu-trade-secrets-directive/>
http://<https://www.ipfederation.com/news/ip-federation-comments-on-the-compromise-text-for-the-eu-trade-secrets-directive/>
https://doi.org/10.5771/9783748911975-279
https://www.nomos-elibrary.de/agb

Chapter 4. Mapping the notion of secrecy

C) Commercial value

The second limb of the definition provides that information must have
commercial value “because it is secret”. In this regard, it is worth noting
that before the implementation of the Directive, such a requirement was
not foreseen either under the English breach of confidence action, or un-
der German law. However, as indicated above, English cases dealing with
trade secrets have viewed commercial value as a strong indicator that the
information is worth protecting.!! In the same vein, the German
“Geheimbaltungsinteresse” requirement has been interpreted as meaning
that the trade secret holder has a commercial interest in keeping the infor-
mation secret. Yet, in the latter jurisdiction such a requirement has also
been invoked to protect secret information that does not confer commer-
cial value, but the disclosure of which would be detrimental to a company
(for instance, information that would harm the reputation of the compa-
ny, or information about collusive practices that would result in antitrust
sanctions).'#6? In addition, in Germany, a causality link between the con-
cealed nature of the information and its value is not required.!463

Another question that was intensely discussed during the negotiation of
the Directive was whether potential value suffices or actual value is re-
quired. The UTSA expressly mentions both, while TRIPs is silent on this
point. Recital 14 TSD sheds light on this issue by stating that the value can
be either actual or potential. As discussed previously,'464 this is particularly
relevant in the context of ensuring that R&D companies will have a Labo-
ratory Zone in which to develop their ideas and innovations. The same
recital provides further guidance on how to interpret the commercial value
benchmark:

Furthermore, such know-how or information should have a commer-
cial value, whether actual or potential. Such know-how or information
should be considered to have a commercial value, for example, where
its unlawful acquisition, use or disclosure is likely to harm the interests
of the person lawfully controlling it, in that it undermines that per-
son’s scientific and technical potential, business or financial interests,
strategic positions or ability to compete. (...)1463

1461 Chapter 4 §2 B) II. 1.

1462 Bjorn H. Kalbfus 2016 (n 1122)1011.

1463 Thomas Horen and Reiner Munker 2018(b) (n 1119) 151
1464 Chapter 1 §2 B) IV.

1465 Recital 14 TSD.
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As is apparent from the above, and in line with the principl